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Abstract— It is widely acknowledged that when it comes to IT 
security the human factor is usually the weakest link. In an effort 
to strengthen this link, most CIO’s are embracing the 
deployment of security awareness programmes. It is accepted 
that these programmes can create an information security-aware 
culture where security risks can be reduced. Even though work 
has been done in ensuring that these programmes include 
mechanisms for changing behaviour and reinforcing good 
security practices, there is a lack of work on measuring the 
effectiveness of such programmes. Competence based questions 
have long been used in HR to select employees with the skills that 
are necessary to perform effectively in a job.  Competence based 
tests focus mainly on the behaviours and traits critical for success 
on the job and how they have been demonstrated in the past. This 
current paper presents the description of an approach that uses 
competency based behavioural questions to measure security 
competence levels at a university with regards to password 
management. A sample of 140 students participated in the study.  
The findings revealed that even though students were aware of 
the procedures, many failed to implement them. For example, 
48.6% of students would share their passwords even though they 
know it was wrong. It was also found that there is a positive 
relationship between the year of study and the creation of strong 
passwords (n=140; r=+0.268; p=0.007). 
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I.   INTRODUCTION 

An information system is composed of technology, people 
and processes. It therefore follows that any effort to secure this 
system should regard all the system components as equally 
important and should also identify how these components are 
intertwined. This means that a holistic approach to security, 
which integrates technology, people, and processes, needs to be 
taken. However, in many cases, the solutions being produced 
are technical in nature. They involve the deployment of trusted 
technical infrastructure and reliable internal processes [1]. 
Research has shown that an over-reliance on technology 
without the integration or consideration of other factors such as 
the human factor, usually does not yield the desirable results 
[2] [3] [4] [5] [6] [7]. 

Accordingly, even the best technical solutions are of little 
value if insiders do not follow sound security procedures. This 

means that after the implementation of technical solutions, the 
human factor needs to be managed – aligning people and 
practices with security goals. The human factor specifically 
refers to people who are within the organization [2]. This 
encompasses company directors, employees and interns [8].  
According to the 2010 Data Breach Investigation Report by 
Verizon [8], insiders are responsible for the larger proportion 
of data breaches within organisations, such as misuse of 
information assets. Hackers usually exploit the weakest link in 
the organization’s IT security, the human factor. This is often 
done by using various social engineering techniques to lure 
employees into divulging information or to unintentionally 
give the hacker access to information [5] [9] [10].  

This necessitates that organisations develop security 
awareness programmes that can create an information security-
aware culture where the security risks posed by insiders can be 
reduced. These mechanisms should focus on changing 
employee behaviour or reinforcing good security practices so 
that a security-aware culture can develop [11]. ICT security 
awareness programs are regarded as the key defence in the 
fight against security incidents that involve humans [1]. 

Even though work has been done in ensuring that these 
programmes include mechanisms for changing behaviour and 
reinforcing good security practices, work on measuring the 
effectiveness of such programmes is still in its infancy [10].  

Therefore, it is difficult to manage something that is not 
measured. When a doctor is trying to assess whether one has 
high blood pressure, he/she measures your blood pressure in 
order to make a decision. Just as technological solutions are 
measured using metrics such as intrusion attempts, uptime and 
downtime; security competence levels can also be measured. 

The primary objective of this paper is to present the 
findings of a study that examined password management 
practices of 140 students at a university. Passwords were 
chosen as the subject matter because it was felt that they are a 
good starting point for information security and that all 
participants understand what passwords are. 

The remainder of the paper consists of the following 
sections. Section 2 provides a theoretical background while the 
empirical work is described in section 3. Section 4 discusses 



the way forward and Section 5 concludes the paper with some 
general comments. 

II.   THEORETICAL BACKGROUND 

Even though there have been advances and several success 
stories in technical security solutions, the area of end-user 
security continues to lag behind. It is widely believed that by 
addressing the end-user security behaviour, information 
systems security will become more proactive than reactive 
[10]. With the advances in security technologies, security 
behaviours such as patch management and antivirus updates 
are now being automated to reduce the burden on users. 
However, there are some behaviours such as email and 
password habits that cannot be automated and are often 
addressed through the use of security awareness programmes 
[5] [10] [6] [12]. 

Security awareness is defined as the knowledge and attitude 
that employees of an organisation have regarding the protection 
of information assets of that organisation [5]. Being security-
aware implies an understanding of the risks associated with 
organisational information assets and how to safeguard these 
assets. Security awareness programmes help to make 
information security part and parcel of the internal controls that 
govern operations and processes in an organisation. 

Information security is a diverse area with many topics. The 
importance of each topic varies from one organisation to 
another depending on the nature of risks faced. For example, 
phishing is of more concern in financial institutions, while 
most organisations share concerns over passwords [8]. 
Authentication is one of the most important mechanisms used 
to restrict access to information assets [13]. Passwords remain 
one of the most commonly used authentication methods for IT 
systems. It was estimated that in 2009, 86% of companies in 
the USA used password authentication [14]. The literature 
reviewed provides many examples of good password practices. 
Changing default passwords, creating strong passwords and not 
sharing passwords are some of the practices that users have to 
adopt as part of good password behaviour [13] [14][15] [16] 
[10]. 

As stated, this study focuses on the assessment of password 
management practices of undergraduate students in a university 
environment (cf. introduction). Nowadays, universities operate 
in a similar manner to other businesses. They rely on ICT 
facilities for many of their critical tasks such as payroll, HR, 
registration, examination and fees. Students make use of the 
university’s network and their failure to practise good 
password behaviour as a habit can compromise the integrity, 
confidentiality and availability of the university’s information 
[17]. Moreover, universities and other vocational training 
institutions are amongst the top suppliers of skilled employees 
to the labour market. It is therefore important to determine if 
their education equips students with the necessary skills 
required to enter the workplace and the ‘cyber world’. 

According to the Conscious Competence Learning Model 
which describes the stages of learning a new skill or behaviour, 
learning can be classified into four distinct stages [18]. At the 
first stage, unconscious incompetence, people are not aware 
of the skills that are required from them whilst at the second 

stage, conscious incompetence, they are aware of the skills 
they should possess but have not acquired those skills yet. At 
the third stage, conscious competence, even though they have 
acquired the skills they need to possess, they still need to pay 
attention when performing these skills. At the final stage, 
unconscious competence, people have perfected performing 
the skills such that they no longer have to think about how to 
perform the skills [18].  

 

 
Figure 1. Conscious competence learning matrix [19] 

 
NIST presented the IT Security Continuum, a role-based 

model which defines the IT security learning needed as a 
person assumes different roles within an organisation [20]. 
This model is based on the premise that learning is a 
continuum. The model has three stages and follows a bottom 
up approach, where its first stage is “Security Awareness”. As 
shown in Figure 2, security awareness is explicitly required for 
all employees in an organisation whereas the second stage, 
“Security Basics and Literacy” which provides the foundation 
for subsequent training, is required for all those employees who 
are involved in any way with IT systems [20]. Obviously, in 
today’s terms this means all employees within an organisation 
should be at this level. 

These two models present a stratified view of the levels of 
skills and knowledge; however, they do not give the 
assessment criteria or metrics which can be used to classify 
employees into their respective strata based on their level of 
knowledge or on their behaviour.   

Some authors have used different techniques such as 
knowledge and attitude amongst others to assess Internet 
Security Awareness and Culture in Organisations [21]. But this 
study is based on the premise that knowledge, attitude or 
simply being aware is not enough. It is how one behaves that 
matters. This view is that since an organisation’s success or 
failure effectively depends on things that its employees do or 
fail to do, the information security strategy in the organisation 
should pay close attention to employee behaviour [1].  

Behaviour involves making decisions on how to respond to 
stimuli. Misbehaviour which is usually a result of bad decision 
making can be discouraged through punishment while good 
behaviour can be encouraged through reinforcement [22]. 
Behaviour is a philosophy of psychology which refers to all 



things that organisms do in response to certain stimuli [22].  
Behaviour can be classified into two main categories, overt 
behaviour and private experiences [23]. 

 

 
 

Figure 2. The IT Security Continuum [20] 

 
Overt behaviour can be described as the way people can be 

observed to demonstrate, while private experiences are things 
that take place in a person’s mind. Thus, behaviour can be 
represented using the formula: 

  
Behaviour = Overt behaviour + Private experiences 

 
From this deduction, the authors are of the opinion that one 

can effectively evaluate the security competence of an 
individual by assessing the way they behave in certain security 
scenarios. Depicting normal behaviour consistently usually 
implies having the appropriate knowledge, but having the 
relevant knowledge does not imply normal behaviour. Normal 
behaviour in the case of students means that the students are 
listening and acting on measures to prevent, deter, detect and 
defend against information security breaches [13]. 

Whilst awareness and culture are equally important, more 
emphasis should be put on monitoring behaviour so that 
effective behaviour modification techniques can be 
implemented. It is therefore important to develop an approach 
that comprehensively measures behaviour. In this case; 
password management behaviour. 

To determine the password behaviour a survey of password 
management practices of students was carried out. The 
information gathered was used in the assessment and 
identification of areas of weakness and strength. The approach 

followed in this assessment provides a way of measuring the 
information security competence levels. This measurement 
approach can be used either to benchmark the security 
competence level before a security awareness programme or to 
measure the effectiveness of such programmes.  

The next section describes the research methodology used 
and the measurement approach that was developed. 

III.   COMPENTENCE BASED QUESTIONS: EMPERICAL WORK 

This current study ascertains the security competence levels 
of university students with regards to password management. 
To achieve this, an anonymous questionnaire using 
competency based behavioural questions, was administered to 
first year students - those coming straight from matric and final 
year students – those who are completing their degree 
programmes and ready to enter the workplace.  

Competence based questions have long been used in HR to 
select employees with the skills, necessary to perform 
effectively in the job [24] [25]. These skills are usually referred 
to as key competencies. Competence is the ability to apply 
knowledge, skills, abilities and traits to perform tasks in an 
efficient and effective manner that yields desirable results [25].  

Competence based tests focus on the behaviours and traits 
that are critical for success on the job and how they were 
demonstrated in the past. This is an effective way to uncover 
behavioural facets of an individual in a quick and precise 
manner [26]. It is important to note that behavioural questions 
do not look for opinion, but rather seek past behaviour. Some 
of the advantages cited for this approach are [27]: 

 It reduces misunderstandings about past experience 

 Reduces effort to make a good impression 

 Provides actual examples of knowledge, skills and 
attributes 

 Provides direct evidence of the actual state of an 
individual’s competence  

 It also promotes consistency in interviews and 
assures all key areas for success are covered. 

For example: competence based questions have also been 
long used in nursing schools for determining the ability and 
readiness of health workers to provide quality services 
[28][29][30][31]. This current study uses competence based 
questions to determine information security competence. 

Participants were asked questions that allowed them to 
choose options that best describe their behaviour in the 
following password management areas. 

 Sharing passwords with friends 

 Storage of passwords 

 How often passwords are changed 

 Using the same password for multiple accounts 

 Choosing the “remember” password option and 



 Using default passwords. 

An example of questions that were used to assess students' 
behaviour on how they kept passwords is given below. 

In terms of a new password. How do you store your 
password if you don’t want to forget it? 

 
The options which students were given to choose from and 

frequencies of their answers are illustrated in table 1. 

TABLE 1: HOW PASSWORDS ARE KEPT 

 

 
 

Literature was reviewed in order to ensure the survey fully 
captured and represented the concept under study thus ensuring 
content validity [13] [14][15]. Furthermore, before the survey 
was administered, it was sent to a small test group within the 
target population to ensure that we were asking the right 
questions and this helped to refine the research instrument. 

A. Data Analysis and Interpretation 

There were 140 usable responses. 73 responses were from 
first year students whilst 67 responses came from third year 
students. These questionnaires were analysed in SPSS 
(Statistical Package for the Social Sciences) for correlation and 
other measures. The levels of competence at the different years 
of study were compared and conclusions were drawn regarding 
the level of password management competence of each group. 
Those students who exhibited good behaviour can be regarded 
as being competent whilst the others are said to have not yet 
reached the required password management competence level. 

B. Research Findings 

In this section the main research findings are presented. The 
research objective in the application of this study’s 
measurement method was to investigate if there was a 
relationship between the year of study and security 
competence. In answering this question, it was important to 
address the following: 

 Are third year students generally more competent 
than first year students? 

 Which areas noted the greatest improvement? 

 Which area is of greatest concern? 

The data analysis revealed that 38.4% (n = 73) of first year 
students will share their passwords whilst 59.7% (n = 67) of 
third year students will do the same. Of these figures, 19.2% 
and 22.4% of first years and third years respectively will share 
their passwords even though they know there is a risk. 

There is a weak negative relationship between the year of 
study and sharing passwords (n=140; r = -0.295, p=0.021). It 
is the authors’ view that this is probably a compliance issue; 
more third years than first years will share their passwords 
even though they know it is against the security policies (first 
years are more compliant than their seniors). These results 
resonate with the findings of another study which was 
conducted in a mining company where a 60% behaviour level 
was also noted on sharing passwords [32].  

Further evidence suggests that first year students create 
weaker passwords than third year students. Almost two thirds, 
(63%) of first year students compared to 41.8% third year 
students. This probably suggests that the years spent in 
university have taught them to improve their password 
strength. Because humans have limited capacity to remember 
passwords, one tends to create simple and predictable 
passwords [14]. 

 There is a relatively weak positive relationship between the 
year of study and the creation of strong passwords (n=140; 
r=+0.263, p=0.007). 

Additionally, the evidence suggests that 69.9% first year 
students do not change their default passwords, whilst 40.3% 
third years also do not change default passwords. This might 
also suggest that the years spent in university have taught the 
students to change default passwords. 

There is a positive relationship between the year of study 
and the changing of default passwords (n=140; r=+0.268, 
p=0.001). 

Table 2 below summarises the relationships between the 
year of study and the different password management 
competencies. No relationships were noted between the year of 
study and how often passwords were changed, storage of 
passwords, using the same passwords and choosing the 
“remember” password option. This might be an indication that 
student behaviour in these areas does not change significantly 
from first year to third year. 

Over two thirds of students (71.4%) were generally 
competent in their password storage practices. However, 15% 
of the students wrote their passwords down. This is in line with 
another research which reported that 15-20% of users wrote 
down their password on a note attached to the computer 
monitor on a regular basis [14]. 

Besides the year of study, the field of study was also 
considered.  

For first year students, there was no relationship between 
field of study and the password management competencies. 
However, at third year it was noted that students who were 
studying towards IT related degrees created stronger passwords 
than students from other degrees (n=67; p=0.038). Also in 
general, students doing IT related degrees were found to be 
more competent than others. 



TABLE 2: RELATIONSHIPS BETWEEN YEAR OF STUDY AND 
PASSWORD COMPETENCIES 

 

 

The results also show that doing computers at high school 
did not make any difference in the password management 
practices of students.  

On the relationship between the different password 
management competencies, it was found that people who do 
not change default passwords also do not frequently change 
their other passwords (n=140; r=+0.38; p<0.001). 
Furthermore, these areas were also found to be the most 
problematic areas in terms of password management behaviour 
with 55.7% and 74.3% students respectively failing to 
demonstrate good password behaviour. Figure 3 and 4; 
illustrate how the students behaved in these areas. 

Further evidence suggests that about three quarters of the 
students do not change their passwords often, regardless of the 
year of study or field of study.  

To answer the first sub question, on average, 47.4% first 
year student responses were on the competent side of the 
spectrum as compared to 60.8% of third years. This shows an 
overall 13.4% improvement in competence. From this statistic 
it is evident that about 39.2% third year students leave 
university without having achieved the required password 
management competence levels. 

 

 
Figure 3: Student behaviour on changing default passwords 

 

 
Figure 4: Student behaviour: How often passwords were changed 

 
 

Improvements in the respective areas of password 
management are shown in Table 3 that follows. 

The greatest improvement, 29.6% was observed in 
changing default passwords, whilst 15.2% was noted in 
password strength and 14.4% was noted in choosing the 
remember password option when logging to systems. 



TABLE 3: COMPARISON OF AVERAGE COMPETENCE 
PERCENTAGE BETWEEN DIFERENT YEARS OF STUDY 

 

 

Using the same technique, this concept can be applied to 
assess the effectiveness of a security awareness program, 
thereby providing a measurement tool. 

IV.  THE WAY FORWARD 

The results are promising because they allow one to draw 
conclusions between the levels of competence at the different 
years of study and to identify the relationships between 
password behaviour and levels of study. 

Nonetheless, research is still needed to enhance this 
measurement approach. The approach should be applied in a 
different setting to assess the information security competence 
of different groups. Since passwords are only a part of 
information security management, it should also be applied to 
other areas such as social engineering and phishing. 
Furthermore, future work will also focus on enhancing the data 
collection strategies. Instead of relying on one question per sub 
area, it might be important to ask a number of questions so that 
accurate behaviour in that area can be learnt.  

This can also be used as a valuable tool for measuring 
security competence before and after the implementation of a 
security awareness program to assess the effectiveness of the 
program.  

The results from this method can also be triangulated with 
results from other metrics from audit reports such as the 
number of students who do not change default passwords, and 
number of people who use weak passwords.   

As a way of stratifying these levels of competence, this 
study employs a coloured scheme scale which has four levels. 
These scales are based on standard examination grading scales 
such as: 

 

a) Distinction 

b) Credit 

c) Pass 

d) Fail 
 

These scales can be mapped to the different quadrants of 
the Conscious Competence Learning Matrix [19] and where 
appropriate, action needs to be taken to move users from one 
quadrant to the other. 

TABLE 4: COLORED CODED SCHEME SCALE (ADAPTED FROM 
[32]) 

Competent: No action required >=80   

Average: Action maybe required 70 - 79   

Semi -average :Action required 60 - 69   

Poor: Action required <=59   
 

Using this scheme, the overall competence of students at 
third year level is illustrated below. Table 5 shows that students 
have not reached the required levels of competence; hence, 
behaviour changing intervention mechanisms are needed.  

TABLE 5: GRADED COMPETENCE LEVELS AT THIRD YEAR 

Password Competence  
Competent 
percentage  

  

    3rd years   Colour 

 Sharing Passwords   40.3    

Storage of passwords  74.7   

Changing passwords  20.9   

Using the same password for 
different accounts  

53.8   

Choosing the remember 
password option  

76.1   

Password strength  52.2   

Default passwords  59.7   

 

According to this coloured scheme scale, one can conclude 
that students generally employ poor password management 
practices and therefore are at the bottom level, “Security 
Awareness”, of the IT Security Continuum [20]. However, in 
this information technology era, all employees need to be at the 



“Security Basics and Literacy” stage. This also suggests that 
action needs to be taken if students are going to leave 
university with the required security competencies. 

This means security awareness programmes which 
emphasis the areas identified as most problematic, need to be 
implemented. Through regular measurement/feedback, 
competence in these areas can be improved. 

V.  CONCLUSION 

Security awareness programmes employ mechanisms that 
focus on reinforcing good security practices and changing 
employee security behaviour. However, the implementation of 
such programmes does not mean that all employees will 
automatically become security competent. Knowledge, attitude 
or simply being aware is not enough. It is how one behaves that 
affects security. It is therefore necessary to have a way of 
measuring the extent to which good security practices can be 
reinforced. With a structured measurement approach, it 
becomes easy to monitor the security practices of users. 

This paper describes the development and application of a 
security competence measurement approach that uses 
competency based behavioural questions at a South African 
university. Behavioural questions are an effective way to 
uncover the behavioural facets of an individual in a quick and 
precise manner [26]. They do not look for opinion or attitude, 
but rather examine past behaviour and this provides direct 
evidence of the actual state of an individual’s competence. 

The approach was successfully applied to measure the 
security competence levels of students at different years of 
study with regards to their password management practices. 
The findings are encouraging, and it is intended, to apply the 
approach to other security areas such as phishing and to 
implement measures that enhance the validity and reliability of 
the data collected. 
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