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Abstract

In a broadcast encryption (BE) scheme, a broadcaster can
encrypt a message for a set S of users who are listening
to a broadcast channel. Most identity-based broadcast
encryption (IBBE) schemes are not anonymous, which
means the attacker can obtain the identities of all re-
ceivers from the ciphertext. Currently, anonymous IBBE
schemes are only provably secure in the random oracle
model. In this paper, we propose a fully anonymous
IBBE scheme based on asymmetric bilinear groups, which
is adaptive-ID secure without random oracles. Any at-
tacker cannot get the identities of the receivers from the
ciphertext, and each receiver is anonymous for any other
receiver, and only the broadcaster knows the identities of
all receivers. The scheme can simultaneously realize se-
mantic security and recipient anonymity.

Keywords: anonymous, broadcast encryption, identity-
based, without random oracles

1 Introduction

The concept of broadcast encryption (BE) was proposed
by Fiat and Naor [9] in 1993, which means a broadcaster
can encrypt a message for a set S of users who are lis-
tening to a broadcast channel. Any user in S can use his
private key to decrypt the ciphertext and the broadcaster
can encrypt to any subset S of his choice. A BE system
is said to be collusion resistant even if all users outside
of S collude they can obtain no information about the
contents of the plaintext [1]. Broadcast encryption has
several applications including access control in encrypted
file systems, satellite TV subscription services, and DVD
content protection [14, 18].

To realize broadcast encryption in the identity-based
setting [16], Sakai et al. proposed an identity-based
broadcast encryption (IBBE) scheme with constant size

ciphertext and private key [15]. The scheme is provably
secure in the random oracle model. Delerablee proposed
another IBBE scheme with constant size ciphertexts and
private keys [5]. Their construction is a key encapsulation
mechanism (KEM), thus long messages can be encrypted
under a short symmetric key. In this scheme, the public
key is of size linear in the maximal value of the set of
receivers. The scheme only achieves selective-ID security
in the random oracle model. In 2009, Gentry et al. pro-
posed IBBE schemes that is adaptive-ID secure without
random oracles [10, 11].

Most IBBE schemes are not anonymous (also called
privacy-preserving), which means anyone can obtain the
identities of the receivers from a broadcast ciphertext even
if he cannot decrypt the ciphertext. Nevertheless, more
and more users gradually pay attention to their privacy
such that the issue of privacy protection is urgently de-
sired to be addressed in cryptographic protocols, includ-
ing IBBE schemes. Some examples: students would like
to keep their identities private in the email that a teacher
sent to all of the students who failed a class; In satel-
lite TV subscription services, a customer usually expects
that any other customer does not know his identity when
ordering sensitive TV programs.

In 2010, Fan et al. presented an anonymous multi-
receiver identity-based encryption scheme where any ad-
versary cannot obtain the identities of the message re-
ceivers and every receiver is anonymous for any other re-
ceiver [7]. The scheme is only selective-ID secure in the
random oracle model. Hur et al. [12] proposed a privacy-
preserving IBBE scheme where the ciphertext size is linear
in the number of all receivers. It is difficult for the receiver
to find his own ciphertext from the whole ciphertext, since
the scheme is anonymous and the ciphertext hides all re-
ceivers’ identities. The scheme also achieves selective-1D
security in the random oracle model. Recently, Libert
et al. present fully anonymous BE schemes without ran-
dom oracles where any outside or inside adversary can-
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not obtain the information of the receivers and only the
broadcaster knows the information of all receivers, and
the ciphertext is linear in the size of the target set [13].
However, the anonymous BE schemes in the identity-
based setting were not discussed in this paper. Fazio
et al. also propose anonymous BE schemes with sub-
linear ciphertext, but the schemes only provide outside-
anonymity, which means illegal users cannot obtain the
information of receivers from the ciphertext and one of
legal receivers can get information of other receivers [8].
Therefore, the scheme is not fully anonymous though it
reduces the length of the ciphertext. Currently, there is
no fully anonymous IBBE scheme which is adaptive-ID
secure without random oracles.

We discuss the problem of privacy-preserving in a
broadcast encryption system, and propose a fully anony-
mous IBBE scheme based on decisional bilinear Diffie-
Hellman (DBDH) assumption. Any attacker cannot get
the identities of the receivers from the ciphertext, and
each receiver is anonymous for any other receiver, and
only the broadcaster knows the identities of all receivers.
The proposed scheme uses asymmetric bilinear groups,
and achieves adaptive-ID security without random ora-
cles.

2 Definitions

Below, we review the definition of an asymmetric bilinear
map and discuss the complexity assumption on which our
system is based. We also review the syntax and security
model for an anonymous IBBE system.

2.1 Asymmetric Bilinear Map

Let p be a large prime number, G, G be additive groups
of order p, and G be multiplicative group of order p,
and P, P be generators of G and G respectively. e : G X
G — Grp is an asymmetric bilinear map, which has the
following properties [6]:

1) Bilinearity: YU € G,V € G and a,b € Zy,
e(al,bV) = e(U, V)2,

2) Non-degeneracy: e(P, P) # 1.

3) Computability: There exists an efficient algorithm to
compute e(U, V), VU € G,V € G.

2.2 Complexity Assumption

Our scheme is based on asymmetric decisional bilinear
Diffie-Hellman (DBDH) assumption [6], which is defined
as follows.

Definition 1 (Asymmetric DBDH assumption).
Let a,b,c € Z; be chosen at random and P,P be
generators of G and G respectively. The assump-

tion s that no probability polynomial-time algorithm
can distinguish the tuple [P,bP,cP, P,aP,bP,e(P, P)®°
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from [P,bP,cP, P, ap,bP,Z] with non-negligible advan-
tage where Z is a random element in Grp.

We say that the decision (¢, £)-DBDH assumption holds

in G, G, Gr if no t-time algorithm has advantage at least
¢ in solving the decision DBDH problem in G, G, Gr.

2.3 Syntax

An anonymous IBBE scheme is a tuple of algorithms de-
scribed as follows:

Setup()). Take as input the security parameter A, out-
puts a master secret key M SK and a public key PK.
The PKG is given MSK, and PK is made public.

Extract(MSK,ID;). Take as input the master secret
key M SK and a user identity ID;, outputs a private
key d;, which is sent to the user associated with ID;
securely.

Encrypt(PK, M, K, S). Take as input the public key
PK, a message M, a symmetric key K and a set .5,
and output a pair (S, Hdr,Cyy), where Hdr is called
the header and C'y; be the encryption of M under the
symmetric key K. The pair (S, Hdr) is often called
the full header and C); the broadcast body.

Decrypt(ID;,d;, Hdr, PK). Take as input an identity
ID; and the corresponding private key d;, a header
Hdr, and the public key PK. If ID; € S, output
the message key K € Gp. The key K can be used
to decrypt the broadcast body Cj; and obtain the
message M.

2.4 Security Model

In this section, we define adaptive-ID security against an
chosen plaintext attack for an anonymous IBBE scheme.

Definition 2 (IND-ID-CPA)). Semantic security for
the proposed IBBE scheme can be defined by the following
game between an adversary A and a challenger B.

Setup. The challenger runs Setup(\) algorithm to obtain
a public key PK and sends it to A.

Phase 1. The adversary A adaptively issues queries. Ex-
tract query (ID;): A sends ID; to B. The challenger
runs Extract algorithm on I1D; and returns A a de-
cryption key d;.

Challenge. A sends (S, Ko, K1) to B, where S is a set
of t users and Ky, Ky are two keys of same length.
The challenger randomly chooses p € {0,1} and runs
algorithm Encrypt to obtain (Hdr*,S). It then gives
Hdr* to adversary A.

Phase 2. A adaptively issues extract query (ID;), where
ID; ¢S.

Guess. Finally, the adversary outputs a guess ' € {0,1}
and wins the game if ' = .
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We call the adversary A in the above game an IND-
ID-CPA adversary. The advantage of A is defined as

|Pr(u = p] — 5.

An anonymous IBBE system is (¢,¢,q) IND-ID-CPA
secure if all t-time IND-ID-CPA adversaries making at
most g extract queries have advantage at most € in win-
ning the above game.

Definition 3 (ANON-ID-CPA). Receiver anonymity
for the proposed IBBE scheme can be defined by the fol-
lowing game between an adversary A and a challenger B.

Setup. The challenger runs Setup(\) algorithm to obtain
a public key PK and sends it to A.

Phase 1. The adversary A adaptively issues queries. Ex-
tract query (ID;): A sends ID; to B. The challenger
runs Extract algorithm on ID; and returns A a de-
cryption key d;.

Challenge. A sends (Sy, S1, K) to B, where Sy, S1 are
two sets of t users, and the identities of (So U St)
excluding (SoNS1) have not been executed the extract
query in Phase 1.

The challenger randomly chooses v € {0,1} and runs
algorithm Encrypt to obtain (Hdr*,S,,K). It then
giwes Hdr* to adversary A.

Phase 2. A adaptively issues extract query (ID;), where
ID; does not belong to the set ((SoUS1)—(SoNS1)).

Guess. Finally, the adversary outputs a guess v’ € {0,1}
and wins the game if V' = v.

We call the adversary A in the above game an ANON-
ID-CPA adversary. The advantage of A is defined as
|Priv' = v]

1
5!

An anonymous IBBE system is (¢, £, ¢) ANON-ID-CPA
secure if all ¢-time ANON-ID-CPA adversaries making at

most g extract queries have advantage at most € in win-
ning the above game.

3 The Proposed
IBBE Scheme

Anonymous

We present a fully anonymous IBBE scheme which is
adaptive-ID secure without random oracles based on Wa-
ters’ IBE scheme [17]. A detailed description of the
scheme follows.

3.1 Setup

Given security parameter A, three groups G, G, G of or-
der p are constructed as described in Section 2.1. e :
GxG — Grisan asymmetric bilinear map and P, P are
generators of G, G respectively. Assume an identity is a
bit string of length n, and H is a collision-resistant hash
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function from {0,1}" to Z;. The PKG randomly chooses
a,B,7,7 € Z,, and computes

A = e(P,P)*,

B = pP,

u = AP,

W = AP,

u; = P,

i, = P, i€{1,2,...,n}.

Finally, the public parameters PK = (P, ]5, A, v,
i€{1,2,...,n}) and (aB, @', 4,7 € {1,2,...,n}) are the
master secret keys of PKG.

3.2 Extraction
To user ¢ with ID; = (IDi,l7]Di,27 .. -aIDi,n) S {0, 1}”,

the PKG randomly chooses r € Z, and computes

di,l = OéB + 7"(’&/ + Z ’LLAk;),
I1D; =1
di,g = TP,

so the private key of ¢ is d; = (d; 1,d; 2).

3.3 Encryption

For a set S = (ID1,IDs,...,IDy), do as follows:

1) Compute
r;, = H(IDi),iE{l,Q,...,L};
. o l‘—l‘j
fz<x) o H’l,’lf.%]
J#i
= aj1ta2r+...+ ai,twt_l,
je{1,2,...,L}.
So fz(ajz) = 1>f7,(xj) = 0(17] € {152>~ . -aL}7j 7é Z)

2) Randomly choose s € Z;, K € G, and compute

L
Ri = Zaj,is(ul + Z Uk),
Jj=1 ID; =1
V = sP,
W = K.A°
The ciphertext is Hdr = (R1,...,Rr, V,W). Then K

is used to encrypt a message.

3.4 Decryption
If ID; € S, the receiver associated with ID; sets:
1) z; = H(ID;),
S=Ri+...+ @ HR; + ...+ (zF7! mod p)Ry.

(0, di2)
2) Wf(v,di,l) =K.
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Thus, the receiver can decrypt the ciphertext correctly
without knowing the identities of other receivers and the
proposed scheme achieves full anonymity from the decrypt
algorithm.

Notice: The proposed scheme is not the trivial solu-
tion in which one encrypts the session key to each user
individually using an anonymous IBE scheme though the
ciphertext size is linear in the size of receiver set. Assume
there are t receivers for one encryption. There are two
cases:

Case 1. The sender encrypts a session key and sends the
corresponding ciphertext to each user respectively. In
this case, the sender needs to execute encryption and
communication operations for ¢ times, but it only ex-
ecutes one encryption and communication with users
in our scheme.

Case 2. The broadcaster generates the partial cipher-
text for each user respectively by one encryption and
broadcasts total ciphertext to all users. In this case,
each receiver cannot find its corresponding one from
the total ciphertext since the scheme achieves re-
ceiver anonymity. Each receiver maybe need to de-
crypt all ciphertexts to get the session key where it
can obtain the correct session key by only one de-
cryption in our scheme.

In addition, the ciphertext size is linear in the receiver
set in all of fully anonymous BE or IBBE schemes until
now such as [7, 12, 13], and the BE scheme with sublinear
ciphertext is only outside-anonymous [8].

3.5 Correctness

The correctness of the proposed scheme is as follows.

§ = Ri+...+ @ DR +...+ (- mod p)Ry
= (ap1s(u + Z ug)+ ...

ID; =1

+ap1s(u’ + Z ug)) + .-
1Dy, =1

(i ay (U + Z ug) + ...
1Dy x=1

2t ap s(u + Z ug)) + ..
1Dy =1

+(zEtay ps(u + Z ug) + ...
Dy =1

ol tap ps(u + Z ug))
IDLykzl

Z uk)+...

ID; p=1

L
+S(Z ai o)) (U + Z ug) + .
j=1

ID; p=1

L
= s> ael W +
j=1
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>, )

L
+s(O _ap @l (W +
j=1 IDg x=1

= sfi(x)(u + Z ug) + ...

ID; =1

+sfi(x) (v + Z ug) + ...

ID; =1

+sfr(z;) (v + Z ug)

IDLﬁk:1

= s(u' + Z Uk).

ID; =1

Note that 0 = s(u' + > ;p,  _quk) since fi(z;) =
1, fj(z;) = 0(j # ¢) as described in Section 3.3.
e(Vidin) = e(sPaB+r(d + Y i)
ID; p=1

= A’e(sP,r(y+ Z v ) P)
ID; k=1

= A’e(s(v+ Z k)P, rP)
ID; p=1

= A’e(s(u’ + z u), d;i2)
ID; x=1

= Ase(é,dw).

Note: The proposed scheme is anonymous based on
asymmetric bilinear groups because the tuple (@', ;,i €
{1,2,...,n}) is secret and the adversary cannot verify the
identity of the receiver through the equation e(J, ]3) =

e(sP,a" + 3 1p, =1 Ur)-

4 Analysis of the Anonymous
IBBE Scheme

In this section, we analyze semantic security and receiver
anonymity of the proposed IBBE scheme and compare
security and efficiency with that of the previous work.

4.1 Ciphertext Confidentiality

We prove that the proposed anonymous IBBE scheme
achieves IND-ID-CPA security under the DBDH assump-
tion without random oracles. In this game, the adversary
cannot obtain any information of a plaintext from the
corresponding ciphertext.

Theorem 1. Assume that the (t',e')-DBDH assumption
holds in G,G,Gr, then the proposed scheme is (t,e,q)
IND-ID-CPA secure for

t'=t+0(e2In(e Hntin(n~t)),e = Tt T

where n = W.
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Proof. Assume A is an IND-ID-CPA adversary as de-
scribed in Section 2.4, then we can construct an algorithm
B that solves the DBDH problem. At the beginning of
the game, B is given a tuple (P,bP,cP, P,aP,bP,7Z) €
G3 x G x G to decide whether T = e(P, P)?%.

Setup. B sets m = 4¢, and randomly chooses an in-
teger [ between 0 and n. It then chooses random
elements z’/,y’, x;,y; between 0 and m — 1, where
1€{1,2,...,n}.

For an identity ID; € Z;, B defines:
F(ID;) = (p—1Im)+a' + Z Tk,
ID; =1

JUID) = ¥+ > uk

ID; x=1

04+ p. 25 = 0(modm)
D)) — ID; x=1
Q( ) { 1 otherwise
(1)

B sets:

A = e(bPaP) = e(P,P)®,

B = P,

u = (p—Im+2)(bP)+y'P,

o = (p— Zm—l—:c’)(be) +y'P,

ﬂ,i = xl(bp)+yzp, i€{1a27-"an}'

B sends the public keys PK = (P, P, A u;,i €
{1,2,...,n}) to the adversary A.

Phase 1. The adversary A adaptively issues queries.

Extract query (ID;): Asends ID; to B. If Q(ID;) =
0, B aborts and randomly chooses w’ € {0, 1} to solve
the DBDH problem. Otherwise, B randomly chooses
r € Z, and sets:

J(ID;), = N .
o P
dz,l F(IDZ) (a‘ )+T(U’ + Z U’k)?
IDi)kZI
1 . .
din = *F(IDi)(aP)JrTP.

It is a valid private key. Let 7 = r — 5755, diz =
(r — w25~ )P = 7P, and

F{UD;)
J(IDi) 5 / DB
. = — P — B P
diq F(IDi)(a Y+ri(p—Im+2)B+y
+ Z (zxB + yi P)]
ID; x=1
J(ID;)

=~ T F(ID) (aP) + [y + ID;_l yr) P

+(p—Im+2' + Z ) B
ID; p=1

__JUDy), - R A
= _F(IDi)(aP)+T[F(IDZ-)B+J(IDi)P]

+r[F(ID;)B + J(ID;)P]
= aB+(r— ﬁ)w(mnf} +J(ID;)P)
= aB+7(F(ID;)B+ J(ID;)P)
= aB + 7 (0 + Z ).
ID; x=1

B could perform the simulation if and only if
F(ID;) # 0 (mod p).

Challenge. A submits a set S of L users and two same

length keys (Ko, K1) to B, where the identities of S
have not been executed the extract query in Phase 1.

Let S = (IDy,IDs,...,IDy). For any identity
ID; € S, B aborts and chooses a random w’ €
{0,1} as a solution for the DBDH problem if =’ +
21D p=1 %k # Im. Otherwise, F(ID;) = 0 (mod
p) for any identity ID; € S. B randomly chooses
w € {0,1}, and does as follows:

1) Compute z; = H(ID;),i € {1,2,...,L}.

r — Ty
fw = T
g#
= ai71+ai’2x+...+ai,LxL_1,
je{1,2,...,L}.
So fi(z:) = 1, fi(z;) = 0 (i,j €
{1,2,...,L},j75i).

2) Set the ciphertext as below:

L
Ry = Y aj-JID;)-(cP),...,
j=1

L
R, = Y ajp-JID;)-(cP),
j=1
V = cP,
W o= K, Z
Hdr* = (Rl,RQ,...,RL,V,W).

Let s* = c. If Z = e(P,P)®¢, V = ¢P = s*P,

L
Ri = Y an-W+ > w)(cP)
Jj=1 ID; =1

L
= Y aji-s*[F(ID;)(bP)
j=1

+(' + Z Yi) Pl

ID; =1
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L
= Y a5 [(p—Im+2)(bP)+y'P
j=1

+ Y (2x(bP)+yiP)]

ID]“)CZI

L
!
= g a1 - s (u +
i=1

L
R, = Z%‘L‘S*(ul"‘ Z ug),
j=1 ID; =1
W = K, Z
= K, -e(P,P)®
= K, -A%.

Since ¢ = s* is uniformly random, Hdr* is a
valid ciphertext of K, for the set S and an
appropriately-distributed challenge to A.

Phase 2. A adaptively issues extract query ID;, where
ID; ¢ S.

Guess. A submits a guess p' € {0,1}. If ¢/ = p, B out-
puts O (indicating that Z = e(P, P)%°); otherwise, it
outputs 1.

O

Probability analysis: It is same to [17] except any
identity ID; of a set S need to satisfy the condition
F(ID;) =0 (mod p). As we described above, there are
L identities in S. Thus the probability of the simulation
. . _ 1/ 1 \L
not aborting by the guess phase is at least n = 8—q(n—+1) ,
and B can solve the DBDH problem with probability
e > qne > 55 ()™
Time complexity: It is same to [17].

Remark 1. In this game, the adversary can query the
private key of all identities excluding those of S. Other-
wise, A always decrypts the challenge ciphertext correctly
if Hdr* is a valid ciphertext, and the game cannot prove
semantic security of the proposed scheme.

A output p/ = p with probability greater than 1/2
if Hdr* is a valid ciphertext and A has the ability of
distinguishing the ciphertexts of two different plaintexts.
Then B may solve the DBDH problem using the output
of A. In fact, there is no probability polynomial-time
(PPT) algorithm to solve the DBDH problem currently,
so we have a contradiction. Thus, it is impossible for A
to distinguish the ciphertexts of two different plaintexts,
and the proposed IBBE scheme achieves semantic security
against a CPA adversary.

4.2 Receiver Anonymity

We now prove that the proposed IBBE scheme achieves
ANON-ID-CPA security under the DBDH assumption
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without random oracles. In this scheme, the adversary
cannot obtain the identities of all receivers if it is not in-
cluded the receiver set, and one of the receivers cannot
get the identities of the other receivers.

Theorem 2. Assume that the (t',e')-DBDH assumption
holds in G,G,Gr, then the proposed scheme is (t,e,q)-
ANON-ID-CPA secure for

tl =t+ 0(872 111(571)7]71 ln(nil)), 5/ = W,

where n = W.

Proof. Assume A is an ANON-ID-CPA adversary as de-
scribed in Section 2.4, then we can construct an algorithm
B that solves the DBDH problem as follows. At first, B
is given a tuple (P,bP, cP, P,aP,bP, Z) €G3 x G3 x Gp
to decide whether Z = e(P, P)abc,

Setup, Phase 1. As Theorem 1.

Challenge. A submits two sets (Sp, S1) of L users and a
key K to B, where the identities of (SpUS]) excluding
(So N S1) have not been executed the extract query
in Phase 1.

For any identity ID; € Sy or Sy, B aborts and
chooses a random w’ € {0,1} as a solution for the
DBDH problem if z' + ;5 _; o # Im. Other-

wise, F(ID;) =0 (mod p) for any identity ID; € Sy
or Sy. B randomly chooses v € {0,1}, and does as

follows:
1) Set x; = H(IDi),IDi €S, i€ {1,2,...,L}.
) o x —xj
fl(m) o H €T; — l’j
J#i
L-1

= a;1ta;2r+ ... +a; L,
je{l,2,...,L}.

So fi('ri) = 17 fi(‘rj> =0 (Za] € {1527
J#1).
2) Compute the challenge ciphertext as below:

aL}7

L
Ry = Y aj-JID;)-(cP),...,
j=1
L
R, = Y ajr-JID;)-(cP),
j=1
V = cP,
W = K-Z,
Hdr* = (Rl,RQ,...,RL,V,W).

Let s* = c. If Z = e(P,P)®¢, V = ¢P = s*P,
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and
L
Ri = Y ap-(+ D w):(cP)
j=1 ID; x=1
L
= Y aj-s’[F(ID;)(bP)
j=1
+(y' + Z Y) P
ID; =1
L
= Zaﬂ ~s*[(p—Ilm+2")(bP)+y' P
j=1
+ Y (ax(bP) +yP)]
ID]“)CZI
L
= Zajl.s*(qu Z Ug),
Jj=1 ID]-,]CZI
L
Ry, = ZajL.s*.(u'—i— Z ug),
Jj=1 ID; =1
W = K-Z
= K .e(P,P)*
K- A%,

Since ¢ = s* is uniformly random, Hdr* is a
valid ciphertext of K for the set S, and an
appropriately-distributed challenge to A.

Phase 2. A adaptively issues extract query ID;, where
ID; does not belong to the set ((SpUS1)—(SeNSt)).

As we noted in the phase of Challenge, FI(ID;) =0
(mod p) for any identity ID; € Sy or S;. However, B
could perform the extract simulation for an identity
ID; if and only if F(ID;) # 0(mod p) as described in
Theorem 1. So, B aborts and chooses a random w’ €
{0,1} if A issues extract query for ID; € (So N Sy).
Otherwise, B answers these queries as Phase 1.

Guess. A submits a guess v/ € {0,1}. If v/ = v, B out-
puts 0 (indicating that Z = e(P, P)%*¢); otherwise, it
outputs 1.

O

Probability analysis: It is same to Theorem 1 except
any identity ID; of two sets Sy and S7 need to satisfy
the condition F(ID;) = 0 (mod p). As we described
above, there are 2L identities in Sy and S;. Thus the
probability of the simulation not aborting by the guess

phase is at least n = Sl—q(n%_l)%, and B can solve the
DBDH problem with probability ¢’ > 3ne > ﬁ(ﬁ_l)u.

Time complexity: It is same to [17].

Remark 2. In this game, A cannot query the private
keys of identities in ((Sp U S1) — (So NS1)). Otherwise,
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A always decrypts the challenge ciphertext and decide
whether Sy or S7 is the receiver set correctly if Hdr* is
a valid ciphertext, and the game cannot prove receiver
anonymity of the proposed scheme.

A output v/ = v with probability greater than 1/2
if Hdr* is a valid ciphertext and A has the ability of
distinguishing the ciphertexts of two receiver sets. Then
B may solve the DBDH problem using the output of A.
In fact, there is no PPT algorithm to solve the DBDH
problem currently, so we have a contradiction. Therefore,
it is impossible for a PPT adversary to get the identities
of the receiver sets, and the proposed IBBE scheme
achieves receiver anonymity against a CPA adversary.

Chosen-ciphertext security: The results of Canetti
et al. [4], further improved by [2], show how to build a
CCA-secure IBE scheme from a 2-level hierarchical IBE
(HIBE) scheme [3]. Similarly to Waters’ IBE scheme, we
can also transform the proposed scheme into a hybrid 2-
level HIBE scheme, and then get an ANON-IND-ID-CCA
secure IBBE scheme.

4.3 Comparison

In this section, we compare the proposed anonymous BE
schemes recently in Table 1 and the known IBBE schemes
in Table 2.

In Table 1 and Table 2, ”sID, ID” denote ”selective-ID”
and "adaptive-ID” security model respectively. m, L rep-
resent the number of total users and the maximal receivers
for one encryption, and n is the length of an identity in
the scheme.

From Table 1, we know that the schemes in [8] only pro-
vide outside-anonymity and the anonymous BE schemes
in the identity-based setting were not discussed in [8, 13].

From Table 2, we conclude that the receiver is not
anonymous in the schemes of [5, 10, 11, 15]. The anony-
mous IBBE schemes in [7] and [12] are only selective-1D
secure in the random oracle model, and our IBBE scheme
is anonymous and achieves adaptive-ID security without
random oracles. It is well known that the schemes proven
in the random oracle model may not be secure in the real
world. Thus, the proposed anonymous IBBE scheme has
better security than that of [7] and [12], though the pub-
lic key size is not constant and linear in the length of an
identity.

5 Conclusion

We present a fully anonymous IBBE scheme in this pa-
per. It is impossible for any attacker to get the identities
of the receivers, and one of receivers is anonymous for any
other receiver. The scheme achieves adaptive-ID security
without random oracles based on asymmetric DBDH as-
sumption.

There is still a gap between the sizes of ciphertexts in
state-of-the-art IBBE schemes and our proposed scheme.
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Table 1: Comparison among anonymous BE schemes
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Scheme | Identity Fully Random | Security | Public | Ciphertext | Decrypt
based anonymous | oracles model | key size size time
[8] no no no 1D O(1) O(logL) | O(logL)
[13] no yes no ID O(m) O(L) O(L)
Ours yes yes no 1D O(n) O(L) O(L)
Table 2: Comparison among IBBE schemes
Scheme | Anony- | Random | Security | Public | Ciphertext | Decrypt
mous oracles model | key size size time
[5] no ves sID O(m) 0O(1) O(L)
[10] no no ID O(m) 0(1) O(1)
[11] no no ID O(n) O(L) O(n)
[15] no yes 1D O(m) 0(1) O(L)
[7] yes ves sID o(1) O(L) O(L)
[12] yes yes sID o(1) O(L) 0O(1)
Ours yes no ID O(n) O(L) O(L)

Currently, the ciphertext size is not constant in all of
fully anonymous BE or IBBE schemes, we expect to re-
duce the length of the ciphertext while maintaining its
full anonymity properties in the future research.
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