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Abstract

Systems that have a complex technical implementation
usually contain many vulnerabilities which cannot be
found at the development stage. Security of complex sys-
tems can be improved by protecting them from external
research. When the operating algorithm of a system re-
mains concealed then it will be more difficult to compro-
mise the system. The present paper reviews a method of
modeling information systems, which allows formalizing
the amount of information obtained by a researcher. Two
methods of establishing systems protected from research
are presented. One method is related to complicating the
algorithms and the other one is related to their multi-
plication. Implementation in encryption systems proves
fulfillment of cipher security conditions with their mod-
ification. Experimental study of the obtained encryptor
demonstrated its effectiveness in protecting from many
existing types of attacks aimed at block cipher algorithms.

Keywords: Block Ciphers; Cryptography; Indistinguisha-
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1 Introduction

Recently methods and technologies for ensuring security
of information systems more and more frequently address
the objectives to complicate the system research process
for an adversary. Evidently, the less information an at-
tacker obtains the less opportunities it has to compromise
the system as well as for unauthorized use of the system.

The current trend is also determined by constant in-
creasing complexity of information systems. The com-
plexity of modern information systems does not allow
eliminating all potential vulnerabilities and errors at the
design stage. The requirement to release a functionally
complete application limits time for testing the completed
systems. Whereas for an attacker the time for analyzing
an application is nominally unlimited. This creates infor-

mation asymmetry and requires new solutions to be found
in information security, solutions to cover the undetected
vulnerabilities and errors. Technologies for protecting in-
formation systems from external research are the solutions
for those problems. One of the prominent trends in that
area is, for example, Moving Target Defense [7] technolo-
gies. Recently over 150 different MTD techniques [14] re-
lated to LAN security [2], protection from program code
injection [9], protection from XSS attacks [15], protection
from DDoS attacks [10], etc.

The present paper considers protection of a system
from research at the level of algorithms which is imple-
mented in encryption algorithms. This area was chosen
because currently requirements to encryption algorithms
are the most formalized ones. The problem we have stud-
ied is about whether it is possible to formalize a system
researcher and to conclude that system research security
problem can be solved by using the model obtained.

Security of ciphers themselves is not a new problem.
It seems obvious that with an unobservable encryption
algorithm it will be more difficult for an adversary to ac-
complish a ciphertext attack [5, 11]. For instance, pa-
pers [6, 12, 19] consider modifications of symmetric en-
cryption algorithms performed by changing rules of per-
mutation and substitution. Paper [20] considers mod-
ification of the mode of operation so that the method
for presentation of the next cipher block depends on the
parameters obtained at the previous step. Cipher mod-
ification is also effective in security against side-channel
attacks [17] which remain effective also for existing sym-
metry encryption standards such as AES.

The drawback of all the studied cipher modification
solutions is that the cipher variation method is strictly
defined. The knowledge of the method simplifies system
analysis. A completely research secure system shall not
disclose any information related to the methods of cipher
text generation.
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2 Formalization of a System Re-
searcher

The researcher model is assumed as in paper [18]. The
research target remaining to be a black box, the sufficient
modifications shall be made as follows.

Take a tuple of three values (x, y, z). Value x stands for
the number (share) of observable input values, value y is
the observable number of functions of the black box and z
is the number of observable output values. A completely
observable box is (1, 1, 1), a completely unobservable box
is (0, 0, 0). When the black box’s output can be observed
then it is denoted as (0, 0, 1). Whereas the set of different
input values and function values consists of N elements
and the system researcher has a function for one of them
with which it transforms into the required output value
then the box is denoted as (1/N, 1/N, 1).

An encryption system which does not disclose any in-
formation can be conceived as two boxes:

(0, 0, 1)→ (1, 0, 0).

The first block is denoted as A, hence the second block
being reverse to the first one is denoted as A−1. The
notation for the obtained system is AA−1.

In order to find the possibilities for researching the
system the second level of variables can be introduced,
which indicates that the researcher has the data presen-
tation method. For example, one-time pads will have the
following notation:

(01, 01, 1)→ (1, 01, 01).

That implies that even without having the final transfor-
mation function we know that it is denoted as c = m⊕ k.
Hence, having the only one value and one function for
one-time pad will enable to disclose all information about
the system

((1/N)1, (1/N)1, 1) = (1, 1, 1).

For box (0, 0, 1) in which the function’s construction prin-
ciple is unobservable (for example when the transforma-
tion implements a purely random function), then the at-
tempt to obtain information on the only input value and
the function will not enable to obtain any additional data:

(1/N, 1/N, 1) 6= (u, v, 1), where u, v > 1/N.

Similarly when the system’s function is an instance of
a more general functionality then the following tuple can
be defined:

(001 , 001 , 1).

By the analogy to the encryption in that notation we
obtained the algorithm for algorithm generation.

3 Algorithm Research Security by
Blurring

When the state of the researched system (..., 1, ...) is un-
acceptable then the system can be transferred into state
(..., 01, ...). In case the latter state is also unacceptable
then the system can be transferred into state (..., 001 , ...).
The above procedure shall be called ”blurring” of the
box’s properties.

Absolute ciphers in cryptography are not always a
practical structure therefore information obtained by a re-
searcher can be expressed as negligibly small values ε(n),
which depend on some parameters as key length n, for
example.

A symmetric cipher can be denoted as the following
scheme:

(ε(n)1, ε(n)1, 1)→ (1, ε(n)1, ε(n)1).

Algorithm of the above cipher can be ”blurred” by
defining the algorithm for selecting the encryption algo-
rithm. Then the following scheme is obtained:

(..., ε(n)ε(n)1 , 1)→ (1, ε(n)ε(n)1 , ...).

Let us consider an example. Given an AES algorithm, Al-
gorithm 1 shall be used instead of the typical substitution
table.

Algorithm 1 Substitution function

1: Function SubBytes (t: 0...28 − 1, k:integer)
2: a = t− 1 mod 28;
3: bi = a(k+i) mod 8 ⊕ a(k+i+4) mod 8 ⊕ a(k+i+5) mod 8 ⊕
a(k+i+6) mod 8⊕a(k+i+7) mod 8⊕(k(k+i) mod 8 mod 28);

4: result = b;

The above function substitutes an input value t for
value b. It performs the substitution based on key k. De-
pending on the key value the SubBytes function generates
28! (factorial) substitution tables. That number is so high
that we can effectively use keys of 128 bits or 512 bits as
input with a negligibly small probability that substitution
tables may repeat. Hence, now the system has two keys.
One of the keys is used for generating substitution tables
and the other one is a regular AES key. When the length
of the key for selecting substitution tables equals m then
upon analyzing the ciphertexts an adversary is not able to
distinguish a substitution table with an accuracy greater
than a negligibly small value ε(m).

Similarly the cipher can be blurred further by intro-
ducing the function for a function’s modification:

(..., ε(n)ε(m)ε(h)1
, 1)→ (1, ε(n)ε(m)ε(h)1

, ...).

According to the Kerckhoffs’ principle [8] a system’s oper-
ation algorithm shall be open. In our case the principle is
maintained, but the adversary’s knowledge of the system
is always moved to the last level of the scheme (Figure 1).
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Figure 1: ”Blurring” of the box’s properties

Following the Kerckhoffs’ principle requires that each
tuple shall end with 1. Violation of the Kerckhoffs’ princi-
ple, i.e. when the tuple ends with 0. Then the parameter
is defined as absolutely unobservable.

Theorem 1. When random variables k1, k2, ..., km with
a bit length of ‖k1‖ = n1, ‖k2‖ = n2, ..., ‖km‖ = nm are
used for creating an encryption algorithm and the cipher
scheme is (..., ε(n1)...ε(nm)1

, 1) → (1, ε(n1)...ε(nm)1
, ...),

then the probability for distinguishing the input state is
less or equals to negligible value ε(n1) · ε(n2) · ... · ε(nm).

Proof. For proving the above statement we should con-
sider the fact that to find the required algorithm at step q,
ε−1(nq+1) operations at step q+ 1 must be performed for
the algorithm for selecting an algorithm. As operations
are performed consecutively, hence the total number of
operations would be ε−1(nq)ε

−1(nq+1). Thus, using the
method of mathematical induction it is proved that the
statement, which declares that the probability of distin-
guishing input in one operation would be less or equal to
ε(n1) · ε(n2) · ... · ε(nm), is true.

4 Research Security by Multipli-
cation of Algorithms

Besides blurring a specific algorithm, multiplication of al-
gorithms can also be implemented. The multiplication
would be a sequence of direct and reverse boxes. The
previous sections of the paper only simple schemes were
considered, which are denoted as A for a separate algo-
rithm and AA−1 for encryption systems.

Algorithm multiplication would be a consecutive
recording of ABCD..., where every following algorithm
has the output of the previous algorithm as its input as
well as some set of properties. It is assumed that all al-
gorithms are executed in polynomial time.

When one of the algorithms in the sequence has some
indistinguishability property, then the whole sequence has
the indistinguishability property provided that the parame-
ters must not be reused. The statement can be formalized
and proved by separate examples. Below are the examples
as applied to cipher area.

Theorem 2. When encryption scheme AA−1

has the indistinguishability parameter with re-

spect to input data, then the parameter is included
in any scheme where notation is in the form of
A1...AuAAu+1...AmA

−1
m ...A−1

u+1A
−1A−1

u ...A−1
1 provided

that the parameters used in A are not used in the other
algorithms of the scheme.

Proof. The indistinguishability definition for encryption
algorithms is applied as presented in [13]. An attacker
provides a pair of messages m0 and m1 of equal length.
The encryption algorithm gets a random number of mes-
sage b ← {0, 1} and the message with the number is en-
crypted c ← Enck(mb). The obtained ciphertext is sent
to the attacker (I) in it shall find the number of the en-
crypted message b′ and in case b′ = b then the experiment
is considered to be accomplished PrivKeav

I,Π (n) = 1, oth-
erwise PrivKeav

I,Π (n) = 0. The encryption scheme is indis-
tinguishable when there is such a negligibly small function
negl for all probabilistic polynomial time attackers I so
that the following condition is fulfilled:

Pr[PrivKeav
I,Π (n) = 1] ≤ 1

2
+ negl(n).

It is evident that operation of algorithms A1...Au will
have no impact on the indistinguishability condition as
their output is input for algorithm A, for which the indis-
tinguishability condition is fulfilled.

For algorithms Au+1...Am it shall be noted that ac-
cording to the theorem’s conditions they have parameters
that are different from the parameters of A. A proof by re-
duction shall be performed. Assume there are algorithms
Au+1...Am that are such that in conjunction with algo-
rithm A, i.e. withAAu+1...Am a distinguishable scheme
will be obtained for which the following is fulfilled

Pr[PrivKeav
I,Π (n) = 1] >

1

2
+ negl(n).

As a result a probabilistic-polynomial time algorithm
Au+1...Am was obtained. The algorithm can distinguish
output of algorithm A, which contradicts the indistin-
guishability condition of algorithm A.

Similar conditions can be established for the other ci-
pher indistinguishability requirements as well.

Theorem 3. When encryption scheme AA−1 is CPA-
secure, then every other scheme that has notation in
the form of A1...AuAAu+1...AmA

−1
m ...A−1

u+1A
−1A−1

u ...A−1
1

also has that property on condition that parameters used
by A shall not be used by the other algorithms of the
scheme.

Proof. The proof is similar to Theorem 2.

Theorem 4. When encryption scheme AA−1 is CCA-
secure then every other scheme that has notation in
the form of A1...AuAAu+1...AmA

−1
m ...A−1

u+1A
−1A−1

u ...A−1
1

also has that property on condition that parameters used
by A shall not be used by the other algorithms of the
scheme.
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Proof. The proof is similar to Theorem 2.

Multiplication of cracking difficulty of ciphers in con-
sequent implementation of their algorithms can be con-
sidered.

Theorem 5. When encryption scheme AA−1 ful-
fils the indistinguishability condition which is expressed
in the requirement Pr[PrivKeav

I,A(n) = 1] ≤ 1
2 +

negl(n) and encryption scheme BB−1 fulfils the in-
distinguishability condition which is expressed in the
requirement Pr[PrivKeav

I,B(m) = 1] ≤ 1
2 + negl(m)

then encryption scheme ...A...B...B−1...A−1... shall ful-
fill the indistinguishability requirement expressed as fol-
lows Pr[PrivKeav

I,...A...B...B−1...A−1...(n,m) = 1] ≤ 1
2 +

negl(n)negl(m)

Proof. Proof similar to Theorem 1.

The section below presents a practical implementation
of algorithms with blurring and multiplication.

5 Establishing Research Secure
Systems

Let us review at a practical example. Assume that a
symmetric encryption scheme should be established for
message exchange between two users. It is possible to
generate a random sequence of 128 to 2048 bit for one ses-
sion and provide the random sequence to both users. The
classic symmetric encryption scheme requires a strictly set
key size and a predefined algorithm. However, we want to
establish an encryption system to generate a different al-
gorithm every time by efficiently using the whole random
sequence. Then the practical impossibility for an adver-
sary to distinguish either the encrypted message or the
algorithm implemented, does not allow performing any
computational attacks or side-channel attacks.

Assume that the encoder program can be a C ∈ C
algorithm. Then the cardinality of set C has to be large
enough to use the provided random sequence. When it is
possible to generate a 4096 bit sequence then the number
of elements in set C shall be greater than 24096. It was
demonstrated above that it is easy to accomplish by only
correcting the encoder’s substitution tables.

A basic requirement to a research secure algorithm. An
adversary shall not be able to compute the implemented
C ∈ C algorithm with accuracy greater than the negligibly
small function from the length of the random sequence,
which is negl(u).

In order to create an encryptor that is guaranteed to
fulfill the indistinguishability requirements, the cipher’s
research protection algorithm shall be divided in two op-
erations. The first operation implies consequent multipli-
cation of separate algorithms (boxes) with the predefined
features indistinguishable (IND), CPA-secure and CCA-
secure. At this stage a transformation sequence with the

defined requirements and guaranteed multiplication of dif-
ficulty is established. Then each box is blurred with the
operations of permutation and substitution, while the dif-
ficulty multiplication requirements are no longer applied
to them. The encryptor scheme is shown in Figure 2.

The obtained encryption algorithm complies with the
requirements of IND-CCA, IND-CPA and IND for adver-
saries that are able to perform up to 2‖k‖ operations.

Algorithm 2 is the encryptor mechanism at the pseu-
docode level. In Theorems 2, 3 and 4 above it was es-
tablished that for fulfilling the requirements applied to
the encryption algorithm the key cannot be reused in ev-
ery ”box”. Therefore, function cut is introduced which
cuts the random sequence in pieces of specified length as
required.

Algorithm 2 Cipher

1: Function cipher (k, m)
2: Cut← n bit
3: i = 0
4: while ∃kcur = cut(i, k) do
5: m = Ahash(kcur) mod m(kcur,m)
6: i = i+ 1
7: end while
8: result = m

In the above case, algorithm Aj is launched pseudo-
randomly (by function hash). Each of the algorithms
A0, ..., Am−1 is a typical box with the confirmed require-
ments of IND, CPA and CCA. Thus, function cipher per-
forms multiplication of algorithms as a sequence of boxes
A1...AuA

−1
u ...A−1

1 . Then algorithm blurring is performed
in each box to establish research security as shown below

(..., ε(n1)...ε(nm)1
, 1)→ (1, ε(n1)...ε(nm)1

, ...).

The above blurring scheme is demonstrated in the ex-
ample of the pseudocode in Algorithm 3.

Algorithm 3 An example of the pseudocode

1: Function Aj (k, m)
2: while hash(k) 6= const do
3: Gen func sub, k
4: Gen func per, k
5: m = Item(func sub, func per, k)
6: k = func sub(k)
7: k = func per(k)
8: end while
9: result = m

The above function runs until hash(k) equals the pre-
defined constant. The constant is defined by experiment,
when the number of the algorithm blurring steps can be
considered sufficient. The key is used for generating the
unique substitution function func sub(k) and the unique
permutation function func per(k). Then a block cipher
with the obtained functions is launched. After that the
function of substitutions and permutations is applied to
the key itself and the cycle is repeated.
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Figure 2: The research secure encryptor scheme

Practical implementation of the research security pro-
gram was calculated hash functions only once and then
it generated the code compliant to the algorithm’s func-
tionality to speed up the cipher execution.

6 Experimental Research

In order to perform experimental research of the research
secure algorithm, the program mentioned in the previous
paragraph has been developed to implement the multipli-
cation algorithm and blurring algorithm. The researched
algorithm was a block cipher. Advanced Encryption Stan-
dard (AES), International Data Encryption Algorithm
(IDEA) and the GOST Russian encryption standard were
used as boxes. It should be noted that while substitution
and permutation tables are strictly defined in AES and
IDEA, in GOST the algorithm blurring procedure can be
carried out with these parameters without exceeding the
limits of the standard.

All above algorithms comply with the indistinguisha-
bility requirements (IND), indistinguishability under
chosen-plaintext attack (CPA-secure) and indistinguisha-
bility under chosen ciphertext attack (CCA-secure). In
order to simplify the block assembly, key length of 128
bit was used as all the provided ciphers can operate with
that key length.

A similar function was used as generator of substitution
and permutation tables in Algorithm 1 with an input key
as the parameter. The range of permutations and sub-
stitutions is defined by the type of the block cipher used.
The generated cipher was tested for susceptibility to al-
gebraic attacks that decrease the number of enumerating
operations [1], algebraic attacks of side channels [13, 16]
and differential attacks to decrease cipher cracking diffi-
culty by many orders involving a large volume of mem-
ory [3, 4].

The obtained algorithm on a 128 bit random sequence
demonstrated failure of all the above attack classes. How-
ever, multiplication of cracking difficulty with a longer
sequence cannot be tested in practice.

7 Conclusions

The present paper provided a general approach to re-
search security of program algorithms based on two meth-
ods. The first method is algorithm blurring by constant
shifting the researcher’s visibility point. Instead of getting
the algorithm, a researcher can only get an algorithm for
algorithm generation or an algorithm for generation of an
algorithm for generation of an algorithm, etc. That shift
enables making the system more complex by introducing
additional parameters of randomness or pseudorandom-
ness. The second method is based on algorithm multi-
plication. Its special feature is that it can be used for
expanding any of the indistinguishability properties of its
individual components to the whole algorithm.

Theoretic and experimental study of the methods as
applied to encryption algorithms demonstrated their ef-
fectiveness against many existing attacks aimed at block
ciphers and involve algebraic analysis and exploitation of
side channels.
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