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Abstract

Network real-time applications are gaining rapid promi-
nence on today’s Internet, particularly video and audio
streaming, conferencing and telephony applications. The
original design of those applications and their correspond-
ing protocols did not consider security and privacy, which
form a compelling requirement to many of the Internet
users and in many of the involved applications. One of
the most common solutions to impose security on net-
work traffic is to use the IPSec security protocol, which
adds authentication and encryption to network packets,
by which securing network applications. In the context of
time-sensitive application such as VoIP and similar real-
time applications, an important question that arises is
how, if any, the overhead of IPSec operations could af-
fect the performance of network applications. This paper
surveys a number of the most relevant works that ad-
dressed this question mostly within the last decade. The
approach, metrics and findings of each study are briefly
described and an overall summary of their main charac-
teristics is presented.
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1 Introduction

The real time application is one type of applications make
specific quality of service (Qos) demands to the commu-
nication network such as maximum delay, maximum loss
rate, etc.; and the network once it accepts a connection
guarantees the requested services quality. Traditional net-
work protocols such as Ethernet are designed to deliver
best effort performance. A best offer network strives to
achieve good average performance, and makes no attempt
to meet the individual deadline of task. These networks
are intended for use in applications where long delays and
high data loss under heavy load conditions are acceptable.
It is needless to say that such network are insufficient

for use in real-time applications. Also, the Current ad-
vances in communications technology have helped it pos-
sible to support applications in many different fields such
as include the Internet, mobile/cell phones, land lines, in-
stant messaging (IM), video conferencing, Internet relay
chat, robotic telepresence and teleconferencing. Emails,
blogs and bulletin boards are example of non-real-time ap-
plications, for which the performance metrics of interest
are typically average message/packet delay and through-
put. These applications also have strict reliability re-
quirements; indeed, much of the complexity of traditional
network protocols arises from the need for loss-free com-
munication between non-real-time applications and data-
oriented. Also, the properties of real-time applications are
very different from those that are in the non-real-time. As
in real-time computing, the distinguishing feature of real-
time application is the fact that the value of the commu-
nication depends upon the times at which messages are
successfully delivered to the recipient [16,18, 38].

Furthermore, the real-time voice and video streams are
isochronous in nature, that is, they can be through of as
stream of finite size samples which are generated, trans-
mitted and received at fixed time intervals, imposing a set
of time constraints witch must never be exceeded [24, 31].

Many receivers located at geographically different
places receive multimedia information from multimedia
server. The multimedia information is usually in the form
of streaming video and audio. Transmission and process-
ing of these information have firm real-time requirements.
Additionally, VoIP is all set to revolutionize voice com-
munications. VolIP stands for Voice over IP, it Provide a
generic transport capabilities for real-time multimedia ap-
plications and Supports both conversational and stream-
ing applications such as Internet telephony, Internet ra-
dio, Videoconferencing, Music-on-demand and Video-on-
demand [10].

VoIP applications are normally used with a simple mi-
crophone and computer speakers, but IP telephones can
also be used, providing an experience identical to normal
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telephoning. VoIP applications and services require firm
real-time data transfer support [28].

2 IPSec

Most widely used and very important security technology
is Internet Protocol Security (IPsec) [6]. It is used in the
authentication and encryption in the public internet to
provide the secure access. The IPsec is a set of proto-
cols whose function is to secure communications over the
Internet Protocol (IP) by authenticating and / or encrypt-
ing each IP packet in a data stream. IPsec also includes
protocols for establishing encryption keys [11].

IPsec protocols act on the network layer, Layer 3 of
the OSI model. Other extended Internet security proto-
cols such as SSL, TLS and SSH operate from the applica-
tion layer (Layer 7 of the OSI model). This makes IPsec
more flexible because it can be used to protect Layer 4
protocols, including TCP and UDP [5,15].

In addition, the feature of IPSec is its open standard
nature. It complements perfectly with the PKI technol-
ogy and, although it establishes certain common algo-
rithms, for interoperability reasons, allows to integrate
more robust algorithms cryptographic that can be de-
signed in the future [14].

Among the benefits provided by IPSec, it should be
noted that [12]:

e It enables new applications such as secure and trans-
parent access to a remote IP node.

e [t facilitates business-to-business e-commerce by pro-
viding a secure infrastructure on which to conduct
transactions using any application. Extranets are an
example.

e It allows building a secure corporate network over
public networks, eliminating the management and
cost of dedicated lines.

o It offers the teleworker the same level of confidential-
ity that would have in the local network of his com-
pany, being not necessary the limitation of access to
the sensitive information by problems of privacy in
transit.

It is important to note that when we cite the word
7safe” we do not refer only to the confidentiality of the
communication, we are also referring to the integrity of
the data, which for many companies and business envi-
ronments may be a much more critical requirement than
Confidentiality. This integrity is provided by IPSec as a
service added to data encryption or as an independent
service. Within IPSec the following components are dis-
tinguished [35]:

e Two security protocols: IP Authentication Header
(AH) and IP Encapsulating Security Payload (ESP)
that provide security mechanisms to protect IP traf-
fic.
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e An Internet Key Exchange (IKE) key management
protocol that allows two nodes to negotiate the keys
and all the parameters necessary to establish an AH
or ESP connection.

2.1 Authentication Header (AH)

The authentication header (AH) provides the data in-
tegrity and the authentication to check and replay the
protection, but this authentication heard does not [29].
The AH protocol [21] is the procedure provided within
IPSec to ensure the integrity and authentication of IP
datagrams. That is, it provides a means to the receiver of
the TP packets to authenticate the source of the data and
to verify that said data has not been altered in transit.
However it does not provide any guarantee of confidential-
ity, that is, the transmitted data can be viewed by third
parties [22].

As its name indicates, AH is an authentication header
that is inserted between the standard IP header (both
IPv4 and IPv6) and the transported data, which can be
a TCP, UDP or ICMP message, or even a complete IP
datagram as shown in Figure 1.

Before applying AH

Original TEP/UDP
P Hender |  Header -
IPSec Transport Mode: After applying AH
Criginal AH TEP/URP e
P Weader | Header Header :

| l———— Authenticated —————

IPSec Tunnel Mode: After applying AH

Outer aH Original | TcPsuDe S
IP Header Header 1P Heoder Header .
I*— mfhgnti‘-ﬂfﬂ‘d H

Figure 1: Structure of an AH datagram [27]

AH is actually a new IP protocol, and has assigned it
the decimal number 51. This means that the IP header
field contains the value 51, instead of the values 6 or 17
that are associated with TCP and UDP respectively. It is
inside the AH header where the nature of the upper layer
data is indicated. It is important to note that AH ensures
the integrity and authenticity of the data transported and
the IP header, except the variable fields: TOS, TTL, flags,
offset and checksum as shown in Figure 1.

The function of AH is based on an HMAC algo-
rithm [27], that is, a message authentication code. This
algorithm consists of applying a hash function to the com-
bination of an input data and a key, the output being a
small string of characters that we call extract. This ex-
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tract has the property that it is like a personal footprint
associated with the data and the person who generated
it, since it is the only one that knows the key.

2.2 Encapsulating  Security

(ESP)

The main objective of the Encapsulating Security Pay-
load (ESP) protocol [23] is to provide confidentiality by
specifying how to encrypt the data that is to be sent and
how this encrypted content is included in an IP datagram.
In addition, it can offer data integrity and authentication
services by incorporating a mechanism similar to AH.

Since ESP provides more functions than AH, the for-
mat of the header is more complex; This format consists of
a header and a tail that surround the data transported.
Such data can be any IP protocol (for example, TCP,
UDP or ICMP, or even a complete IP packet). Figure 2
shows the structure of an ESP datagram, which shows
how the content or payload travels encrypted [17].

Payload

Original | | | Ext
Packe! [Header | Hars| TCF Data
Trangpar Made
IP | Ext ESP ESP | ESP
Header| Hars]|  Header |T<F Data Traies | Auth
‘ Encryplad "
t+—— Authenlicated ————————t
Turing| Mode
Mew IP| Ext ESP P | Ex ese | Ese
Header|Mars| Header [Header|Has|TCP| Dald  frigier| Alin

i Encrypled »
—_— Authenticaled T—h

Figure 2: Structure of an ESP [17]

2.3 Internet Key Exchange (IKE)

IPsec uses Internet Key Exchange or IKE as the default
protocol to control and convey the algorithms, keys, and
protocols, and to validate the two parties. It is used to
setup security associations [7]. An essential concept in
IPSec is that of security association (SA): it is a unidirec-
tional communication channel that connects two nodes,
through which protected datagrams flow through previ-
ously agreed cryptographic mechanisms. By identifying
only one unidirectional channel, an IPSec connection is
composed of two SAs, one for each sense of communi-
cation. So far it has been assumed that both ends of a
security association must be aware of the keys as well as
the rest of the information they need to send and receive
AH or ESP datagrams. As indicated above, it is neces-
sary for both nodes to agree on both the cryptographic
algorithms to be used and the control parameters. This
operation can be done by means of a manual configura-
tion, or by some control protocol that is in charge of the
automatic negotiation of the necessary parameters; To
this operation is called SAs negotiation [19].
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The IETF has defined the IKE [20] protocol to perform
both this automatic key management function and the
establishment of the corresponding SAs. An important
feature of IKE is that its utility is not limited to IPSec,
but is a standard key management protocol that could be
useful in other protocols, such as OSPF or RIPv2. IKE is
a hybrid protocol that has resulted from the integration
of two complementary protocols: ISAKMP and Oakley.
ISAKMP generically defines the communication protocol
and syntax of the messages that are used in IKE, while
Oakley specifies the logic of how to securely perform the
exchange of a key between two parts that are not previ-
ously known.

In this paper, we firstly reviewed the overview of IPsec
and the main component of it. The other parts of this
paper are organized as follows: Section 3 chronological
survey of related works, we present some possible methods
and techniques to ensure impact IPsec protocol on the
performance of network RealTime Applications. Section 4
discussion attention of many researchers note from the
works of several years; Section 5 is the conclusion of this

paper.

3 Surveys of Relevant Works

Internet Protocol Security (IPsec) refers to a set of proto-
cols used to secure communications over IP through the
encryption and authentication of all data stream IP pack-
ets. It also includes protocols used to establish reciprocal
authentication between agents at the start of a session and
to facilitate the negotiation of cryptographic keys for use
in the session. Several experiments have been conducted
to measure IPsec performance and effects on Real-Time
Applications.

3.1 VoIP Performance

Most of these studies the authors measure IPsec impact
on the performance of VoIP with different experiences and
network metrics, also the proportion of influence.

The experimental analysis reveals results relative to
voice transmittal over secure communication links that
employ IPsec [3]. This work reveals the important pa-
rameters that characterize real-time voice transmission
over an Internet connection secured by IPsec and presents
strategies to mitigate some VoIPsec (Voice over IPsec)
limitations. The aim is to determine whether available
VoIP applications can simply be replaced by VolPsec.
An efficient solution for packet header compression for
VoIPsec traffic, which is called cIPsec, is also presented.
Effective bandwidth was shown to decrease by up to 50 in
terms of VoIP in case of VoIPsec. Meanwhile, voice traf-
fic performance may be degraded by the cryptographic
engine because access to this engine in order to priori-
tize traffic is difficult. Simulation results demonstrated
a significant decrease in packet header overhead when
the proposed compression scheme is used. This enhances
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the transmission effective bandwidth to assess several pa-
rameters like effective bandwidth usage, crypto-engine
throughput, the traffic delay affected by various QoS
strategies, and impact of various encryption algorithms
on packet delay, a number of tests have been conducted.
When using IPsec, voice traffic is affected by two main
factors. First, is the increased packet size attributed to
the additional headers in the original IP packet. These
headers include the ESP header for confidentiality and
the new IP header for the tunnel. Second, is the time
required to encrypt the payload and headers, as well as
to construct new ones [4,6,9,33].

The effects of encryption mechanisms on the quality
of voice and speech in widely deployed wireless technolo-
gies, namely Bluetooth and 802.11 were experimentally
compared [2]. The upper bound is assessed according to
the number of simultaneous VoIP calls placed using a sin-
gle cell of both networks with the application of security.
E-Model is used to evaluate service quality. An E-Model-
based QoS tool was found to evaluate the effect of the
IPsec on VoIP traffic efficiently and objectively. A de-
crease in average MOS was noted with the increase in the
number of simultaneous calls, but IPsec overhead signif-
icantly decreased compared with the case in which calls
were placed without security [30].

IPsec-based VoIP performance (in terms of through-
put, packet loss rate, latency and jitter) was assessed in
a 3G-WLAN integration environment. The study was
designed to provide guidelines for selecting the appropri-
ate system parameter values for VoIP over WLAN. These
works serve as a guide in the choice of system parameter
setups that are suitable for VoIP service in a 3G-WLAN
integration environment. An IEEE 802.11b access point
was found capable of supporting 15 IPsec RTP streams
with satisfactory latency, minimal jitter, and no packet
loss. IPsec overhead is also reasonable [8,39].

Experiments in a LAN environment were conducted
to identify the influence of 6to4 encapsulation and IPsec
on VoIP quality in future IPv6 networks. VolIP perfor-
mance is assessed with varying background traffic, along
with IPv6 and 6to4 encapsulation with and without NAT.
Such performance is compared with that of IPv4. To
make calls, soft phones are used, and background traffic
is generated to simulate link and router congestion. Find-
ings reveal the efficiency of the use of a single Linux box
to handle IPsec, 6to4, and NAT processing. Voice quality
was verified to remain satisfactory even when the network
is operating close to its 100 Mbps capacity. VoIP perfor-
mance is evaluated based on delta (packet inter-arrival
time), packet loss, jitter, throughput, and MOS [13,40].
The OPNET (Network Simulation Tool) was used to as-
sess the negative effect of VoIP network security at differ-
ent simulation times. Voice transmission over IPsec was
found to increase end-to-end delay, delay variation (jit-
ter), call setup time, and packet loss. Notably, authen-
tication is less expensive than encryption. In the con-
clusion of their research on VOIPsec traffic, proposed an
approach to the QOS issues linked to VOIPsec. This solu-
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tion addresses the packet size increase associated with the
use of IPsec. They use cIPsec, which is an IPsec version
that performs internal header compression for a packet.
This is done while the data in the internal headers of
a packet remain constant or are duplicated in the outer
header [34]. The analysis and experimental results are
highlighted to facilitate the assessment of the voice traf-
fic QOS. To study the effect of IPSEC VPN, a number
of metrics are considered. Three scenarios, namely with-
out firewall, with firewall, and with firewall and VPN,
are compared. The results demonstrated that delay vari-
ation and packet end-to-end delay for voice traffic rises
by using the IPSEC VPN. The key cause behind this
is the additional encapsulation time required. MOS was
not impacted by the IPSEC VPN. Whether IPsec encryp-
tion influences router CPU utilization, voice quality, and
required bandwidth was determined. These parameters
are functions of the number of calls placed. Integrated
Services Cisco 2811 routers, which are suitable for small
firms, were used to perform the tests. After IPsec de-
ployment, a steep linear dependence of CPU utilization
on the number of processed packets was observed. This
could be addressed by adjusting the Voice Payload Size
(VPS) to decrease the router packet load [26]. all the pre-
vious studies summarized the survey shown in Table 1.

3.2 Video Performance

Most of these studies the authors measure IPsec impact
on the performance of Video with different experiences
and network metrics, also the proportion of influence.

Voice and video communication performance in a LAN
are measured. This includes such factors as the wireless
hop, given that data transmissions alternately occur over
the wireless hop, both through IPsec and plain IP. IPsec
is found suitable for use to secure multimedia communi-
cations over a wireless link without a notable decrease in
perceived quality. This experimental study primarily re-
vealed that IPsec is suitable for using protect real-time
communications interactive even when using a wireless
link IPsec. When an infrastructure with sufficient band-
width is used, the effect of IPsec cannot be perceived by
users. The small differences in the network metrics be-
come undetectable. The authors evaluated the measure-
ments in terms of network parameters like delay, loss, and
jitter and with respect to perceived quality. In this paper,
it shows that the Internet security protocol (IPsec) can be
used to provide secure multimedia communications over a
wireless link without significantly degrading the perceived
quality [25].

This work considered such metrics as End to End
Packet Delay, Packet Delay Variation, Traffic Received,
MOS (Mean Opinion Score), and Traffic Sent to assess
the effect of encryption on IP network video transmis-
sion. To describe IPsec tunnels, AH header and ESP are
used. These components provide confidentiality, safety,
integrity, and non-repudiation, with HMAC-SHA1 and
3DES encryption used for confidentiality, and AES is em-
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ployed in CBC mode. We also determine the effects of
an OpenVPN on the transmitted video. The Experiment
results identified video compression type as the most im-
portant component that influences video quality. The
H264 codec achieves better encryption results, but worse
packet loss results. In the latter part of measurement,
a new network was created using IPsec tunnel. ESP
and AH header are employed. Authentication was per-
formed using a shared password (ISAKMP) and a hash
function called SHA (HMAC variant). Symmetric ciphers
AES and 3DES were used and their topologies are demon-
strated to meet encryption standards [36].

An empirical investigation of the parameters influenced
by IPsec implementation in IPv6 and 6to4 Tunnelled
Migration Networks was conducted to assess the per-
formance decay that ensues after incorporating security.
IPsec significantly influenced the network, such that per-
formance was degraded with security was incorporated.
This performance decay impacted realtime applications,
such as VoIP and video conferencing, which are highly
sensitive to delay. The experiment employed various net-
work scenarios: IPv6 with IPsec, IPv6 Only, and 6to4
Tunnelling (IPv6 to IPv4 Migration Technique) test-bed
with two computers having the same specifications. One
computer was used as the server, whereas the other was
the client. Notably, no IPsec design exists for an IPv6-
only network. The IPsec Tunnel was placed between
Routers R2 and R1. We then verified the effect on the
IPv6 to IPv4 migration network (6to4). Under these con-
ditions, the server and PC-1 were running IPv6, while the
network was IPv4. Moreover, a 6tod Tunnel was desig-
nated as the IPsec Tunnel between R2 and R1 [37].

The authors studied the performance the real time mul-
timedia with IPSec tunnel implemented with different op-
eration system Windows 2000 and Novell Netware. The
results from two platforms were not different between the
encryption and unencrypting in this experimented. The
implement of encryption tools (hardware and software)
are affected in network performance with use different
platform like Windows 2000 and Novell Netware, etc. and
they focused on client-to-site VPN topology [1]. The au-
thors analysis QoS in videoconference by using the IPsec
with different type of encryption like AES are affected
fundamentally in latency when is sent through a VPN
because encryption and the traffic load. Also the packet
lost for voice 1 and video 2 [32]. all the previous studies
summarized the survey shown in Table 1.

4 Discussion

It is apparent from the related works that the impact of
security (IPSec in particular) on the performance of real-
time applications has attracted the attention of quite few
researchers. We can make a few observations from the
surveyed works. First, while the works vary on their re-
sults, it seems that more experimental works confirm the
efficiency of IPSec. In particular, the perceptual qual-
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ity of VoIP communication can be maintained with IPSec
though at the expense of some bandwidth increase and
end-to-end delay, which are deemed less than serious by
some researchers. Second, a smaller part of the studies use
simulations to estimate the effect of IPSec. This approach
might be less reliable than a true test-bed based experi-
mental approach, and it is noted that these works tend to
highlight larger impact of IPSec on the network. Among
those few works, the OPNET simulator is frequently the
simulator of choice. Finally, we note that most of the
previous studies are focused on the voice communications
through the VoIP application, and did not give much at-
tention to video. This might suggest a potential gap that
can be filled by further research on various video confer-
encing as well as video streaming applications under the
function of IPSec protocol.

5 Conclusions

This paper surveyed the most relevant works on the over-
head caused by security on network performance. In par-
ticular, the survey focused on the works that studied the
performance of real-time applications when IPSec proto-
col is employed. Both securing the transmission and en-
suring minimum QoS measures are important in current
networks, and the study of their interaction is impera-
tive. Quite a few research works experimented with var-
ious scenarios of voice as well as video communications
with IPSec, either in real test-beds or through OPNET-
based simulations. Their work and findings have been
summarized and a few observations have been made.
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