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Abstract

Body Area Networks (BANs) are composed of multiple
devices that measure, collect, forward and analyze physi-
ological and medical data that may be used for different
purposes like activity tracking, health monitoring or med-
ical treatments. Given the type of data BANs manage,
several security requirements must be addressed: confi-
dentiality, integrity, privacy, authentication and autho-
rization. This survey studies various proposals that aim
to satisfy BAN security requirements, their advances and
remaining challenges. We found that the mentioned re-
quirements have not been comprehensively considered;
the majority of the studied proposals do not address the
entire BAN architecture, they focus on specific compo-
nents. Although supporting security of individual BAN
components is relevant, a comprehensive security view of
an entire BAN environment is needed.
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1 Introduction

Body Area Networks (BANs) enable wired and wireless
communications among different types of devices, such as
wearable and implantable sensors, smartphones, tablets
and external servers, to collect physiological data for dif-
ferent purposes, particularly to support medical decisions
and improve medical care. Data collected by BANs is con-
sidered sensitive, thus several security requirements must
be addressed. If unauthorized entities gain access to this
kind of data, patients may suffer diverse consequences,
like job or insurance losses. Modified data may lead to
wrong medical decisions; for example, an insulin pump
may inject a wrong insulin dose [32, 38].

This survey studies different proposals that address se-
curity in BAN environments. We classified these propos-
als using two criteria: addressed security requirements
and considered BAN components. The former aspect in-
cludes confidentiality, authentication, authorization, in-
tegrity and availability. The latter aspect considers BAN

components including devices that measure physiologi-
cal data (sensors and actuators), forward data (personal
servers, smartphones or tablets), and store data (external
servers and cloud).

We found that the studied projects only secure one
or two components of a BAN architecture, sensors and
actuators in particular. Although some BAN components
are being secured, there is not a comprehensive security
proposal for an entire BAN architecture. In order to build
this comprehensive view, we must consider other devices
like external servers, cloud services that store collected
data, and even auxiliary devices, like gateways and access
points.

Having a comprehensive view of the entire BAN archi-
tecture enables analysts to see security issues that may
be hidden otherwise. For instance, some security solu-
tions that work on external servers and cloud services,
may not work on sensors and actuators because of their
processing restrictions. Key management is particularly
challenging, as it must consider different aspects for sen-
sors and actuators, and for external servers. For example,
some proposals generate keys using data collected by the
sensors; however, a personal or external server cannot au-
tomatically compute these keys.

The rest of the paper is organized as follows: Section 2
presents an overview of BAN components and their inter-
actions, Section 3 summarizes BAN security requirements
and classifies the studied proposals according to addressed
security requirements and BAN components, and Section
5 presents open issues. Section 6 concludes.

2 Body Area Network (BAN) Ar-
chitecture

This section presents the main BAN components and
types of communications. Later, we will use these char-
acteristics to classify the studied security proposals.
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2.1 Components

We identified the following categories of BAN compo-
nents: Sensors and actuators, personal servers, auxiliary
network devices, channels, external servers, and cloud ser-
vices. Figure 1 illustrates BAN components and their in-
teractions.

Sensors and Actuators: Sensors are implanted or wear-
able devices [10] that measure human physiological
functions and environmental features. Actuators are
devices that perform specific tasks; for example, the
actuator in an insulin pump injects an insulin dose
to a patient. Sensors and actuators may be part of
a single device; Implantable Medical Devices (IMD)
for instance, have sensors, actuators, and even a
CPU [46]. Figure 1 shows several sensors: electroen-
cephalography (EEG), electrocardiography (ECG),
blood pressure and motion sensors.

Personal servers: These computing devices collect data
from the sensors, temporarily store them, and for-
ward them to interested parties, like a patient’s med-
ical team or family [8]. Different devices can be used
as personal servers depending on a patient’s move-
ment restrictions; personal computers or laptops may
work for users with mobility restrictions while tablets
or smartphones are more adequate for physically ac-
tive users. Figure 1 shows two devices that may work
as personal servers: a tablet and a laptop.

Auxiliary Network Devices and Channels: We consider
access points, gateways and cellular towers as auxil-
iary network devices, as these devices enable commu-
nications among components. Most communications
are wireless, since the majority of possible personal
servers have Wi-Fi antennas or use cellular networks,
like smartphones and tablets. A BAN may also have
wired communications; for example, when it includes
a server deployed in a hospital. Figure 1 shows the
following auxiliary devices: an access point, a gate-
way and a cellular tower.

External servers: External servers are medium and big-
sized computing devices that gather and store infor-
mation sent by several personal servers that belong to
different patients. External servers may keep records
for a high number of patients and records may have
different types of data, like documents, diagnostic
images or videos. Therefore, it is desirable to have
servers with high storage and processing capacities.

Cloud: Cloud computing services provide additional
storage and computing resources that may be needed
in several contexts. For example, hospitals that have
a high number of patients can use cloud storage.
Cloud services may be used to analyze data for dif-
ferent purposes, like studying diseases and their be-
havior or creating predictive models.
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2.2 Communication Types

We organized communication types in tiers, based on
distance between communicating devices and the human
body: Intra-BAN for close range, Inter-BAN for medium
and Beyond-BAN for long range communications [10].
Figure 1 illustrates this classification.

Intra-BAN Communications: This tier covers commu-
nications happening within a two-meter radio from
the human body, meaning that this tier comprehends
sensor-to-sensor and sensor-to-personal server com-
munications. In this tier, communications are typi-
cally wireless, using technologies such as Bluetooth
and ZigBee, however wired communications are also
possible.

Inter-BAN Communications: This tier covers communi-
cations between personal servers or sensors and an
auxiliary network device to reach external servers.
Internet or cellular networks can be used to establish
this kind of communications. There are two types of
architecture for Inter-BAN: infrastructure-based or
ad hoc-based. The first one is used when a patient is
confined within a limited space, like a room. In con-
trast, the ad hoc-based architecture allows a wider
coverage, since it uses multiple access points to con-
nect several networks [10].

Beyond-BAN Communications: The third tier cov-
ers communications between an access point, exter-
nal servers and cloud resources, possibly covering
metropolitan areas. In most cases a BAN needs a
gateway to enable a connection between Inter-BAN
and beyond-BAN devices [10].

3 Security Requirements and So-
lutions in a BAN Architecture

Different governments have different regulations to con-
trol management and address security concerns of health
related information.

In the United States, the Health Insurance Portabil-
ity and Accountability Act (HIPAA) provides legislation
and security provisions for safeguarding medical informa-
tion [31,32,62]. The European Union published, in 2016,
a new regulation to protect personal data. This regu-
lation ‘provides more rights to citizens to be better in-
formed about the use of their personal data, and gives
clearer responsibilities to people and entities using per-
sonal data. [15]. Australia’s Personally Controlled Elec-
tronic Health Records and Canada’s Health Information
Legislation also protect patient’s data. Other countries
are also working on legislation to protect medical data of
their citizens.

Some international standards also address these secu-
rity concerns. The European Committee for Standardiza-
tion (CEN/TC 251 - CEN Technical Committee 251) has
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Figure 1: This figure illustrates components and communication types in a BAN architecture. Dashed thin lines show
sensor-to-sensor communications and dashed thick lines show sensor-to-personal server communications. A smart
watch is used as a sensor and also as a gateway, to send data from sensors to a smartphone, tablet or laptop that
serves as the personal server. An access point and a gateway enable communication between personal and external
servers. Beyond-BAN communications include communications with elements beyond the access point. Cellphones
may use internet or a cellphone network to send data, while laptops and tablets usually do not have access to cellular

networks and send data via internet. Extended from [10].

worked to define a standard for data management in the
fields of Health Information and Communications Tech-
nology in the European Union. The standard establishes
requirements for data compatibility and interoperability
between systems, as well as data security requirements.
The Technical Committee on health informatics of the
International Organization for Standardization (ISO/TC
215 ) has already delivered several standards regarding
security of medical records [1].

The IEEE 802.15.6 standard [28] identifies three secu-
rity levels for BANs.

Level 0. Unsecured communication: No authentication
or encryption techniques are used while sending mes-
sages.

Level 1. Authentication but not encryption: Authentica-
tion and some integrity validation are implemented.

Level 2. Authentication and encryption: Messages are
transmitted in authenticated and encrypted frames.
The standard also considers integrity, confidentiality
and privacy.

Authorization, data freshness and software correctness
are security requirement that also appear in a BAN con-
text. In addition, different BAN components, with dif-
ferent features, interact to collect, process and forward
data. These components may use different protocols to
send sensitive data and may belong to different owners
generating a large attack surface and several security con-
cerns.

In this survey we looked for advances and remaining
challenges in BAN security. To do so, we selected ex-
tended /full papers published in international conferences
or journals between 2008 and 2016, that had BAN and se-
curity, or variations of these, as keywords. The variations
of BAN included Body Area Networks and Body Sensor
Networks, and the variations of security included confi-
dentiality, integrity, authentication, authorization, avail-
ability and software correctness. We also looked for the
first appearances of body sensors security and included
one paper from 2003.

3.1 Confidentiality

The goal of this requirement is to guarantee that unau-
thorized people cannot read protected data. Since sensors
generate physiological information that may reveal a dis-
ease or disability, data confidentiality is a relevant security
requirement in BAN systems [38]. It is important to pro-
tect patient’s data during transmission between devices,
as well as in storage. In addition to medical data, BANs
must also protect their device’s information such as iden-
tification numbers, location, function, configuration and
type [47].

3.1.1 Data Encryption and Key Generation

In our set of papers, cryptography is the most stud-
ied mechanism to offer confidentiality. However, imple-
menting encryption algorithms for a BAN can be chal-
lenging due to power, memory and processing limita-
tions, and low communication ranges of sensors and actu-
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Table 1: Papers addressing BAN security requirements per year

2003 2008 2009 2010 2011 2012 2013 2014 2015 2016/ Total| Percentage
Confidentiality
Data Encryption
Secret 0 1 0 10 1 2 2 0 7 14.8 %
Elliptic Curves o 0o o0 1 1 2 1 1 1 7 14.8 %
Total 0 1 0 1 2 1 3 1 14 29.7 %
Key Generation
Physiological Signals 1 2 2 3 2 2 3 1 0 1 17 36.1 %
Channel Characterization o o o o 2 2 3 0 O 7 14.8 %
Total 1 2 2 3 4 4 6 1 0 1 24 51%
Key Distribution
Fuzzy vault i 1r 1 1 0 2 2 0 0 1 9 19.1 %
Diffie-Hellman o 0 o 1 1 1 1 1 0 1 6 12.7 %
Other 0 2 0 0 1 1 12 3 1 11 23.4 %
Total 13 1 2 2 4 4 3 3 3| 26 55.3%
Access Control
Authentication 1 3 2 4 6 6 8 3 3 3 39 82.9 %
Authorization 0 O 1 1 1 0 3 0 1 1 8 17 %
Integrity
Hash Functions i 0 o 1 2 1 5 1 1 0] 12 25.5 %
Session Management 0 1 0 2 3 0 4 1 1 1 13 27.6 %
Availability
DoS Attack Protection 0 O 1 1 0 2 0 0 0 0 4 8.5 %
Total number of studied papers 47

ators [11,12,31,38]. There is another challenge, in some
scenarios data must be easily accessed; for example, in a
medical emergency. If patient’s data is encrypted and the
key is not available, then a patient may not receive proper
attention [17].

Considering restrictions of sensors and actuators, most
of the solutions (38 out of 47 papers, see Table 2) look
for efficient encryption methods. The most studied algo-
rithms are secret key encryption and elliptic curve cryp-
tography. Also, physiological values and channel charac-
teristics are used as seeds to generate encryption keys.

Data encryption: Half of the papers that address data
encryption use secret key cryptography [6,18-20, 34,
35,49], while the other half use Elliptic Curve Cryp-
tography [25,30,33,36,37,45,52].

1) Secret Key Cryptography: Secret key algorithms are
more suitable for BAN architectures than asymmet-
ric key algorithms, because they use shorter key
lengths, thus requiring shorter random numbers and
less computational and energy resources [37]. In ad-
dition, symmetric encryption and decryption proce-
dures are faster, making this algorithm better for
emergency cases, where doctors will need to retrieve
data as fast as possible. On the other hand, se-
cret key algorithms must resolve the problem of key-
distribution.

2) Elliptic Curves Cryptography (ECC): Since 2010
ECC has gained research interest (see Table 1). ECC
is suitable for BAN architectures because it uses
small keys; a 160-bit ECC key is as strong as a
1024-bit RSA key [33]. According to the NIST [9], a

2048 RSA key is equivalent to a 224 ECC key [37].
ECC keys can be distributed using protocols such
as Diffie-Hellman. Furthermore, these keys can be
used to create digital signatures for authentication
purposes [25,30,33,36,37,45,52]. However, ECC im-
plementations still must handle unsolved problems,
including the creation of a random number genera-
tor for private keys, and the distribution of initial
parameters [54].

Key Generation:

1) Physiological Values (PVs): PVs are used by around
a third of the studied proposals, to generate encryp-
tion keys [11,26,40,42,44,46,50,59-61,64,66,67,69].
Some PVs are used as seed for key generation because

a. They are universal, as the majority of popula-
tion have them:;

b. Two people do not share the same PVs;
c. They are easy to collect and to measure;

d. They are adequate for low computational power
devices;

e. They are difficult to reproduce;
f. They are random [43,62].

The Heart Rate Variability (HRV) is the most used
PV. Several sensors, such as electrocardiograms (ECG or
EKG) and photoplethysmograms (PPG), can measure it.
An alternative PV is body acceleration where motion sen-
sors measure body movements [41]. Not all PVs are good
seeds for key generation because their possible values are
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not as variable as the HRV [62]. For example, blood glu-
cose, blood pressure and temperature values are expected
to be within a predefined small range. Some advantages
of using PVs are:

1) Sensors do not need to generate random numbers re-
ducing processing and power consumption;

2) Key security is improved; keys do not have to be
distributed as all sensors for the same patient will
be able to use the same PV to generate a shared
encryption key.

Although PVs have several advantages there are several
issues that must be solved before they are more widely
accepted:

1) Some PVs can be remotely measured [3,14], giving
unauthorized devices the possibility of generating the
shared key;

2) BAN architectures with diverse sensors, measuring
different PVs, cannot have a single shared key for all
the devices;

3) Personal servers would need access to a given PV to
be able to create a key shared with the sensors.

Channel characteristics: A different approach, less used,
is to handle channel characteristics for key genera-
tion.

One of the used characteristics is the received signal
strength indicator (RSSI), a wireless channel feature [4,
5,56, 58, 70]. However, body movements can affect the
strength of the signals produced by implanted sensors as
the waves are diffracted and trapped along the skin sur-
face. The environment and involuntary movements such
as respiration and heartbeat also affect signal strength,
setting the variance of the RSSI values [56,70]. There is
one important advantage, since devices measure RSSI by
default, there is no need to use computational resources
for key generation.

A different approach, the Body-Coupled Communica-
tion (BCC), uses the human body as the communication
channel [7]. Some researchers state that BCC may pre-
vent several attacks because attackers would need to be
very close to their target to be able to communicate [34].
This approach however, does not consider how to pro-
tect communications between sensors or actuators and a
personal server.

3.1.2 Key Distribution

More than half of the studied research projects choose
an available key-distribution algorithm to deliver secret
keys in BAN environments. The most used algorithms
are Diffie-Hellman and Fuzzy Vaults (see Table 2) .

1) Diffie-Hellman: A quarter of the papers that ad-
dress key distribution use Diffie-Hellman for key ex-
change [25,30,33,35-37]. In particular, 5 of these 6
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papers adapt the algorithm to use it with ECC to cre-
ate a shared secret key using public information de-
rived from the keys generated using an elliptic curve.
To use Diffie-Hellman with ECC, two devices need
to agree about the curve parameters. With these pa-
rameters, each device

a. Calculates a random number that will work as
the private key;

b. Calculates a point in the curve. This point, mul-
tiplied by the private key, will be the public key.
The shared key will be a device’s private key
multiplied by the other device’s public key.

Fuzzy Vault: Around a fifth of the studied papers
use this method for key distribution. In this scheme,
a user A hides a secret key (K,) using a set of val-
ues Set, = {a1,as,as...a,}. A different user, B, has
another set of values Set, = {b1, by, b3...b,,}. User B
can obtain the secret key K, if enough values in Set;,
correspond to the values in Set, [29].

In BANS, fuzzy vaults are used to distribute se-
cret keys generated with PVs and channel charac-
teristics. In particular, some proposals use PVs
to create the fuzzy vault that protects a secret
key [11,40-42,60,61,69]. In [70] and [58], the au-
thors use channel characteristics to create the sets
for the fuzzy vault. Additionally, in [27] an enhanced
fuzzy vault scheme is used to achieve access control.
Fuzzy vaults are adequate because they can handle
small errors in the measurements of PVs and chan-
nel features; users need to provide some of the values,
but not necessarily all of them.

Other algorithms: The remaining proposals use other
key-distribution algorithms. Among them, Distri-
bution centers, with one node in charge of deliver-
ing keys to other devices, is the most used proto-
col [6,23,33,36,45]. Some proprietary protocols are
also used [52,59].

The Internet Security Association and Key Man-
agement Protocol (ISAKMP) is also used to imple-
ment key exchange procedures and create encrypted
connections between two endpoints [39]. Although
ISAKMP may be used as a security framework in
BAN scenarios, a previous study (where personal
servers, in a patient’s home, forward medical data,
measured by sensors, to a hospital), showed that im-
plementing this protocol increases bandwidth and en-
ergy consumption [13].

Key Agreement: Some proposals [26,61] use phys-
iological values and channel features to run a pre-
defined algorithm and generate a shared secret key.
Keys are generated, they do not need to be dis-
tributed. Some solutions for key agreement also in-
clude notifying a patient when a key agreement pro-
cedure is occurring in the network; for example, gen-
erating a brief vibration [19].
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3.2 Access Control

Access control must guarantee that only authorized enti-
ties; users, processes or devices; will have access to data
collected, forwarded and stored by BAN devices. To guar-
antee access control, two requirements must be addressed:
authentication and authorization.

3.2.1 Authentication

Authentication allows a BAN to establish the identity of
a given component, stopping devices that do not belong
to a BAN from gaining access to private data. Attackers
may pose as a legitimate device, like a sensor or a personal
server, to eavesdrop, steal, or send erroneous information,
possibly affecting sensors and actuators functionality [12,
32,38,48].

Most of the studied proposals (around 83%) present
authentication protocols. These protocols may work in
conjunction with a key-agreement protocol or may work
independently. For example, some authors propose using
PVs, channel characteristics or devices’ identifications to
achieve authentication; if a particular sensor can measure
a defined PV, that sensor must be implanted or have phys-
ical contact with a patient and should be authenticated
as a component of a given BAN [11,26,40-44, 46, 50, 59—
62,64,66,67,69].

However, new techniques for measuring a PV without
physical contact with the user are emerging. In one exam-
ple authors implemented two methods for retrieving HRV
from videos of human faces [3]. Another example im-
plemented a microwave Doppler for non-contact through-
clothing measurement of chest wall movements to obtain
heart and respiration rates [14]. Although currently these
techniques are not widely used, they suggest that authen-
tication based on proximity may not be enough in the
future.

Proposals that use channel characteristics for authen-
tication also assume proximity; only legitimate sensors
would be attached to a user and could share the same
communication channel in order to have similar RSSI val-
ues [5,34,55,56,58,63,70].

Other proposals use a device’s identification number
for authentication; during an installation phase the id
number is registered as part of a group. Later, that de-
vice sends its identification and a BAN node, in charge
of the authentication, checks if that ID belongs to the
group [5,6,17,19,33,35,36,45,49, 52]. These approaches
may not be enough because identifiers may be faked.

Ho [25] evaluates three authenticated key agreement
protocols for Intra-BAN communication: out-of-ban pub-
lic key exchange, where the devices send their public keys
over a secured separate channel. A password to alter the
shared key, so only entities with the password can ac-
cess the key. A numerical display, where a hash is used
to guarantee that the other party has the necessary key
to obtain the same hash. The implementations of these
protocols are found to be resistant against impersonation
and man-in-the-middle attacks; additionally, the use of
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the password protocol is strong to offline dictionary at-
tacks. The author claims that these protocols have been
adopted into the IEEE standard on BAN [28].

Previous protocols do not explicitly consider move-
ment. If a person can move, authentication and autho-
rization may be more difficult as sensors and communi-
cations would need to switch from one access point to
another. In this case the authentication protocol should
be able to manage re-authentication to provide the same
set of established services at the second access point [65].

3.2.2 Authorization

Authorization requirements restrict access to a patient’s
medical information according to predefined access rules.
For instance, a hospital may have several BANs to mon-
itor several patients storing all data in the same server.
However, not all doctors and nurses should have access
to information of all patients, only medical personal di-
rectly involved with a patient should have access to his or
her information. A BAN must implement authorization
mechanisms to present data only to authorized entities,
like a patient’s medical team. In addition, an authorized
entity should have access exclusively to needed informa-
tion; for example, doctors should have access to all the
information about the patient, but a pharmacist should
only have access to drug prescriptions. A role-based ac-
cess control is, therefore, necessary in a BAN architecture
with multiple users [32].

An approach suggests the creation of behavioral pro-
files based on access patterns to and from devices in a
BAN. Only access requests that are consistent with the
profiles are allowed. An authorization mechanism may
perform mitigation strategies to control inconsistent re-
quests including passive actions like generating alerts or
active actions like jamming the signal to deny access to
data [68]. An alternative approach builds behavioral pro-
files based on places and times. Users, including doctors
and nurses, only are allowed to access information from
particular locations, such as consulting rooms and hospi-
tals, at specific hours [24].

A different approach uses access policies based on at-
tributes. Every user is assigned a set of attributes (n) and
a minimum threshold for authorization (d) is established.
If a user has (d) out of (n) attributes, then he or she is
authorized to access a piece of information from the BAN
personal server [27,49].

Finally, some proposals use additional devices to per-
form authentication tasks; an additional device may
be used as a proxy for communications among sensors
and personal servers, and it allows or denies access re-
quests [66].

Regarding intra-BAN components and communica-
tions, one approach is to authenticate and authorize sen-
sors and actuators using proximity. Only devices in close
proximity or with physical contact to the human body are
authorized to obtain information from sensors [44,46].

We found that only a few of the studied proposals ad-
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Table 2: Security requirements addressed by the studied projects. Encryption, Key Distribution and Authentica-
tion are the most studied requirements. (Conventions. Sum: Summary, ECC: Elliptic Curve Cryptography, PV:
Physiological Values, CC: Channel Characteristics, Sec: Secret Keys)

Papers Security Requirements
Confidentiality Access Control Integrity Availability
Encryption Key Distribution
Sum|ECC|PV|CC|Sec|Sum|Fuzzy| Diffie- |Other|Authentication|Authorization| Hash Session  [DoS Attack
Vault|Hellman Functions|Management| Protection
[43] o | - (®|-|-]| - - - - ° - ° - -
[52] e (o |- |-|-| @ - - ° ° - - ° -
[20] ® | - [-|-|®| - - - - - - - - -
[25] e | o |[-|-|-| @ - ° - ° - - - -
[42] ° - |le|l-|-] @ ° - o - - - -
[64] e | - (®|-|-| - - - - ° - ° - -
[22] - -l - - - - - - - ° - - ° -
[45] e (o - |-|-| @ - - o ° - - - -
[27] - - -]-]-] @ ° - - - ° ° ° -
[23] - - |-1-1-| @ - - ° - - ° - -
[70] ° - |l-le-] @ ° - - ° - ° ° -
[69] o | - |®@|-|-| @ ° - - ° - ° - -
[13] - - -]-]-] @ - - ° ° - - - -
[30] e (o - |-|-| @ - ° - ° - - ° -
[37] e (o |- |-|-| @ ° - - - - -
[63] o | - [-|®|-]| - - - - ° - - - -
[6] e | - |[-|-|leo| @ - - ° ° - - ° -
[49] ° - - - e - - - - ° ° - - -
[36] e | o |-|-|-| @ - ° ° ° ° - - -
[50] o | - |@|-|-]| - - - - ° - - - -
[18] ® | - [-|-|®| - - - - - - - - -
[58] e | - [-|eo ° - - ° ° - - -
2] - -l - - - - - - - - ()
[33] e (o - |-|-| @ - ° ° ° - ° - -
[5] o | - [-|®|-| - - - - ° - ° ° -
[53] - S R S A - - - - - - - °
[41] ° - |le|l-|-] @ ° - - o - - - -
[4] e | - [-|®|-]| - - - - - - - -
[19] e | - |[-|-|®| @ - - ° ° - - - -
[34] e | - |-|o|®| - - - - ° - ° ° -
[46] o | - |®|-|-]| - - - - ° ° - - -
[26] o | - |@|-|-| @ - - ° ° - - - -
[56] e | - [-|eo - - - - ° - - - -
[68] - S AT I A - - - ° ° - ° -
[55] - - -1 - - - - ° - - - -
[61] o | - (®@|-|-| @ ° - - ° - - ° -
[17] ° - - -] - - - - - ° - - - -
[62] o | - |(®|-|-]| - - - - ° - ° ° -
[66] o | - |@®|-|-]| - - - - ° ° - ° -
[60] o | - (@|-|-| @ ° - - ° - - ° -
[44] ° - el -]-] - - - - ° ° - - °
[59] e | - (|- |-| @ - - ° ° - - - -
[11] o | - |@|-|-| @ ° - - ° ° -
[35] e | - |-|-|®| ® - ° - ° - ° - -
[40] o | - |@|-|-| @ ° - - ° - - - -
[67] o | - |@|-|-]| - - - - ° - - - -
[24] - - - - - ° ° - - °
Total | 38 | 7 |17| 7|7 | 24 9 6 11 39 8 12 13 4
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dress authorization requirements (see Tables 1 and 2).
However, as previously mentioned, not every agent in a
BAN should have access to all data.

3.3 Integrity

Attackers may use several methods to modify a packet;
they may capture and edit a packet, and then forward it
to a server, or create radio interference to alter bits be-
fore a packet reaches a destination [38]. Interference by
natural reasons is also possible. There are various con-
sequences; an actuator that receives modified commands
will not act according to the actual situation, and an ap-
plication that receives erroneous data will generate false
alarms. In any case, a secure BAN architecture should
guarantee that data have not been modified during trans-
mission or storage [12,32, 38,48, 51].

In addition to unauthorized modifications detection,
a BAN also needs to avoid Replay Attacks. In replay
attacks adversaries resend/replay old packets trying to
make servers believe those packets are valid, possibly
generating false alarms or failing to generate warnings.
To prevent replay attacks, personal and external servers
should evaluate data freshness, a property that indicates
if the received information is recent and arrives when ex-
pected [32,38,48,51]. To support integrity and avoid re-
play attacks, the studied proposals use hash functions and
session identifiers.

Hash functions. Hash functions are used to verify in-
tegrity of a message or stored data by calculating a
fixed-size number for a data stream.

Around a quarter of the studied proposals (see Table 2)
use hash values to protect messages with medical data.
Almost half of these proposals use one of the following
hash algorithms: SHA-1, SHA-256, MD5, cyclic redun-
dancy check (CRC) and digests, while the other half use
Message Authentication Codes (MAC) [5,27,33-35,69].

A different approach is to use external resources to
support integrity checks of stored data. One option is
to delegate integrity evaluation, of information stored in
external servers, to cloud computing services [23].

Session Management: Replay attacks can be prevented
by using session identifiers, such as random num-
bers [17, 30, 60,66, 70] and timestamps [6, 22, 27], or
by attaching a device ID and a data counter to every
message to keep track of arrived messages and avoid
repeated ones [5]. It is worth mentioning that only
using a device ID and a counter is a technique that
may be vulnerable to some attacks, as these values
can be guessed.

One of the studied proposals [52] uses databases to store
hash values of every received message. If the hash value
of an arriving message already is in the database then the
message is discarded. Alternatively, in [68], a sequence
number is added to every message to track repeated or
missing packets in a communication session. Channel
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characteristics may also be evaluated to find anomalies.
If an anomaly is detected, then suspicious packets are
jammed.

3.4 Availability

This security requirement, in a BAN, aims to guarantee
that data and devices are available whenever they are
needed. Physiological and medical information must be
available when needed and during emergencies for doc-
tors, nurses and paramedics [31,32,47,48]. Each and ev-
ery component must be available; if a network does not
have enough capacity to transfer all packets, then servers
cannot receive data on time [38,47]. If other components,
like sensors or servers, are compromised then information
cannot be generated or received and warnings cannot be
generated.

This requirement is the least studied; only a few of the
considered works use protocols to avoid attacks on avail-
ability, like Denial-of-Service (DoS) attacks. Two meth-
ods were proposed to detect and mitigate these attacks.
In the first one, Adaptive Network Profiles, authors cre-
ate profiles of normal behavior based on different network
characteristics like QoS (Quality of Service), traffic pat-
terns and power consumption [2,53]. To detect abnormal
behavior, the network is constantly monitored, if an atyp-
ical behavior is detected, such as a decrease on QoS or
increase in energy consumption, then corrective actions
are performed.

The second method works by controlling high energy
consumption tasks [24,44]. DoS attacks tend to rapidly
drain sensor’s resources; data transmission tasks are par-
ticularly expensive in energy consumption [44]. To avoid
DoS attacks that send high amounts of data, authors cre-
ated procedures based on proximity; sensors will share
information only with devices that are close to the hu-
man body. Data transmission only occurs in specific sce-
narios at controlled environments, thus reducing energy
consumption.

While the first approach is designed to protect com-
ponents and communications in the beyond part of a
BAN, the second one is designed to protect the intra-
BAN part. Both approaches should be managed within a
single framework to guarantee consistency and protect a
BAN as a whole.

Authentication procedures also consume more power
than other tasks. To avoid battery draining in this case,
an approach suggests using profiles; devices only accept
communication from predefined devices at specific loca-
tions and times [24].

3.5 Software correctness

Sensors and implantable medical devices are controlled by
software, and there is always a probability of having soft-
ware bugs [47]. The Medical Device Recall Report, writ-
ten by the US Food and Drug Administration (FDA) [16],
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Figure 2: Distribution of works according to ad-
dressed BAN communications (Intra-BAN, Inter-BAN
and Beyond-BAN communications)

Table 3: Works that secure specific BAN components;
Most of the available works focus on sensors and personal
servers

Secured BAN Component | # of Works %
Sensors 13 27.65%
Sensors and Personal Server 25 53.19%
Personal Server 0 0%
Personal and External Server 4 8.51%
External Server 1 2.12%
External Server and Cloud 1 2.12%
Cloud 2 4.25%
Sensors, Personal and 1 2.12%
External Server

Total 47

states that software design flaws due to lack of proper test-
ing procedures caused the recall of 429 devices. Software
design flaws is the main reason to recall devices.

Furthermore, the entire lifecycle of these programs
should be managed, not only their design and testing
phases. Firmware and software updates must have ad-
equate procedures to prevent the deployment of external
firmware or software that may harm or allow unauthorized
access to sensors and medical devices [21]. However, we
found that none of the studied references consider this
aspect.

4 Architecture Analysis

As already mentioned, we classified the studied proposals
according to the BAN components they consider and the
communications they protect. Table 3 classifies the works
based on protected components, while Figure 2 classifies
them based on protected communications. Around half
of the studied proposals protect two BAN components:
sensors and personal servers and their communications.
The interest in Intra-BAN and Inter-BAN communica-
tions may be explained because the devices that perform
these communications (sensors and actuators) have pro-
cessing and storage restrictions that have been addressed
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but are not completely solved. Additionally, these devices
use recent technology, presenting new security issues that
need to be considered.

In some BAN implementations, sensors may communi-
cate among themselves, not only with the personal server.
Around a fifth of the proposals (21.2%) address security
of this kind of communications (Intra-BAN communica-
tion).

None of the proposals exclusively addressed security
of personal servers. This situation may be explained as
personal servers are not used for information-gathering or
storage tasks, but as gateways between sensors and exter-
nal servers. However, communications need to be secured
and Figure 2 shows that half of the proposals (53.1%)
secure communications that involve personal servers.

Few proposals address external servers. This is ex-
pected as personal servers usually have good processing
and storage capacity. Consequently, traditional security
solutions could be used. However, a comprehensive BAN
solution must be able to integrate traditional solutions
and solutions for devices with restricted resources like sen-
sors and actuators.

We also examined if the proposals considered single or
multi-user environments. The proposals that secure a sin-
gle BAN, one that only involves one patient, are consid-
ered as single-user environments. 83% of the authors con-
sider this configuration. On the other hand, a multi-user
environment involves multiple patients, their sensors and
personal servers send information to a centralized server,
typically, a hospital’s server. Only 17% of the proposals
considered this scenario.

Multi-user BAN environments are relevant because
they correspond to real health-care scenarios, like hos-
pitals. Some security issues that have not been explicitly
considered emerge in these environments; for instance,
a server will need to manage key-generation and key-
distribution for different patients.

5 Open Issues

Cloud Computing as a BAN Component: Considering
that BANs handle medical information and there are
privacy protection standards like The Health Insur-
ance Portability and Accountability Act (HIPAA),
BANSs must support the requirements standards and
legislation have defined. Due to these requirements,
the use of cloud computing might be controversial
in health related services, as protection and storage
of medical information partially depends upon third-
party infrastructures and policies.

Currently, cloud computing solutions are not commonly
included as part of BANs but are starting to appear. A
few of the studied projects considered cloud computing
to support medical studies. The focus of these projects is
protecting the communication channel between external
and cloud servers, and protecting the information stored
in the cloud.
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Table 4: Percentage of proposals that consider single-user
and multi-user environments.

Environment | # of Works | Percentage
Single-user 39 82.9%
Multi-user 8 17.1%

The proposals presented in [23] and [36] use cloud as
a supporting tool to check integrity of a patient’s med-
ical information. Other authors secure the communica-
tion channel between a BAN and the cloud; for example,
in [20] the authors propose a Multi-valued and Ambigu-
ous Scheme to create a cryptographic system, based on
secret keys, in order to perform this task.

One proposal addresses the need to support authoriza-
tion in the cloud; different users should have access to dif-
ferent data according to their particular roles [57]. How-
ever, we need more works that study how to support au-
thorization and authentication to grant access to medical
records stored in the cloud.

Sensors are the focus of the majority of proposals: As
Table 3 shows, most of the projects address security
of sensors and personal servers, these are the main
topic because the addition of software to control sen-
sors and their role as part of BANS is relatively new.
On the other hand, how to comprehensively secure
external servers and cloud services that belong to a
BAN and store medical data is not a well explored
subject.

Multi-user Environment: Most of the studied works pro-
tect a single BAN architecture for one patient. They
do not consider multi-user BANSs, like in the case of
a hospital that collects and stores medical informa-
tion from several patients and must provide different
types of access for different physicians and nurses. A
few of the authors deal with multi-user environments,
and only a small part of these (17.1%, see Table 4)
use and try to secure cloud resources [20,23, 36, 65].

Authorization: Few works consider this subject. One
work proposes implementing role-based authoriza-
tion for personal servers [27], while another one pro-
poses using profiles, based on information like prox-
imity, to allow access to sensor data [44].

Software Correctness: None of the studied works pro-
poses mechanisms to check software correctness. As
previously mentioned, according to the US Food and
Drug Administration (FDA), software is the main
cause for medical devices recalling [16]. This situa-
tion happens due to poor procedures to handle soft-
ware design, update and testing. Therefore, it seems
necessary to build methodologies and frameworks to
support the development of correct and secure soft-
ware.
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Comprehensive Approach: Most of the analyzed propos-
als address security of one or two BAN components,
they however do not consider the remaining compo-
nents. None of the studied works addresses the en-
tire environment in a comprehensive way, considering
features and requirements across all the components.
This view is needed as the security requirements of
the collected data do not change depending on the
component holding them.

6 Conclusions

In this paper, we made a bibliographic review of security
requirements and proposals for BAN architectures. We
identified the usual security requirements: Confidential-
ity, integrity and availability, as well as others like au-
thentication, authorization, data freshness and software
correctness.

There are various proposals that address these require-
ments. We classified them according to the BAN compo-
nents they protect: sensors, actuators, personal servers,
external servers and cloud services; and according to the
communications they protect: intra-BAN, inter-BAN and
Beyond-BAN. We found that most of the studied propos-
als only consider one or two BAN components.

We found that approximately 80% of the studied pro-
posals exclusively focus on securing sensors and/or per-
sonal servers. The remaining proposals, around 20%,
secure external servers and cloud services. Only one
proposal considered all components. We argue that a
comprehensive view is needed for several reasons. First,
the security requirements of medical related data do not
change according to the part of the BAN that is hold-
ing them. Second, deployed solutions must consider the
particular aspects of Intra-BAN, Inter-BAN and Beyond-
BAN contexts and communications, but they must be
consistent; for example, if a sensor (intra-BAN compo-
nent) needs to communicate with a personal server (Inter-
BAN component), they must establish a protected com-
munication channel. Similarly, a personal server must
protect its communications with external servers. Third,
a BAN must handle the life cycle of all the algorithms its
components run. Finally, when considering a multi-user
environment, a BAN external server will need to support
security guarantees for several patients.
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