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Abstract. Motivated by the impact of fast algebraic attacks on stream ciphers, and recent constructions using a
threshold function as main part of the filtering function, we study the fast algebraic immunity of threshold functions.
As a first result, we determine exactly the fast algebraic immunity of all majority functions in more than 8 variables.
Then, For all n > 8 and all threshold value between 1 and n we exhibit the fast algebraic immunity for most of
the thresholds, and we determine a small range for the value related to the few remaining cases. Finally, provided
m > 2, we determine exactly the fast algebraic immunity of all threshold functions in 3- 2" or 3-2"" 41 variables.
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1 Introduction

In 2003, Courtois [Cou03] introduced the fast algebraic attacks, showing their impact on filtered LFSR
constructions. Since then, these attacks such as the families of algebraic attacks [CMO03, |AL16] are taken
into account when estimating the security of stream ciphers. The complexity of fast algebraic attacks
has been studied in different works (e.g. [Arm04, [HR04, I ACG™06]]) and it led to the concept of Fast
Algebraic Immunity (FAI), a cryptographic criterion of Boolean functions. For filtered LFSR constructions,
the FAI of the filtering function enables to determine the complexity of these attacks on the encryption
scheme. For more recent stream cipher constructions such as filter permutators [MJSC16], improved filter
permutators [MCJS19b], or Goldreich’s pseudo-random generators [[Gol0Q0], the FAI can be used to bound
(from below) the attack’s complexity. These stream cipher constructions designed for efficient homomorphic
evaluation, and the successive studies of the PRG’s variant in NCO, led to consider simple Boolean functions
where a component is a threshold function ((MCJS19a, HMR20], [AL16,/AL18]). In both cases, determining
the fast algebraic immunity of threshold functions allows to derive attacks’ complexity on the whole
construction.

For filter permutators [MJSC16] and in improved filter permutators [MCJS19b], the complexity of the
fast algebraic attack is used as a lower bound for the complexity of different attacks of the algebraic kind on
these stream ciphers. Denoting by n the key size and by f the filtering function, the (time) complexity of
the fast algebraic attack is (’)(nFA'(f )). In [MCJS19b], attacks combining guess and determine strategies and
(fast) algebraic attacks are considered and the algorithm used to estimate the security of a FiLIP instance
uses the FAI of functions obtained from the filtering function. More precisely, the principle of the algorithm
is to combine the probability of obtaining a particular function from f by guessing ¢ variables and the
probability of such function to have a FAI of at most k. The overall complexity is finally obtained with a
trade-off between the number of guesses needed and the complexity of the fast algebraic attacks mounted
on the obtained functions. The XOR-MAJ functions proposed in [AL16, [AL18]| to instantiate Goldreich’s
PRG, considered in [MCJS19al] and implemented in [HMR20] for FiLIP stream-cipher, are the direct sum
of a linear function and a majority function (a sub-case of threshold function). The FAI of such functions
is at least the one of the threshold part, hence when f is a XOR-MAIJ function, determining the FAI of
the majority part gives a lower bound on the complexity of the fast algebraic attack. When variables of a
XOR-threshold function are fixed, the obtained function is still the direct sum of a linear function and a



threshold function: a XOR-threshold function. Hence, determining the FAI of threshold functions and using
the security estimation algorithm of [MCJS19b] (Section 4.5) gives a lower bound on the complexity of a
fast algebraic attack with guess and determine when the filtering function is a XOR-threshold function.

Threshold functions are a sub-family of symmetric Boolean functions, which means that the output is
independent of the order of the input binary variables. The n-variable function with threshold d gives 0 when
less than d of its inputs are equal to 1, and 1 where d or more are equal to 1. These functions appear in various
domains, for example as functions easy to evaluate with branching programs. Symmetric Boolean functions
have been the focus of numerous studies in cryptography such as [MS02, [(Car04, |(CVO05, IBPOS! |QFLWO09,
CL11,IGGZ16], with a particular interest on the sub-family of majority functions: threshold functions where
d=mn/2.

Few results are known for the fast algebraic immunity of threshold functions, lower bounds in general
and exact results only for cases of majority functions. In [CM19, ICM20] various Boolean criteria are
investigated on the whole family of threshold functions, in order to guarantee security bounds for filters used
in stream ciphers following the improved filter permutator paradigm [MCJS19b]]. The exact nonlinearity,
resilience and Algebraic Immunity (AI) of threshold functions is provided, and a lower bound on the fast
algebraic immunity is derived from the algebraic immunity: for all Boolean function f the FAI is at least
Al(f) + 1. We will see that this bound is almost never tight for threshold functions. Regarding the FAI of
majority functions, one fundamental result in this area comes from [ACG™06], which gives an upper bound
on the FAI of all majority functions, proving that despite having optimal algebraic immunity these function
cannot reach an optimal FAIL Then, two works exhibit the exact FAI for two families of majorities. Writing
each integer n as 2™ + 2k + ¢, such that 0 < k < 2m=lande € {0, 1} [TLD16] handles the case k = 0,
for the two possible values of €. For m > 2, [CGZ19] determines the FAI for the case £ = 1. The last result
in this line comes from [M¢al9]], where for m > 2, the FAI is exactly determined for all values of k£ such
that 0 < k < 2m2,

1.1 Our contributions

Our first contribution is to finish the characterization of the fast algebraic immunity for the whole family of
majority functions. We show that for values of n such that k& > 2™~2, the FAI equals 2™ + 2. This result is
mainly obtain by combining two properties. First, we use the simplified algebraic normal form of threshold
functions to show that these functions have degree 2™. Then, we determine the minimal degree of a function
g such that the degree of the product g - o9: is lower than the sum of the degrees (where o9¢ denotes the
elementary symmetric function of degree 2¢). Combining these results, we show that degree one functions
lead to an FAI of at most 2™ + 2, and other properties of threshold functions allow us to prove that this value
is minimal. Our results on the FAI of majority functions are summarized in Corollary [I}

Generalizing to threshold functions, we exhibit the exact fast algebraic immunity for various ranges of
thresholds (values of d) for all n, covering most of the values of d. These results are obtained by developing
different bounds. The results on o= previously mentioned are used to determine the FAI for values of
d close to n/2 for the case k > 2™~ 2. The gap technique, introduced in [Méal9] is extended to show
lower bounds for the degree of product of threshold functions by any low degree function. We generalize
the approach of [ACGT06] giving the upper bound in the case of majority functions. We determine the
minimal degree allowing to derive an upper bound on the FAI by considering only homogeneous functions.
We identify intervals where these lower and upper bounds can be combined to exhibit the FAI, it gives exact
results for thresholds in the neighborhood of /2 when k < 2m=2_and for thresholds greater than 2™ when
k > 2m2. Considering these bounds jointly with other structural properties of threshold functions, we
determine the value of the FAI for the extreme values of d. Summing up these different approaches, the fast



algebraic immunity is fully determined for all d when 7 is such that k = 2~2 and m > 3, as summarized
in Corollary [2| We summarize the results for all values of d for all n > 8 in Theorem (1} providing a lower
and an upper bound for the small ranges where the FAI is not exactly determined.

1.2 Paper organization

In Section 2] we give some background on Boolean functions and cryptographic criteria, with a special focus
on the properties of threshold functions which are used in the following parts. In Section [3] we develop
and prove the different lower and upper bounds on the fast algebraic immunity of threshold functions. In
Section 4] we combine the different bounds to give the main theorem and corollaries, and we illustrate the
results for representative values of n. We conclude in Section [3]

2 Preliminaries

In addition to classic notations we use [n] to denote the subset of all integers between 1 and n: {1,...,n}.
For readability we use the notation + instead of & to denote the addition in F3 and ) instead of . We use
log to refer to the logarithm in basis 2.

Let v € ], we refer to the element v as a Boolean vector of length n or as an integer in [0, 2" — 1], we
denote its coefficient v; (for i € [0,n — 1]). When we consider v € F4 as an integer we refer to ?;01 v; 28,
The Hamming weight (or weight) of v is wy(v) = #{v; # 0|i € [0,n — 1]}. We denote T € F4 the
complementary of v: Vi € [0,n — 1], v; = 1 — v;.

We often write the integer n as 2™ + 2k + ¢, where m, k, € are integers such that m < 1,0 < k < 27!
and € € {0, 1}. Note that this decomposition is unique for n > 2.

2.1 Boolean Functions, and partial order over F%
Definition 1 (Boolean Function). A Boolean function f with n variables is a function from [ to Fs.

Definition 2 (Algebraic Normal Form (ANF)). We call Algebraic Normal Form of a Boolean function f

its n-variable polynomial representation over Fy (i.e. belonging to Fa[x1, ..., x,) /(23 +21,. .., 22 +2p)):
=Y w (H ) Sy,
IC[n] el IC[n]

where at € Fo.

Definition 3 (Order <). We denote < the partial order on F% defined as: a = b < Vi € [0,n—1],a; < b;,
where < denotes the usual order on 7 and the elements a; and b; of Fy are identified to 0 or 1 in Z.

Property 1 (Corollary of Lucas’s Theorem (e.g. [Car20])). Let u,v € [Fy:

ujv<:><v>zl mod 2,

U

where the binomial coefficient refers to the integers whose binary decomposition corresponds to u and v.



2.2 Algebraic Immunity and Fast Algebraic Immunity

Definition 4 (Algebraic Immunity and Annihilators). The algebraic immunity of a Boolean function f €
B, denoted as Al(f), is defined as:

Al(f) = r;;g{deg(g) | fg=00r(f+1)g=0},

where deg(g) is the algebraic degree of g. The function g is called an annihilator of f (or f + 1).
We also use the notation AN( f) for the minimum algebraic degree of nonzero annihilator of f:

AN(f) = l;fl;g{deg(g) | fg=0}.

Property 2 (Algebraic Immunity Properties (e.g. [Car20l)). Let f be a Boolean function:

— The null and the all-one functions are the only functions such that Al(f) = 0,
— For all non constant f it holds that: Al(f) < AN(f) < deg(f),

- AI(f) <[5

Definition 5 (Fast Algebraic Immunity (e.g. [Car20])). The fast algebraic immunity of a Boolean function
f € By, denoted as FAI(f), is defined as:

FAI) = min {2AI(7), | min | deg() + deg( 0]}

Due to the formulation of the FAI as a minimum, we introduce two quantities to simplify the notations,
in term of bounds A and B.

Definition 6 (Bounds A and B). Let f € B, a,b € [n], we denote:

A(f) =2AI(f) and BL(f)= L [deg(g) + deg(fg)]-

By definition we have FAI(f) = min{A(f), B?I(f)_l(f)}. When a = 1 and b = Al(f)—1, we simply denote
BL(f) as B(f).

Property 3 (Fast Algebraic Immunity Properties (e.g. [Car20])). Let f be a Boolean function:

- FAI(f) = FAI(f + 1),
- FAI(f) <n,
- FAI(f) > AN(f + 1) + 1.

Remark 1. The last item comes from the fact that deg( f¢) is equal to or greater than the degree of AN(f+1)
since by construction fg¢ is a nonzero annihilator of f + 1.

2.3 Symmetric Functions

Symmetric functions are functions for which the output is independent of the order of the inputs. In the
Boolean case they have been the focus of many investigations e.g. [Car04, |[CVO05l IDMSO06, |QLF07, SMO7,
QFLWO09]. These functions can be described more succinctly through the simplified value vector, or as a
sum of elementary functions.



Definition 7 (Simplified Value Vector). Let f be a symmetric function in n variables, we define its
simplified value vector:

Sf = [’wo,wl, e ,wn]
of length n + 1, where for all x such that wy(xz) = k we get f(x) = wy, i.e. wy is the value of f on all
inputs of Hamming weight k.

Definition 8 (Elementary Symmetric Functions and Simplified ANF). Let n € N*, leti € {0,--- ,n},
the elementary symmetric function of degree i in n variables, denoted c;, is the function which ANF contains
all the monomials of degree © and no monomials of other degrees.

The n + 1 elementary symmetric functions in n variables form a basis of the symmetric functions in n
variables. Any Boolean symmetric function f can be uniquely written as f = Y ;"  \io;, where \; € Fa.
This representation is called the simplified ANF of f (SANF) and the \; are the simplified ANF coefficients.

We define the sub-family of threshold functions, and the special case of majority functions:

Definition 9 (Threshold and Majority Function). For any positive integers d < n + 1 we define the
Boolean function T g, as:

Ve e Fy, Tgn(x)=
2 d’n( ) 1 otherwise.

{o if wn(z) < d,

We call the n-variable majority function MAJ,, the threshold function with d = [(n + 1)/2].

Note that for a threshold function, we have wy = 0 for £ < d and 1 otherwise, so the simplified value
vector of a threshold function T, is the n + 1-length vector of d consecutive 0’s and n + 1 — d consecutive
1’s. In the case of n even, the choice of Tg+1,n or Tg,n as the majority function is arbitrary, some papers
considers the second choice. Note also that the extreme values d = 0 and d = n + 1 correspond to the two
constant functions, since their Al and FAI is already known for all n, we focus our study on the threshold
functions such that d € [n]. We recall different properties of threshold functions that will be used later in the

paper.

Proposition 1 (Extended Affine Equivalence of Threshold Functions (e.g. [Méal9] Proposition 1)). Let
n € N*and d € [0,n + 1], for all x € FY let 1,, + = denote the element (1 + x1,...,1 + x,) € FY, then
the following relation holds for T g, and T,,_q11 n:

Ve € Fy, 1+ Tyn(ln +2) = Tuogrin().

In other words, T4, and T,_g441, are extended affine equivalent, then for non constant threshold
functions (i.e. d € [n]) they have the same degree, algebraic immunity, and fast algebraic immunity.

Proposition 2 (AN and Al of Threshold Functions ((MCJS19a] Lemma 10)). Let n € N* and d € [n],
the threshold function T4, has the following property:

AN(Tgpn)=n—d+1, AN(1+4+Tg,)=d, and Al(Ty,)=min{d,n—d+ 1}.

Proposition 3 (Algebraic Normal Form of Threshold Functions ([Méa19], Theorem 1)). Let n and d be
two integers such that 0 < d < n, let D = 21°841 We denote the sets Sq = {v € [0,D —1]|v < D —d} =

{veFI®N |y <=1}, and Sy, = {kD+d+v |k € N,v € Sg}N[n] = {kD—v|k € N*,v € S;}n[n].
The algebraic normal form is given by:
Td,n = Z ;.

iEden

4



3 Fast algebraic immunity and bounds

In this section we give different bounds on the FAI of threshold functions. First we give two bounds coming
directly from the value of the AN and Al of threshold functions. Then, we derive two lower bounds, in
Subsection |3.1| we obtain a lower bound for threshold functions of degree a power of two, using the result
of [LR81] on the rank of particular binary matrices. In Subsection 3.2] we generalize the gap technique
introduced in [Méal9] for majority functions to give a lower bound for most of the threshold functions.
Finally, in Subsection we determine an upper bound by extending the result of [ACGT06] on majority
functions, focusing on the degree obtained by multiplying by low degree homogeneous functions.

First, note that due to Proposition [I] for n fixed knowing the fast algebraic immunity of half of the
functions is sufficient to know the value for all. Accordingly, writing n as 2" + 2k + ¢, we focus on the
values of d such that d > 2™~ + k + 1.

Proposition 4 (AI and AN bounds). Let n € N*, n = 2™ 4 2k + ¢ where m > 2,0 < k < 2™ ! and
e € {0,1}. Let d,t € N such that d = o=l 4 k4 14+t,and0<t<2mlik—1+c¢ the following
holds:

A(Tgn) =2"+2(k—t)+2e, and B(Tgn) >2""'+k+t+2

Proof. From Proposition [2| the Al is given by n — d + 1 when d is greater that the half, it directly gives
the result for A. The second part corresponds to the third item of Property [3; deg(gT ) is at least d (from
Proposition 2) and deg(g) is at least 1. O

3.1 Power of two degree threshold functions and lower bound

In this part we show that the bound on B can be improved by & when the degree of T, ,, is equal to 2™.
Due to the periodicity of the SANF of threshold functions, when n is fixed a considerable proportion have a
degree which is a power of 2. Then, studying the minimal degree of a function g necessary to decrease the
degree of the product g - o9t (with ¢ € N*) will have an influence on several threshold functions. In a first
time we determine the threshold functions of degree 2™ in n = 2" 4 2k + ¢ variables. In a second time we
examine the conditions for decreasing the degree of the product. Finally, we give a lower bound on B for
these cases.

Proposition 5 (Threshold Functions of degree 2™). Let n = 2™ + 2k + ¢, t € N such thatt < 2™ 1 +
2k + €. The following holds:

deg(Tom-144,) =2" <=2k +e—2" 1 <t <2m L

Proof. We use the characterization of Proposition [3| with d = 2! 4+ ¢. If t > 2™~ then d > 2™ and
d € S5, by construction so deg(T4,,) > 2™ (Note that when d € [0, n], o4 is always part of the SANF).
If t < 2™~ then D = 2™ is the period of the SANF of this threshold function. Accordingly to the
definition of the set Sy ,,, the first element in its period has congruence d modulus D. Then, since 2™ < n,
Tan has degree 2™ if and only if n < D + d, which corresponds to 2k + ¢ < 2m=1 4 ¢ hence t >
2k +e—2m1, O

Remark 2. Note that it applies for t > k + 1, it means that the higher half of the threshold functions up to
threshold 2™ are all of degree 2™.

In the following, we use the ANF representation to study the degree of the product of an elementary
symmetric function by a low degree function.



Lemma 1 (Decreasing degree condition). Let n, ¢ € N*, i < n for all Boolean function g in n variables
such that deg(g) < n — 1, if deg(g - 0;) < ¢ + deg(g) then:

VIC[n]|[I| =i+deg(g), > as=0,

JcI
|J|=deg(g)

where a j are the ANF coefficients of g, and the sum is performed modulo 2.

Proof. Let us write g, 0; and the product h = g - g; in their ANF representation:

g= > ap’, oi=> 3", h= > byl

|J|<deg(g) |I]=i |J'|<i+deg(g)

Then:

D SR B 5 Sr I DU B SR P2
17| <deg(g) = || <itdeglg) \ 1.7 |10I=7
[T]=i,|J|<deg(g)
The algebraic degree of h is lower than i + deg(g) only if all ANF coefficients b for J' C [n], |J'| =
i + deg(g) are null, which gives the final result.

O]

Note that finding functions of degree ¢ having this property of decreasing the degree of the product
corresponds to solve a system of (i:fe) equations (one for each subset I of size ¢ + i) and (?) Boolean
unknowns (one for each subset J of size £). This system has a very structured form: the a; appearing in the
equation relative to / are such that J C I and |.J| = £. It corresponds to the incidence matrix of ¢ subsets
versus £ + i subsets of [n]. This binary matrix of size (Z) X (zi g) has the rows indexed by the ¢-subsets .J
of the set [n] and the columns indexed by the (¢ + )-subsets I, and the entry relative to J, I is equal to 1 if
J C I and to 0 otherwise. The rank of such matrices, thereafter denoted My ¢ ;, over o has been studied
in [LR&1[], we recall their result and we show how to deduce bounds on the FAI of threshold functions from

1t.

Lemma 2 (Subsets incidence matrix rank ([LR81], Theorem 1)).

Let i, 0,n € N* for s € N* we define b(s) = S as the unique set of non-negative integers for which
s = Y .cg2" We define D = b(i), for a function f : D — ZT we define f(D) = 3. . f(x). For
n > 20 + i the rank of My ¢1; over Fy is:

> (@ <£ - Zx; f(m)29”> '

f:D—Z+

Due to the periodicity of the SANF of threshold functions, we are particularly interested in the case
i = 2!, and more specifically on the conditions on ¢ such that the degree of the product cannot decrease.

Lemma 3. Lett € N*, for all integers ¢ and n such that 0 < { < 2t=1 > 9ty 20 for all non null Boolean
function g in n variables of degree £:

deg(g - o9t) = 2" + L.



Proof. First, we determine the rank of the subsets incidence matrix in this case using Lemma Since i = 2!
it gives D = {t}, and since n > 2' + 2/ we are in the case where the theorem applies to determine the rank
of M, 2,2t 40+

k(M) = 5 O(, )

f{t—z+

D being reduced to a singleton the rank formula is simpler than in the general case. Furthermore, £ < 2¢,
then the binomial is non null only in the case f(¢) = 0, which allows to conclude:

k(M) = (10,5 o) = (3):

In this case, the rank equals the number of rows of M, or equivalently the system of equations of
Lemmahas rank (;), the number of unknowns. Note that {V.J C [n], |J| = ¢, a; = 0} is a solution of:

VIC[n]|[I]=2"+¢ ) a;=0.

JcI
[J]=¢

Since the system of equation has rank (Tg) it is the unique solution, then any other value of the coefficients
a s implies that for at least one of the equations indexed by I of size 2¢ + ¢ the sum is non null.

Then, we combine this result with the relation on the ANF representation according to Lemma [I] For
any non null function g of degree ¢ at least one ANF coefficient a; with |J| = £ is non null by definition of
the degree. It implies that there exists at least one subset I C [n] of size 2! + ¢ such that hy = 1 where hy is
an ANF coefficient of h = g - o9:. Hence, using Lemma deg(g - ogt) = 28 + £.

O

Combining Lemma and Proposition we can derive a new lower bound for B’f and then for B.

Proposition 6 (Power of 2 Degree Bound). Let n = 2™ + 2k + ¢, t € N such that 2k +¢ — 2" 1 < ¢t <
2m=1 The following holds:

BY (Tom-141,) =27 42, and B(Tom-1,,,) > min{2™ +2,2""' +¢+k+1}.

Proof. From Proposition writing d as 2" + ¢, we have Ty, = f + o9m where deg(f) < 2™. If we
consider functions g of degree in [k] we can apply Lemma on ogm. It results that for any function g such
that deg(g) € [k] we obtain deg(g - Tan) = 2™ + deg(g). Therefore, Bf = 2™ + 2 and it is reached for any
function of degree 1. Also, using Remark since AN(1+ Tg4,,) = d by Proposition B?_'ﬁl >d+k+1,
ie. 2™t 4 k41

O

3.2 Gap strategy and lower bound

In this subsection we generalize the gap strategy developed in [Méal9|]. The principle consists in finding
a gap in the simplified algebraic normal form of a threshold function, an interval in which the SANF
coefficients are all null. Then, the threshold function T, can be partitioned in two, on part which degree is
lower than the bottom of the gap, and the remaining part with all monomials of degree higher than the top
of the gap. When the higher part can be identified with another threshold function T4 ,,, for all functions g



of degree lower than its Al we can use that deg(g - Ty ,) > d'. If the degree of g is also smaller than the
size of the gap, it can result in a better bound on B(T,,) than the one of Proposition

In [Mé&al9] the gap strategy is developed for the case of majority functions i.e. d = 2™~ 4 k + 1, and
particularly for k& < 2™~2 where the bound obtained for B is proved to be tight.

We begin by showing a particular gap in the SANF of most of the threshold functions. The SANF
of a threshold function T, is periodic, of period 2Mlogd] and the SANF coefficients equal to one have
congruence in [d, 2log d]] modulus 2/'°891 (see Proposition , we highlight the bigger gap in this specific
range. Due to the periodic structure we only need to study the SANF of the function on [d, 2log ‘”]. We
introduce an extra definition to simplify the notations of the lemmas of this subsection.

Definition 10 (Binary Vector and Highest Zero). Let u,t € N such that 0 < u < 2! — 1. We write w in its
binary decomposition, u = Zf;é u; 2, where for all such i: u* € {0, 1} and we refer to its highest zero as:

h = i u; = 0},
2a() = max {i]u; = 0)
We also denote ug = Z?ito(u)_l ;2% and up = Zﬁ;ﬁh(u)ﬂ w; 20 = 2t — ghze(w)+1,

Remark that since u # 2! — 1, its binary decomposition has at least one *0’, which guaranties that hz;(u)
is well defined.

Lemma 4 (SANF and Gap). Let d,t, v € N such that d = 2t + u + 1, wheret > 2and 0 < u < 2t — 1.
Let us denote j = hz;(u). The following holds for T g n: SaN [up, 2] = {up,2’}, giving a gap of up in the
SANF.

Proof. In this proof we often identify the integers with their binary decomposition, and use the partial order
of Definition |3} First, we determine the set Sy for a function of threshold d. Using Proposition [3} since d =
2t +u+ 1 the period of the SANF is 21081 = 2t+1 and Sy = {v € Fi™ |0 <d — 1} = {v € F4 |v < u}.

Then, we focus on the binary decomposition of u. By definition of u7 and up we have that u = ur+up
with up < 27 and u7p has binary decomposition 1~1=70/+1, Therefore, 7 = 01~/ 17p.

Finally, focusing on the elements of [tiz, 2], from the binary decomposition of %, g < w and 2/ < 7.
Nevertheless, for all v such that g < v < 2/ we have v £ ug, so v £ @. Hence, Sy N [up, 2] = {ug,2’},
and since g = 2/ — 1 — up, it gives a gap of up. O

The precedent lemma guaranties that all non extreme elements of the interval [ug,27], modulo the
period, have null SANF coefficients. With the same notations, we determine an interval where the SANF of
two threshold functions is identical, the one with threshold values 2! + « 4+ 1 and 2¢ + « + 27 + 1.

Lemma 5 (Threshold Functions and Coinciding SANF). Let d, t,u € N such that d = 2! +u 4+ 1, where
t>2and 0 <u < 2'—1andj = hz(u). The following holds: the SANF of T4, and T 4421y, coincide on
28 +u+ 1+ 27,207 4 2t 4] N [n).

Proof. We consider the sets related to these two functions: Sy, 11 and Sy, 95 1. By definition of j, we
have u + 27/ < 2, s0 d + 27 < 2!*! and then Propositiongives Sotyuraipr = {v € Fhlv 2 u+ 27}
From the proof of Lemma @ we know that Syt 1 = {v € F,|v < u}, and u = 0" '"/1up. Then,
Sotiyi9ir1 C Satiyy1 and the elements of Sy, greater than or equal to 27 are not in Sy w294
Using the second characterization of Sy 9; ,,, the two threshold functions have the same SANF on [20F1 —
27 + 1,281 N [n], and 2871 — 27 +1 < d+ 27 (since d = 21+ — 27F1 + yp + 1). Moreover, since in both




case the period is 2/!, the SANF coefficients are null on the interval |2/, 201 + min{d,d + 27} — 1] =
]225—1—17 2t+l + 2t + U]
O

Combining Lemma 4] and Lemma 5| we can derive a new lower bound for BY and then for B, where r is
a quantity depending both on u and the algebraic immunity of second threshold function of the gap. Then,
we highlight the behavior of this bound for particular cases.

Proposition 7 (Gap Bound). Let d,t,u € N such that d = 2t +u + 1, where t > 2 and 0 < u < 2! — 1,
and j = hz;(u). Letn € N such that n € [d + 27,2%! + d — 1], we denote r = min{up, Al(T 419, ,) — 1},
the following holds:

BI(Tan) 22" +u+2'+2, and B(Tgn) 22" +u+r+2.

Proof. We begin by expressing T4, as a sum of two functions: T4, = f, + fp, where f, is composed
of all the monomials of degree lower than d + 27 and fj, is the remaining part, the monomials of degree
at least d + 27. Using Lemma [} since Sy N [2/ — up — 1,27] = {2/ — up — 1,27} the only non null
coefficients in the SANF of T ,, in [d + 2/ —up —1,d+ 2] ared + 2/ — up — 1 and d + 27. It implies
deg(fs) = d+ 2/ — up — 1. Then, we know from Lemmathat Jo = Tg495 ,, due to the restrictions on n,
and we can write Tgq,, = fo + Tgyoi -

For r defined as min{up, A(T ;95 ,) — 1}, for all function g such that 1 < deg(g) < r we get:

— deg(g - fa) < d+ 2/ since r < up and deg(f,) = d + 2/ —up — 1, .
— deg(g - Tyioipn) > d+ 27 since r < AT 4495 ,,) and AN(1 + T 495 ,) = d + 27 from Proposition

Consequently, deg(g- f,) < deg(g-fp) sodeg(g-Tq,) = deg(g- T 4425 ,,) and we can conclude: BY(T4,) >
2t 4+ 27 + 2. Moreover, r <up < 225028 +u+7r+2<2 +u+2/+2 and 2! + u + r + 2 is the
lower bound on B':,\J':ll given by AN(1 + Tot 4y 11.,), leading to B(Tg,) > 28 +w +r + 2.

O
In the following we focus on cases where r = up.

Proposition 8 (Gap Bound and Particular Cases). Let n € N such that n = 2™ + 2k + €, where m > 3,
0<k<2m ! ande € {0,1}. We consider two cases depending on the value of k:

L 0<k<2m 2 A
Letd,u € Nsuchthatd = 2™ ' 4u+1,u < 2™ ' ~landj = hz,_1(u). Ifup < k+27"1+(e—1)/2
then: '
BY2(Tyn) > 2™ Y +u+2" 42, and B(Tgn) >2" ' 4 u+up+2.

In particular, for u < 2™72, ifu < k +2™73 + (¢ — 1)/2 then:
B(Tagn) =21 +2u+2.

2. 2m 2 <k <2ml:
Letd,u € Nsuchthatd = 2™ +u+1,u < 2™ —1and j = hzp,(u). Ifup < k—2""142/"1+(e—-1)/2
then: '
BiZ(Tan) >2" +u+2"+2, and B(Tgy) >2" +u+up+2.

In particular, for u < 2™ Vifu <k —2m2 4+ (¢ — 1)/2 then:

B(Tan) > 2™ + 2u + 2.

9



Proof. We begin with the case k < 22, First, we show that n belongs to the appropriate interval relatively
to d to apply Proposition [7| For these values of k, d belongs to [27~! + 1,2™ — 1] and n belongs to
[2m, 2™ 4 2m~1 1], By definition of j, u+2/ < 2™~! —1hence d+2/ < 2™ < n, and since 2™ +d+1 >
2m 4 2m=1 1 2 > n, nbelongs to [d 4 27,271 + d — 1] then we can apply Propositionwith t=m—1.
With the notation 7 = min{up, Al(T 4,2, ,) — 1}, the proposition gives B} (Tg,,) > 2™ + u + 27 + 2
and B(Tg,) > 2™ +u+r+2.

In the following we show that if up < k + 2771 + (¢ — 1)/2 then up < Al(T;y9;,) — 1. From
Proposition Al(T gy i) =min{2™ 1+ 4427 +1,2™ 4 2k +e — 2™~ — 4 — 27}, From the definition
of j, up = 2™~1 — 271 hence decomposing u as 2" 1 — 27t + up we can rewrite Al(T 9 ,,) =
min{2™ -2/ +ug+1,2k+2/ +c—up}. Since j < m—2and k < 2™ 2, we can conclude Al(T 4,95 ,,) =
2k + 29 + ¢ — up. Thereafter:

, ~1 .
uB§k+23_1+€T<:)2uB§2k+29+5—1,

(:>u3§2k+2j+8—1—u3,
S upg < AI(Td+2j7n) —1.

Hence, we are in a particular case of Proposition [7| where = up, allowing to conclude B} (T4,) =
BY®(Tyn) > 2" ' +u+2 +2and B(Ty,) > 2" ' +u+7r+2 =21+ u+ up + 2. When
u < 2™2 it corresponds to hz,,,_1(u) = m — 2 and therefore ur = 0 and u = up, leading to B(T4,,) >
2=l L w4 ug+2=2""142u+2.

Then, we handle the second case: 22 < k < 2™~! The structure of the proof is the same as
for the first case, we begin by showing that n belongs to the appropriate interval relatively to d to apply
Proposition We focus on the constraint on up to prove n > d+2/. Ifug < k—2m"1 42171 4 (¢ —1)/2
then:

up <2k—2" 42 412 tug—2 +1<2k+e, (1)
Su+1+2 <2%+e, )
Sd+2 <M 4% +e=n, (3)

where Equationis obtained by using up = u — up = v — 2™ + 291 and Equationis obtained adding
2™ on both sides. Moreover, for these values of k,d > 2" +1andn < 2™T1 — 1 hencen < 2m*t1 44— 1,
which allows to conclude n € [d + 27,2™%! + d — 1] and we can apply Proposition (7| with ¢ = m. With
the notation r = min{up, Al(T 4,9 ,) — 1}, the proposition gives B} (Tq,) > 2™ + u + 2/ + 2 and
B(Tan) >2"+u+r+2.

In the following we show that if ug < k — 2™~ 4+ 2771 4 (¢ — 1)/2 then up < Al(T 4,9; ,,) — 1. For
these values of d and n we get d + 2/ > n/2 then Propositiongives Al(Tgigip) =n—d—2 +1=
2k —u—274¢ = 2k—2M+2/ —up+e, where the last expression is obtained by writing u as ug 42" —2/71,
Thereafter:

4 -1 .
uBSk—2m71+2971+8T<:>2uB§2k—2m+2]+€—1,

Sug<2%k—2"+2 4 e—1—upg,

Hence, we are in a particular case of Proposition [7| where » = wup, allowing to conclude B} (T4,) =
B (Tan) > 2" +u+2/4+2and B(Tqy) > 2" +u+7r+2=2"""+u+up+2 Whenu < 2™ 1, it
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corresponds to hz,,(u) = m—1 and therefore ur = 0 and u = up, leadingto B(T4,,) > 2" +u+up+2 =
2™ 4+ 2u + 2.
O

3.3 Homogeneous annihilators and upper bound

In this part we extend the approach of [ACG™06] to upper bound the FAI of majority functions in the goal
of applying it to the wider class of threshold functions. We first recall their result relatively to sufficient
conditions to upper bound the quantity B. Then we use it to derive upper bounds for threshold functions.

Lemma 6 (Symmetric Functions and Homogeneous Annihilators (JACGT06], Corollary 1)). Let f be
a symmetric n-variable Boolean function with simplified value vector sy, and for i, j integers in [0, n] define

Qi asai; = p_o (Z:i) w; mod 2. Let 1, s be integers such that v, s € [n], if Y i | a;r (?) < (Zf), then
there exist an homogeneous function g of degree r and a function h of degree s such that fg = h.

Proposition 9 (Homogeneous Function Bound).
Letn € N* such thatn = 2™ + 2k + ¢, wherem > 3,0 < k < 2™ 1 and e € {0, 1}. We consider two
cases depending on the value of k:

L 0<k<2m 2
Letd,u € Nsuchthatd = 2" ' +u+1,u < 2™t —1and j = hzy_1(u). fup >k — 1+ /2 then
B(Tan) <2 '+ u+up+2.
In particular, foru < 2™ 2 ifu >k —1+¢/2 then B(Tg,,) < 2™ 1 4 2u + 2.

2. 2m 2 < k< 2ml
Letd,u € Nsuchthatd =2" +u+1, u < 2™ — 1 and j = hz,,(u), the following holds: B(T4,,) <
2™ +u + up + 2. In particular, if u < 2™ then B(Ty,,) < 2™ + 2u + 2.

Proof. The principle of this proof is to determine conditions on up such that Lemma[6]can be used to show
the existence of functions g and h of degree r = up + 1 and s = d such that g - T4, = h, and then
use it to derive an upper bound on B(T,,). Applying Lemma @ requires to show S < R where S and
R are integers obtained by sums of binomial coefficients multiplied by the so-called a; ; coefficients of a
symmetric function. We organize the proof in three steps, first we will give a simpler expression of the a; ;
coefficients of threshold functions. Then, we will show how determining S reduces to determine a particular
set we will call X N Y. Finally, for the two cases (k € [0,2™721], and k € [2™22m~1 — 1)), we will
determine X N Y, the conditions on u p allowing to apply Lemma@ and the bound on B(Tg,,).

We begin by determining a simpler expression for the a; ; coefficients for a threshold function T,,.
From Definition E], Tgn is the symmetric function such that: w; = 1 < i € [d,n]. Therefore its a; ;
coefficients are given by:

wi=3 (= ()= () e () e

k=d k=d k=d
. . n—1 ,. . . . . .
1—5—1 1—j5—1 1—45—1 1—g—1

= 2 d 2.
<d—j—1>+ (;( k- ))*( n—j > <d—j—1 e

Then, we want to determine the a; ; which are not null, for ¢ € [d+1,n]and j = up + 1. We write d as
20+ u+1,0 <u < 2" —1 (where t = m — 1 or m depending on the value of k), and we note j = hz;(u)
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(see Definition which defines up and uy. Therefore the value of a;, for r = up + 1 is given by the

following:
—r—1 | —up — 2
am:l@(é : 1)51 m0d2(:><22t+uu3 1>El mod 2.
o -

By definition of j, 2! +up = 2!71 277! and then using Propertyai’r = lisequivalentto 201 —27+1 1 <
i — up — 2. The first integer has binary decomposition *1/=7=101/71: on the last ¢ + 1 elements only the
one corresponding to 2/*! is *0’. Hence, only the integers in the set X are covering this integer, where:

X={(+12 — 29 1 (¢4 1)2" — 1| e N}

Then, the values of i € [d + 1,n] such that a;, = 1 are the one such that i — up — 2 belongs to X NY
where Y = [d — up — 1,n — up — 2]. We denote:

° n n n 2M + 2k + ¢
)5 () ()2

i=d+1 ili—up—2€XNY

Using Lemma [6] if S < R then there exist g of degree 7 = up + 1 and h of degree s = d such that
gTan = h. The two cases k € [0,2""2 — 1] and k € [2™22m~1 — 1] give different sets X N'Y and
consequently different cases for the relation between S and R, hence we consider the two cases separately
in the remaining part of the proof.

For k € [0,2™~2 — 1], this case corresponds to t = m — 1 hence:

XNY ={(£+1)2m =27 1, (0 +1)2" —1[L e N}N[2™ — 27 2™ 4 2k 4+ ¢ —up — 2].

Since k < 22 we get2m +2k+e—up —2 < 2™+ 2m=1 _ 9 hence the elements of X for ¢ > 1
are greater than the elements of Y. For £ = 0, the integer 2™ — 2/+1 — 1 is smaller than the ones in
Y, therefore, only 2™ — 1 can be in the intersection. More precisely, X N'Y = 2™ — 1 is equivalent to
QM 4 2%k +e—up—2>2"—landtoup < 2k +¢ — 1. Otherwise X NY = 0.

Thereafter, if up < 2k + ¢ — 1 we obtain a; . = 1 where ! —ug—2=2"—1and

g 2M 42k +e\ 2M 4+ 2k + ¢
N 2m +up+1 - 2k +e—up—1 '

When 2k + ¢ —up —1 <up+1wegetS < RIfug >2k+e—1then XNY =(,and S = 0
giving S < R. The condition 2k +¢ —up — 1 < up + 1 is equivalent to up > k — 1 + (¢/2), and since
2k +e—1>k—1+ (¢/2) we can regroup these two cases: If up > k — 1 + (¢/2) applying Lemma [6] for
r = up + 1 and s = d proves the existence of g of degree up + 1 and h of degree d such that g T4, = h.
It directly gives the bound B(T4,,) < d+up + 1 = 2™ + u + up + 2. Furthermore, the case u < 22
gives up = u, hence if up > k — 1+ (¢/2) then B(Ty,,) < 2™ + 2u + 2.

For k € [2m~2,2m~1 — 1], it corresponds to ¢ = m hence:

XNY ={(+1)2mt — 2t 1 (¢4 1)2m L e Ny n 2" — 20T 9™ 4 9k 4 e —up — 2].

Note that 2+t — 2J+1 _ 1 is smaller than the elements of Y and since & < 2™, we obtain 2 + 2k +
e —upg — 2 < 2™+l _ 1 therefore all the other elements of X are greater than the elements of Y, hence
X NY = (. In this case S = 0 and applying Lemma@ since S < R there exists g of degree up + 1 and h
off degree d such that g T4, = h. Consequently, B(T4,) < 2™ + u + up + 2, and in the particular case
u < 2™~ where u = up it leads to B(Ty,) < 2™ + 2u + 2.

]
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In [ACG™06], Theorem 2 proves for the majority function f in n > 2 variables the existence of a
function h of degree d = |n/2] + 1 and a function g of degree e where ¢ = min{e > 0,e = d —2¢|i € N}.
In our terms, the majority function corresponds to the threshold d = 2m=1l 4 4+ 1,and for 0 < k < 2m2
fixing u = k in the particular case of item 1 of Proposition[9enables to retrieve this result. The main interest
of the extension is to determine exactly the FAI of several threshold functions by comparing this upper
bound with the lower bound given by Proposition

4 FAl of T,,, exact values and small intervals

In this part we combine the different bounds of Section [3|to determine the exact FAI of threshold functions
Tg . Writing the integer n as 2™ + 2k + ¢ with the restrictions used in the previous section, in a first time
we determine the values of d for which the FAI can be exactly known for k such that 0 < k < 2™ 2. Ina
second time, we focus on the values of n for which & is such that 22 < k < 2™~ For both cases, the
exact FAI can be determine when an upper bound and a lower bound on B are equal or when A can be proven
smaller. In the final part we sum up the different results, giving the exact FAI when it is possible or a narrow
range where it lives otherwise. We highlight the results on majority functions, and we give illustrations for
different values of n, representing the three different cases depending on the relation between k and 2™~ 2.

4.1 Exact values of FAI(T4,,), case 0 < k < 2m~2

The values of FAI(T,,,) for d in [1,2™! + k] can be determined from the one relative to d such that
2™ 4+ k 4+ 1 < d < n using the relation of Proposition |1} therefore we focus on the values in the second
half. We separate the cases d < 2" and d > 2". The bound of Proposition 4] allows to exhibit the FAI for
d>2m.

Proposition 10. Let n,m, k,d € N, wheren = 2™ + 2k +¢,m > 2,0 < k < 2™ 2 ¢ € {0,1}. For all
d e [27,n] FAI(Ta,) = 2(n — d + 1).

Proof. Using the notations of Proposition 4{d = 2! 4+ k + 1 4 ¢ and in this case ¢t > 27! — k — 1.
From the same proposition we can bound A and B. B > om=1l 4 pyoqpom=1l_ L _1>92m 41 and
A< 2m 4 2k —2(2m ! — k — 1) + 2¢ < 4k + 2¢ + 2. From the value of k, A < 2™ and therefore A
determines the value of FAI(T4,,).

O

The remaining values for d are in [2™~! + &+ 1, 2™], and all the corresponding threshold functions T,
have degree 2™. Hence, we can exhibit the FAI of some of them using Proposition [6]

Proposition 11. Let n,m, k,d € N, wheren = 2™ + 2k +¢,m > 2,0 < k < 2™ 2 ¢ € {0,1}. For all
de2™+1—k, 2™, letuswritedas 2™ + 1 — k +r, where 0 < r < k — 1. The following holds:

FAI(T ) = {A:Q(n—cH— 1) ifr z:a.k+g—2m*1 —1,

’ B=2"42 otherwise.
Proof. From Proposition @ since k < 2™~% we obtain that for ¢ € [0,2™7 1], B} (Tom-1,4,) = 2™ + 2,
and B(Tom-144,) > min{2™ + 2,21 + ¢ 4+ k + 1}. We determine when 2™ + 2 is certain to be the
minimum: 2™ + 2 < 2™~1 4 ¢ + k + 1 which leads to t > 2™~ — k + 1, and therefore B(Tan) =242
ford € 2™ +1 — k,2™].
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Finally, we study when A < B for d € [2" + 1 — k,2™], since k is smaller than 2M=2 the threshold is
greater than n/2 hence Proposition 2| gives A = 2(2™ + 2k + ¢ — 2™ — 1+ k —r + 1) = 6k + 2c — 2r.
The condition A < B is therefore equivalent to 3k +& — r < om—1 41, allowing to conclude.

O

Proposition [IT] refers to the cases where the bound of Proposition [f] is better than the bound of B of
Proposition 4] and tight. In the following we show that the bound of Proposition [6| combined with the value
of A enables to exhibit the FAI of more functions.

Proposition 12. Let n,m, k,d € N, wheren = 2™ + 2k +¢,m > 2,0 < k < 2™ 2 ¢ € {0,1}. For all
de [2m k14 (271 426 —2)/3,2™), let us write d as 2™~ + k+ 1 +t, where t > 0. The following
holds:
FAI(T 1) = {A_Q(n—d—i—l) ift > @—1+5,
' B=2"+2 otherwise.
Proof. From Proposition||since & < 22 we obtain that for s € [0,2™ 1], Bf(Tym-1,,) = 2™ +2, and
B(Tom-145,) > min{2™ + 2,21 + s + k + 1}. We determine when A is lower than or equal to B’,:‘L:ll.
With d = 2™~ + k + 1 + ¢, since d > n/2 from Proposition|2] A = 2(n — d + 1) = 2™ + 2(k — t) + 2e,
then A < B,é\_lfll gives 2™ + 2(k —t) + 26 < 2m~1 4 2k + ¢ 4 2, resulting in ¢ > (2™~ + 2¢ — 2)/3.
For these values, the minimum (which is sure to be reached) is A or 2" + 2, we determine when A is
minimal: 2™ + 2(k — t) + 2e < 2™ + 2isequivalenttot > k — 1 +¢.
O

We finish this part by combining the upper bound from Proposition [§] and the lower bound from
Proposition 9] showing that they are equal for thresholds close to the majority.

Proposition 13. Let n,m,k,d € N, where n = 2™ +2k 4+, m > 3,0 < k < 2™ 2 ¢ ¢ {0,1}.
Let u € Nsuchthatd = 2™ ' +u+ 1, ifk < u < min{k +2"3 + (¢ — 1)/2,2™"2 — 1} then
FAI(Tg,) =271 + 2u + 2.

Proof. We write d as 2™ ' +u+1,u < 2™~! —1 and define j = hz,,_1(u). Since we consider u < 2m~2—1
it gives j = m — 2, which corresponds to the particular case highlighted in the first item of Proposition [§]
and Proposition@ Since 0 < k < 2™ 2and u < k + 2™3 + (¢ — 1)/2 applying Proposition [8| we get
B >2m~! 4 2y + 2. Then, since 0 < k < 2™ 2and k — 1 +¢/2 < u < 2™ 2 applying Proposition@we
get B < 2m~1 4 24 + 2. These two results allow to conclude B = 271 + 2y + 2.

Since d > n/2, we know from Proposition 2 that A = 2(n — d + 1) = 2(2™ ! + 2k + ¢ — u)
2™ + 4k + 2 — 2u, and A < B is equivalent to u > 2™73 + k + (e — 1) /2, thereafter FAI(T4,,) = B(T 4
for all the values of u considered.

O

4.2 Exact values of FAI(Tg,,), case 22 < k < 2m~1

Similarly to the case of the previous subsection, we can exhibit the FAI for several values of d. Here, the
power of two degree bound (Proposition [6)) enables to obtain the FAI when the threshold is between the
half and 2"*. Therefore it encompasses the case of the majority functions, which result was unknown for
k > 2m~2. Then, for the part d > 2™, the bounds of Proposition and LernmaE] coincide on a part of the
interval, and Proposition f] allows us to conclude for the values close to n.
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Proposition 14. Let n,m,k,d € N, wheren = 2™ + 2k +¢,m > 2,2m 2 <k < 2™ ¢ € {0,1}.

2m 4 2 a4 k+1<d<2m,
FAI(Tg,) =< 2™ +204+2  ifd=2"+1+vwhere0 <v<k—-2m"24(e-1)/2,
2(n—d+1) fd>2"+1+k—2m"24 (k—2m2 42— 2)/3.

Proof. First, we handle the thresholds d € [2"! + k + 1,2™], we denote t = d — 2™~! hence ¢ €
[k +1,2™71]. Since k < 2™~ it gives t > 2k — 2™~ 4 1, allowing us to apply Proposition@and obtain
B > min{2™ + 2,21 + ¢+ k + 1}. The minimum min{2™ + 2,2™~1 +¢ + k + 1} is reached by 2™ + 2
since 2™ 4+t +k4+1>2"1 426 4+2>2m 42 Since t < 2m~ 1 < 2m~1 4 9k 4 ¢ we know from
Proposition [5that deg(T4,,) = 2 and therefore any degree one function g we get deg(g- Tan) < 2™ +1,
which gives B < 2™ + 2, allowing to conclude B = 2™ 4 2. For all these cases d > n/2 hence A >
2n—d+1) > 22k +e+4 1) > 2™ + 2, hence B gives the FAL

Then, we handle the cases where d € [2 + 1, n], let us write d as 2™ + 1 + v where v € [0, 2k +¢ —1].
We apply Proposition[d{with d and t = v — k+2™~!. Since in this case t € [2" ! —k, 2" 1+ k+1—¢] C
[0,2™71 + k + 1 — €] we obtain:

A(Tan) =2"+2(k —t)+2e =4k +2e—2v, and B(Tg,)>2" ' +k+t+2=2"+v+2.

Thereafter, the condition A < B is equivalent to v > k — om=2 4 (k— om=2_94 2¢)/3, which proves the
third part.

Finally, if v < k — 2™72 + (¢ — 1)/2 using Proposition [8| with u = v we are in the particular case
of the second item hence B > 2™ + 2v + 2. Applying Proposition |§I with u = v since v < 2™~! we are
in the particular case of the second item then B < 2™ 4 2v 4 2. From these two results we can conclude
B = 2" 4 2v 4 2 and since A = 4k + 2¢ — 2v from the previous paragraph we can determine when B < A:

BSAS 2"+ 204+2<4k+2 - 4dv<4k—2"+2 -2 0<k—-2""24 (¢ -1)/2.
Hence, B < Afor0 < v <k —2m"2 4 (¢ — 1)/2, proving the second part and concluding the proof.
O

4.3 FAlof all T4, exact values and intervals

We summarize the results on the FAI of threshold functions in the following theorem:

Theorem 1 (FAI of Threshold functions). Let n, m, k,d € N, wheren = 2" +2k+¢, m > 3, ¢ € {0, 1},
d € [n]. For k € [0,2™72 — 1], let us denote My = min{k + 2™=3 4+ =1 2m=2 _ 1} and My =
min{2™ — k + 1,271 4 k4 14+ 2222 pen;

2m=1 4 2t 1 2 ifd=2""14+t+1landt € [k, My],
veE[d+k+1,2™+2] iF2ml 414+ My <d <min{2" ! + 2k +¢, My — 1},
FAI(T,) = veE[d+k+1,2(n—d+1)] 27142k +e<d< Mo,
’ 2M 42 ifMy<d<2m 14 2k+e,
2(n—d+1) if max{M,2m 1 42k +¢e} <d<n,
FAI(T o —a+1,n) otherwise.
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Fork € 272,21 1), let us denote Mz = k—2""2 4551, and My = 2™+ 14+ k—2m 24 b=2" 2422
then:

2™+ 2 2l k+1<d<2m,

2™ + 2t + 2 ifd=2"4+1+twhere 0 <t < Ms,
FA(Tgn) =qveld+1,2(n—d+1)] if2m+1+ Ms<d< My,

2(n—d+1) ifd > My,

L FA(T—g41,n) otherwise.

Proof. We begin with the values of k in [0,2™~2 — 1], which corresponds to the results of subsection
The quantity M; corresponds to the bound on u for which Proposition [13]stops to hold, and Mj corresponds
to the threshold to apply Proposition or Proposition |12} and 2~ + 2k + ¢ is the minimal value such that
A<2m 42

The first case comes from Proposition Then, when d > 2™~ + k + My, Proposition |13| does not
apply, but when d < 2™, Proposition [6] gives the lower bound of d + k + 1 on B. When d < My, the
upper bounds of 2™ + 2 from Proposition[6|and 2(n — d + 1) from Proposition {| apply, and the minimum
between both switches at d = 2™~! + 2k + ¢, justifying the two intervals. When d > Mo, we can apply
Proposition or Proposition giving the two following cases. The last part, 1 < d < 2™~ ! + k comes
from Proposition [T}

For case k € [2™72,2™~1 — 1], we can use the results of subsection The two first cases are derived
from Proposition When 2 + 1 + M3 < d < My, the lower bound and upper bound come from
Proposition 4] The fourth case is proven in Proposition[I4] and the last part is given by Proposition|[I}

O

We give a first corollary, exhibiting the exact FAI for all majority functions in more than 8 variables. We
illustrate this result in Figure |1} showing FAI(MAJ,,) for the n even between 8 and 54 (since the value of ¢
does not change the FAI).

Corollary 1 (FAI of Majority Functions). Let n,m,k € N such that n = 2™ + 2k + ¢, where n > §,
0<k<2m ! ande € {0,1}. The following holds:

2m=l 42k +2  if0<k<2m 2

FAIMAJ,) = {2m +2 if2m2 < < 21,

Proof. By definition, MAJ,, = Tom-1444q - For k < 2m=2 since n > 8 we get m > 3 and therefore
My > k, we are in the first case of the first part of Theorem |1} When k& > 2m=2 jt corresponds to the first

case of the second part.
O]

Then, we give a second corollary for particular values of n where the FAI can be determined exactly for
all thresholds.

Corollary 2 (Special Case of k = 22, Let m € N such that m > 3, for all n = 2™ + 2™~! + ¢ where
e €{0,1}, forall d € [n], FA(T4,,) is known. More precisely:

2m 42 ifem—l 4 om=2 11 <d<2m,
FAI(T jomom-14¢) = { 2™ + 2¢ — 2t ifd=2"+1+twhere0 <t <2m 1 —14¢,
FA(T,—d+1n)  otherwise.
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FAI

n even

Fig. 1. FAI of majority functions, even n € [8, 54].

Proof. First, note that this value of n corresponds to the case k = 22, Using the second part of Theorem
we can extract the FAI for all threshold between 2~ + k + 1 and 2™ from the first case. Then, for this
value of k, the condition d > 2™ + 1 corresponds to d > M, where the bound from the Al applies. O

To conclude, we illustrate the behavior of FAI(T, ,,) for three values of n:

— In Figure 2 n = 43 which is a case where k& < 2™~2, handled in the first part of Theorem [1} The blue
parts of the curve correspond to the exact values, the green one to the lower bounds and the red one to
the upper bounds.

— The case k = 2™~ 2 is represented in Figure with n = 49. In this case all values of the FAI are known,
it is given by the A bound for the first and last third, and it plateaus at 2" + 2 at the second third.

— In Figure 4] the case n = 58 is an example of k£ > 2™~2, handled in the second part of Theorem

S Conclusion
In this paper we finished the characterization of the fast algebraic immunity for the family of majority
functions. Then, generalizing to the threshold functions we determined the exact value of the FAI or a small

range containing it, for all thresholds. Finally, for m > 2 we exhibited the fast algebraic immunity of all
threshold functions in 3 - 2™ or 3 - 2™ 4 1 variables.
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