Linear Approximation Analysis: An improved Technique for Linear
Cryptanalysis of 4-bit Bijective Crypto S-Boxes.

Sankhanil Dey!, Ranjan Ghosh?.
sdrpe_rs@caluniv.ac.in’ rghosh47@gmail.com?.
Institute of Radio Physics and Electronics,
University of Calcutta.

Abstract. 4-bit Linear Relations play an important role in Cryptanalysis of 4-bit Bijective S-Boxes. Count of existence of
all 4-bit Linear Relations, for all of 16 input and output 4-bit bit patterns of 4-bit Bijective S-Boxes said as S-Boxes has been
reported in Linear Cryptanalysis of 4-bit S-Boxes. In this paper a brief review of this cryptanalytic method for 4-bit S-Boxes has
been introduced in a very lucid and conceptual manner. A new Analysis to search for the existing Linear Approximations among
the input Boolean Functions (BFs) and output BFs of a particular 4-bit S-Box has also been introduced in this paper. The search
is limited to find the existing Linear Relations or Approximations in the contrary to count the number existence among all 16 4-
bit input and output bit patterns for all possible linear approximations.

1. Introduction. The Exclusive-Or or Xor operation is defined to be linear operation in cryptography. Linear operations
are used to give two exact values, 0 and 1, in operation between two same and different bits respectively in Boolean Logic or
Switching Logic. So if a linear relation exists between all 4-bit plain text bit pattern and the corresponding cipher-text 4-bit bit
pattern then the existing relation between them is easy to determine. The idea of using linear relations to analyze the
randomization property of a cipher was introduced by Matsui in 1994 for cryptanalysis reduced round DES cipher [1]. Later Heys
[2] extended the idea towards 4-bit S-Boxes in his tutorial on linear and Differential Cryptanalysis of 4-bit S-Boxes.

A 4-bit S-Box consists of 16 array elements whose indices are considered as 4-bit inputs corresponding to sequential hex
values from of 0 to f. The output data corresponding to each array indices are supposed to have 4-bit sequential or non-sequential
hex values between 0 and f. Such an S-Box with 4-bit input and 4-bit output are called a Bijective S-Box [3]. Non-bijective 4-bit
S-Boxes are those whose inputs may consist of number of bits more than four bits. For all 4-bit Bijective S-Boxes, the four input
vectors are same and the output would be composed of four Boolean functions (BFs) giving four 16-bit output column vectors
whose row-wise 4 bits assume hex values lying between 0 and f. The number of possible S-boxes is obtained as factorial 16 (16!)
following the permutation of 16 hex digits between 0 and f. a 4-bit S-box can be represented by a 4-valued Boolean function
following the norms of presentation of multi-valued Boolean function [4].

For Linear Cryptanalysis of 4-bit S-Boxes, every 4-bit linear relations are tested for a particular 4-bit S-Box. The presence of
each 4-bit unique linear relation is checked by satisfaction of each of them for all 16, 4-bit unique input bit patterns and
corresponding 4-bit output bit patterns, generated from the index of each element and each element respectively of that particular
4-bit S-Box. If they are satisfied 8 times out of 16 operations for all 4-bit unique input bit patterns and corresponding 4-bit output
bit patterns, then the existence of the 4-bit linear equation is at a stake, since the probability of presence and absence of a 4-bit
linear relation both are (= 8/16) . If a 4-bit linear equation is satisfied O times then it can be concluded that the given 4-bit
linear relation is absent for that particular 4-bit bijective S-Box. If a 4-bit linear equation is satisfied 16 times then it can also be
concluded that the given 4-bit linear relation is present for that particular 4-bit S-Box. In both the cases full information is
adverted to the cryptanalysts. The concept of Probability Bias was introduced to predict the randomization ability of that 4-bit S-
Box from the probability of presence or absence of unique 4-bit linear relations. The result is better for cryptanalysts if the
probability of presence or absences of unique 4-bit linear equations are far away from % or near to 0 or 1. If the probabilities of
presence or absence, of all unique 4-bit linear relations are % or close to ¥, then the 4-bit S-Box is said to be linear cryptanalysis
immune, since the existence of maximum 4-bit linear relations for that 4-bit S-Box is hard to predict. Heys also introduced the
concept of Linear Approximation Table (LAT) in which the numbers of times, each 4-bit unique linear relation have been
satisfied for all 16, unique 4-bit input bit patterns and corresponding 4-bit output bit patterns, of a crypto S-box are noted. The
result is better for a cryptanalysts if the numbers of 8s in the table are less. If numbers of 8s are much more than the other
numbers in the table then the 4-bit S-Box is said to be more linear cryptanalysis immune.

In this paper a new technique to find the existing Linear Relations or Linear Approximations for a particular 4-bit Bijective S-
Box has been introduced. If the nonlinear part of the ANF equation of a 4-bit output BF is absent or calculated to be 0 then the
equation is termed as a Linear Relation or Approximation. Searching for number of existing linear relations through this method
is ended up with Number of Existing Linear Relations. I.e. the goal to conclude the security of a 4-bit bijective S-Box is attended
in a very lucid manner by this method.

The review of and Algebraic Normal Form of 4-bit BFs and Linear Cryptanalysis of 4-bit Bijective S-Boxes have been given
or introduced in a very lucid manner in section 2. The new Cryptanalysis method or Linear Approximation Analysis has been
described in section 3. The algorithm is given in section 4. The analysis of results and security Criterion for 4-bit Bijective S-
Boxes has been given in section 5. The conclusion has been made in section 6. The references are elaborated in section 7. The
analysis of 32 4-bit Bijective Crypto S-Boxes of Data Encryption Standard has been shown in Appendix.
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2. Review of Algebraic Normal Form and Linear Cryptanalysis.

The review of algebraic Normal form or ANF of 4-bit BFs is given in subsection 2.1. and a lucid review of Linear
Cryptanalysis of 4-bit Bijective Crypto S-Boxes is given in subsection 2.2.

2.1 A review of Boolean Functions (BF) and its Algebraic Normal Form (ANF)

A 4-bit Boolean Function (BF) accepts 4 bits as input {X;X,XsX,}having 16 combinations of decimal values varying
between 0 and 15 and provides 1-bit output for each combination of input. The input-output relation is given in a Truth Table
which provides 16-bit output vector corresponding to four 16-bit input vectors, each one attached to Xy, X,, X3 and x,. The 4-bit
BF is a mapping from (0,1)* to (0,1)*and its functional relation, F(x) can be expressed in Algebraic Normal Form (ANF) with 16
coefficients as given in eq. (1) below,

F(X) = ag + (ag.Xy + @p.Xp + A3.X3 + @4.Xg) + (85.X1. X + 8g.X1.X3 + 87.X1. X4 + 8g.X2.X3 + 89.X2. X4 + 810.X3.Xs) +
+ (811.X1.X2. X3 + 812.X1.X2. X4 + 813.X1.X3. X4+ 814.X2.X3.X4) + 815.X1.X2.X3. X4 1)

where x represents the decimal value or the hex value of 4 input bits represented by {X;x,XsX4}, BF assumes 1-bit output, ‘.” and
‘+* represent AND and XOR operations respectively. Here a, is a constant coefficient, (a; to a,) are 4 linear coefficients, and (as
to a;s) are 11 nonlinear coefficients of which (as to a;g) are 6 non-linear coefficients of 6 terms with 2-AND-operated-input-bits,
(a11 to ay4) are 4 nonlinear coefficients of 4 terms with 3-AND-operated-input-bits and a;s is a non-linear coefficient of one term
with 4-AND-operated-input-bits. The 16 binary ANF coefficients, from a, to a;5 are marked respectively as anf.bit0 to anf.bit15
in ANF representation and are evaluated from the 16-bit output vector of a BF designated as bf.bit0 to bf.bitl5 using the
following relations as given in eq.(2),

anf.bit0 = bf.hit0;

anf.bitl = anf.bit0 + bf.bit8;

anf.bit2 = anf.bit0 + bf.bit4;

anf.bit3 = anf.bit0 + bf.bit2;

anf.bit4 = anf.bit0 + bf.bit1;

anf.bits5 = anf.bit0 + anf.bitl + anf.bit2 + bf.bit12;

anf.bit6 = anf.bit0 + anf.bitl + anf.bit3 + bf.bit10;

anf.bit7 = anf.bit0 + anf.bitl + anf.bit4 + bf.bit9;

anf.bit8 = anf.bit0 + anf.bit2 + anf.bit3 + bf.bit6;

anf.bit9 = anf.bit0 + anf.bit2 + anf.bit4 + bf.bit5;

anf.bit10 = anf.bit0 + anf.bit3 + anf.bit4 + bf.bit3;

anf.bitll = anf.bit0 + anf.bitl + anf.bit2 + anf.bit3 + anf.bit5 + anf.bit6 + anf.bit8 + bf.bit14;

anf.bit12 = anf.bit0 + anf.bitl + anf.bit2 + anf.bit4 + anf.bit5 + anf.bit7 + anf.bit9 + bf.bitl3;

anf.bitl3 = anf.bit0 + anf.bitl + anf.bit3 + anf.bit4 + anf.bit6 + anf.bit7 + anf.bit10 + bf.bitll;

anf.bitl4 = anf.bit0 + anf.bit2 + anf.bit3 + anf.bit4 + anf.bit8 + anf.bit9 + anf.bit10 + bf.bit7;

anf.bitl5 = anf.bit0 + anf.bitl + anf.bit2 + anf.bit3 + anf.bit4 + anf.bit5 + anf.bit6 + anf.bit7
+ anf.bit8 + anf.bit9 + anf.bit10 + anf.bitll + anf.bit12 + anf.bit1l3 + anf.bit14 + bf.bit15 N )]

The DEBF (Decimal Equivalent of BF) varies from 0 through 65535 and each decimal value is converted to a 16-bit binary
output of the Boolean function from bf.bit0 through bf.bitl5. Based on the binary output of a BF, the ANF coefficients from
anf.bit0 through anf.bit15 are calculated sequentially using eg. (2).

2.2 A Review on Linear Cryptanalysis of 4-bit Bijective Crypto S-Box [2]. The given 4-bit Bijective crypto S-Box
has been described in sub-section 2.2.1. The relation Between 4-bit S-Boxes and 4 bit BFs, The Linear Approximations are
described in sub-section 2.2.2 and 2.2.3 respectively. LAT or Linear Approximation Table has been illustrated in sec 2.2.4.

2.2.1. 4-bit Crypto S-Boxes: A 4-bit bijective Crypto S-Box can be written as Follows, where the each element of the first row
of Table.1, entitled as index, are the position of each element of the S-Box within the given S-Box and the elements of the 2™
row, entitled as S-Box, are the elements of the given Substitution Box. It can be concluded that the 1% row is fixed for all possible
bijective crypto S-Boxes. The values of each element of the 1st row are distinct, unique and vary between 0 and F. The values of
the each element of the 2™ row of a bijective crypto S-Box are also distinct and unigue and also vary between 0 and F. The
values of the elements of the fixed 1% row are sequential and monotonically increasing where for the 2™ row they can be
sequential or partly sequential or non- sequential. Here the given Substitution Box is the 1% 4-bit S-Box of the 1% S-Box out of 8
of Data Encryption Standard [5][6][7]-

Row | Column | 1 213|4|5|6|7|8|9|A|B|C|D|E|F|G
1 Index 0 1 213|456 |78 9 A B|C|D E F
2 S-Box E|4|D|1|2|F|B|8|3|A|]6 |C|5|]9]|]0]|7

Table.1. 4-bit bijective Crypto S-Box.
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2.2.2. Relation between 4-bit S-Boxes and 4-bit Boolean Functions (4-bit BFs). Index of Each element of a 4-hit
bijective crypto S-Box and the element itself is a hexadecimal number and that can be converted into a 4-bit bit sequence. From
row 2 through 5 and row 7 through A of each column from 1 through G of Table.2. shows the 4-bit bit sequences of the
corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself. Each
row from 2 through 5 and 7 through A from column 1 through G constitutes a 16 bit, bit sequence that is a 4-bit BF. column 1
through G of Row 2 is termed as 4™ Input BF, Row 3 is termed as 3™ Input BF, Row 4 is termed as 2™ Input BF and Row 5 is
termed as 1% Input BF whereas column 1 through G of Row 7 is termed as 4™ Output BF, Row 8 is termed as 3" Output BF, Row
9 is termed as 2™ Output BF and Row A is termed as 1% Output BF [8]. The decimal equivalent of each input BF and output BF
are noted at column H of respective rows.

Row | Column [ 1|2 | 3|4 |5 6 7/8|9|A|B|C|D|E|F| G| H.Decimal
1 Index 0|1]2]|3]| 4 5 6|7|8|9|A|B|C|D]|E/|F]| Equivalent
2 IBF4 oOoj0|J0|O0]O 0 ojoj1|]1]|1]1]1]|1 111 00255
3 IBF3 0O(0|0]O0]|1 1 11110000221 |1]1 03855
4 IBF2 0|0|1]|1]|0 0 1(11(0(0|1|212(0]|]0(|1]1 13107
5 IBF1 0|1|10|1]|0 1 oj1(0|j1j0|1j0|1]0]|1 21845
6 S-Box E|4|D| 1] 2 F B|8|3|A|6|C|5|9]|0]|7
7 OBF4 1/0(1]01|0 1 1(1/0j1|0|212|0|21|0]O 42836
8 OBF3 i1|/1|1|0|0|1|0|O|JO|O|2|1|1|0|0]1 58425
9 OBF2 1/]0(0|0|1 1 1011|100 ]|]0|0]1 36577
A OBF1 0|0|1]1]0 1 i1(10(1(0|l0|O|1]|212|0]1 13965

2.2.3. 4-bit Linear Relations. The elements of Input S-box are shown under column heading ‘I’ and the Input Vectors are
shown under field IPVs (Input Vectors) and subsequently under column headings 1, 2, 3 and 4. The 4™ input vector is depicted
under column heading ‘4’, 3" input vector is depicted under column heading ‘3, 2™ input vector is depicted under column
heading ‘2’ and 1% input vector is depicted under column heading ‘1°. The elements of Output S-box are shown under column
heading ‘SB’ and the Output Vectors are shown under field OPBFs (Output Boolean Functions) and subsequently under column
headings 1, 2, 3 and 4. The 4™ Output BF is depicted under column heading ‘4>, 3" Output BF is depicted under column
heading ¢3°, 2™ Output BF is depicted under column heading 2” and 1% Output BF is depicted under column heading ‘1°.

| IPVs S| OPBFs

4131211 |Bl4|3|2|1
0{0(0|O0|O|E|21|2(1|0
1{0{0{0{1{4/0[1/0|0
2(0(0|1]0|Dj1|1(0|1
3/0({0|1]1{1{0|/0(0]|1
4/0|1|0|0|5|0|1|0|1
5/0{1|0{1]9]|1|0]|0]|1
6/0(1]1]0{0|0|0|0]|O
710(1)1)1(7{0|12(1|1
8/ 1{0|0(0|2|0|0|1|0
9|{1(0|0|1|F|1|1(1|1
A1{0|1(0|B|1{0|1|1
B|1{0|1|1|8|1/0[/0|0
c|/1|1|0f0|3|0|0|1|1
Df1|1|0]1|A1]0|1|0
E[1/1]1]0]6[/0/1]1|0
Fl1(1(1|1|C|1|1|0|0

Table. 2. IPVs and OPVs for given S-Box

The IPEs or Input Equations are possible xored terms that can be formed using four IPVs 4, 3, 2 and 1. On the other hand OPEs
are possible xored terms that can be formed using four OPVs 4, 3, 2 and 1. All IPEs and OPEs are listed under the column and
also row heading (IPE = OPE) from row 2 through H and column 1 through G respectively. Each cell is a linear equation
equating IPE to OPE. Such as L;.p.4.2+3 is the linear equation formed by IPE ‘1+2+3” i.e. the xored combination of three IPVs 1,
2 and 3 and OPE ‘2+3’ i.e. the xored combination of two OPBFs 2 and 3. The Example of 256 possible 4-bit Linear Equations
are shown in Table 4.
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Rows Columns 1 2 3 4 5
1 IPE = OPE 0 1 2 3 4
2 0 Loo Los Loo Los Loa
3 1 Lio Lig Lio Lis Lig
4 2 Lao Los Lao Los Los
5 3 Lo Las Lao Las Las
6 4 Lao Lag Lso Las Laa
7 1+2 Liog Lioa Livoo Livos Lisoa
8 1+3 Lisso Lissa Lisso Lisss Lis3a
9 1+4 Lita0 Litan Litap Litas Litga
A 2+3 La+30 Loiaa Loiao Loias Loiza
B 2+4 Losag Lovaa Loy Losas Lossa
Cc 3+4 Ls+a0 Lssaa Lssap Lsias Lsiaa
D 1+243 Liso430 Lisosaa Lisossp Lisosas Lisos34
E 1+2+4 Lis+a0 Livpras Lisprar Liso+as Li+p+as
F 1+3+4 Li+3+a0 Lisaeas Livarar Lisa+a3 Li+3+a4
G 2+3+4 Lo+3+a0 Los3eat Los3ea Lo+3+a3 Los3iaa
H 1+2+3+4 Lisosgrag | Lavpssian | Lawpssian | Lavpssias Liso+3+44

Table.3. 256, 4-bit Linear Equations with input Equations (IPE) and output Equations (OPE).

2.2.4 Linear Approximation Table (LAT) [6].

According to Heys each linear equation is tested for each of 16 4-bit patterns shown in each row under the field IPVs
and subsequently under the column headings 1, 2, 3 and 4 and the corresponding 16 4-bit patterns under field OPBFs and
subsequently under the column headings 1, 2, 3 and 4. If a linear equation satisfies 8 times out of 16 then the existence of the
linear equation is highly unpredictable. That is the probability is %. If the numbers of satisfaction of each linear equation is noted
in respective cells of Table.4. then it is called as Linear Approximation Table or LAT.

3. Linear Approximation Analysis:

A Bijective Crypto S-Box (1% 4-bit S-Box out of 32 4-bit S-Boxes of DES) has been described in sub-section 2.2.1.
The Table for four input vectors, Output BFs and corresponding ANFs has been depicted in sub-section 3.2. The analysis has
been described in sub-section 3.3. The result of Analysis has been given in sub-section 3.4.

3.2 Input Vectors (IPVs)-Output BFs (OPBFs)-Algebraic Normal Forms (ANFs). The elements of Input S-box are shown
under column heading ‘ISB’ and the Input Vectors are shown under field IPVs (Input Vectors) and subsequently under column
headings 1, 2, 3 and 4. The 4™ input vector is depicted under column heading ‘4°, 3" input vector is depicted under column
heading “3°, 2" input vector is depicted under column heading 2’ and 1% input vector is depicted under column heading ¢1°. The
elements of Output S-box are shown under column heading ‘OSB’ and the Output Vectors are shown under field OPBFs (Output
Boolean Functions) and subsequently under column headings 1, 2, 3 and 4. The 4™ Output BF is depicted under column heading
‘4>, 3" Qutput BF is depicted under column heading ‘3’, 2™ Output BF is depicted under column heading ‘2’ and 1% Output BF
is depicted under column heading ‘1°. The corresponding ANFs for 4 OPBFs, OPBF-4" , OPBF-3", OPBF-2" , OPBF-1%, are
depicted under field ‘ANFs’ subsequently under heading 4, 3, 2 and 1 respectively.

IPVs OPBFs | ANFs

IS8 4321 OSB 4321 4321
0 0000 E 1110 1110

1 0001 4 0100 1010

2 0010 D 1101 0011

3 0011 1 0001 1100

4 0100 2 0010 1101

5 0101 F 1111 0110

6 0110 B 1011 0111

7 0111 8 1000 0011

8 1000 3 0011 1010

9 1001 A 1010 0110

A 1010 6 0110 1010
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B 1011 C 1100 1000
C 1100 5 0101 0101
D 1101 9 1001 0010
E 1110 0 0000 1010
F 1111 7 0111 0000

Table.4. Input and Output Boolean Functions
With Corresponding ANF Coefficients of the given S-Box.

3.3 Linear Approximation Analysis (LAA). An algebraic Normal Form or ANF equation is termed as Linear Equation or
Linear Approximation if the Nonlinear Part or NP (i.e. The xored value of all product terms of equation 2 for corresponding 4 bit
values of IPVs, with column heading 4, 3, 2, 1) is 0 and The Linear part or LP for corresponding 4 bit values of IPVs, with
column heading 4, 3, 2, 1 is equal to corresponding BF bit values. The corresponding ANF coefficients of output BFs F(4), F(3),
F(2), and F(1) are given under row heading ANF(F4), ANF(F3), ANF(F2) and ANF(F1) respectively from row 2 through 5 and
column 4 through J. In which Column 4 of row 2 through 5 gives the value of Constant Coefficient (ag according to eqn.1.) of
ANF(F4), ANF(F3), ANF(F2) and ANF(F1) respectively. Column 5 through 8 of row 2 through 5 gives the value of respective
Linear Coefficients more specifically a;, a,, as, a4 (according to egn. 1.) of ANF(F4), ANF(F3), ANF(F2) and ANF(F1). They
together termed as LP or Linear Part of the respective ANF coefficients. Column 9 through J of row 2 through 5 gives the value
of respective Non-Linear Coefficients more specifically a5 to a;5 (according to egn. 1.) of ANF(F4), ANF(F3), ANF(F2) and
ANF(F1). They together termed as NP or Non-Linear Part of the respective ANF coefficients.

The 4™, 3 2" 1% |PV for The given S-Box are noted in the Field ‘IPVs’ under column heading 4, 3, 2, 1 respectively
from row 8 through M of Table.8. The 4 output BFs F4, F3, F2, F1 are noted at column 4, 8, C, G from row 8 through M
respectively. The corresponding LP, NP, Satisfaction (SF) values are noted at column 5 through 7, 9 through B, C through F and
H to J from row 8 through M respectively.

RIC[1 2 [3]4[5[6]7][8][9]AB/C/DEFIGHIJ
1 Co-Effs | C LP NP

2 ANF(F4) [1][1]o]1]1[ofJofJof[1]o]1]1]o]0]1]0
3 ANF(F3) [1]o]of1]1[1]1]o]o]1]0]0][1][0]0]0O
4 | ANF(F2) [1|1]a]ofof1]1]a]1]a]1][o]ol1]1]0
5 ANF(F1) [ofol1]ol1[o][1][1]0]o0f0]0][1][0]0]0O
6 |1 1Pvs |[S|F[LINS[F|LINS|E[LINS|E[LIN[S
7 | D 4321 | B[ 4|P|P|F|[3|P|P|F|2|P|P|Fl1]|P|P|lF
8 |[o[ o000 |E[1]0fl0f2[2[0flo0f[2]2][2]0[0[0O]1]0]1
9 [1[ o001 [4]0o0fo0fof[1[0flo0f[2[0]1]0][2]0]0]0]0
A |2/ o010 [D[1]1]o]of1]2]0[0fl0]1[0[2]1][0]0]1
B [3/oo11 [1]ofz1f[2[2[ofa][of2a]ol2][2[2]1][1]0]0
C |4l 0100 [2[0f1]of1]o]2]of2][2]of0]2][0]2]0]1
D [5/ 0101 [F|1][ofof1][2[o]a]z]2][of2]2][2]2]0]0
E |6/ 0110 [ Bl 1[1|1[2][of1]of2]2]o]2][2]2]1]0]0
F |7 o111 [8]1]of1][2[0f0]2[2[0f0]l0][0[0O]1]0]1
G |8[ 1000 [3[ofoflofo|of1]o[1]2]l0]0]1]2]0]0]12
H [9] 1001 [A]1]1]0]0flof[o]ofof1][of1]1][0]0]1]1
I [A 1010 [6]0f[o]oflofla[a]a]2]2][of1]2][0]0]1]1
J [ Bl 1011 [c[1f1]2]1]1][o[1]1]0]0[0]0][0[0O]O]O
K [d 1100 [5]ofofofofla[a]2]z]of2[2]2][2]2]0]0
L [0 1101 [9f1]2]ofofofofa[2][of2]2]2]2]1]0]0
M | E 1110 [o]o|o]ofofofa]ofafofa][2[2]of2]2]1
N [Fl 1111 [7]of2]of1]2][o]ofz]2][2[ofo0f2]2]1]1

Table. 5 Linear Approximation Analysis.
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3.4. Result

No. of LA with BF1 No. of LA with BF2 No. of LA with BF3 No. of LA with BF4

8 8 2 7

Total Number of Existing Linear Approximations: 25.

4. Algorithm: The Nonlinear Part for the given analysis has been termed as NP. The ANF coefficients are illustrated through
array anf[16]. IPVs are termed as X, X,, X3, X4 for IPV 1, IPV 2, IPV 3, IPV 4 respectively. The algorithm of the above analysis is
given below,

Start.
Step 1. NP = (anf[5].&x; &x,)(anf[6]&x; &Xg)+( anf[7]&x; &x4)+(anf[8] &X, &xz)+(anf[9]&x, &X,)+(anf[10]&X3
&X4)(anf[11]&xX; &X, &X3)+(anf[12]&xX; &X, &Xq)+(anf[13]&X; &X3 &Xy4) +(anf[14] &X, &X3 &X4)+(anf[15]&x; &X;
&X3 &X4))
Step 2. LP=anf[0] ~(anf[1].&xy)" (anf[2].&x)" (anf[3].&x )" (anf[4].&xy).
Step 3. if(NP==0&& BF(X;X,X3X4 == LP) then Linear equation.

else Nonlinear equation.
Stop.
5. Analysis of Result and Security Criterion For 4-bit Bijective Crypto S-Boxes.

In this section The Analysis of result is described in sub-section 5.1. and The Security Criterion For 4-bit Bijective

Crypto S-Boxes are described in subsection 5.2.

5.1 Analysis of Result.

The value of "C, is maximum when the value of r is % of the value of n (when n is even). Here the maximum number of
linear approximations is 64. So if the total satisfaction of linear equation is 32 out of 64 then the number of possible sets of 32
linear equations is largest. Means if the total satisfaction is 32 out of 64 then the number of possible sets of 32 possible linear
equations is ®'Cs, That is maximum number of possible sets of linear equations. If the value of total No of Linear
Approximations with BF1 is closed to 32 then it is more cryptanalysis immune. Since the number of possible sets of linear
equations are too large to calculate. As the value of goes close to 0 or 64 it reduces the sets of possible linear equations to search
for which reduces the effort to search for the linear equations present in a particular 4-bit S-Box. In this example total satisfaction
is 18 out of 64 . Which means the given 4-bit S-Box is not a good 4 bit S-Box or not a good Crypt analytically immune S-Box.

5.2. Security Criterion For 4-bit Bijective Crypto S-Boxes.

If the values of total number of Existing Linear equations for a 4-bit S-Box are 24 to 32, then the lowest numbers of
sets of linear equations are 250649105469666120. This is a very large number to investigate. So the 4-bit S-Box is declared as a
good 4-bit S-Box or 4-bit S-Box with good security. If it is between 16 through 23 then the lowest numbers of sets of linear
equations are 488526937079580. This not a small number to investigate in today’s computing scenario so the S-boxes are
declared as medium S-Box or S-Box with medium security. The 4-bit S-Boxes having existing linear equations less than 16 are
declared as Poor 4-bit S-Box or vulnerable to cryptanalytic attack.

6. Conclusion.

From this analysis it concluded that the algorithm is very lucid and efficient to conclude security and analyze 4 bit S-
Boxes. The algorithm can easily be expanded to 8 bit, 16 bit or 32 bit S-Boxes.
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APPENDIX

In this section security analysis of 32 4-bit DES S-Boxes has been carried out. The analysis is demonstrated in Table.1.
of Appendix.

4-Bit S-Box Total Linear Equations Security
EAD12FB83A6C5907 25 Good
OF74E2D1A6CB9538 23 Medium
41E8D62BFC973A50 18 Medium
FC8249175B3EAQ06D 25 Good
F18E6B34972DCO05A 28 Good
3D47F28EC01A69B5 27 Good
OE7BA4D158C6932F 28 Good
D8A13F42B67C05E9 28 Good
AO9E63F51DC7B428 17 Medium
D709346A285ECBF1 25 Good
D6498F30B12C5AE7Y 21 Medium
1AD069874FE3B52C 23 Medium
7TDE3069A1285BC4F 24 Good
D8B56F03472C1AEQ 24 Good
A690CB7DF13E5284 22 Medium
3FO6A1D8945BC72E 22 Medium
2C417AB6853FDOE9 29 Good
EB2C47D150FA3986 25 Good
421BAD78F9C5630E 27 Good
BB8C71E2D6F09A453 20 Medium
C1AF92680D34E758B 30 Good
AF427C9561DEOB38 30 Good
9EF528C3704A1DB6 25 Good
432C95FABE17608D 32 Good
4B2EF08D3C975A61 32 Good
DOB7491AE35C2F86 23 Medium
14BDC37EAF680592 23 Medium
6BD814A7950FE23C 35 Good
D2846FB1A93E50C7Y 31 Good
1FD8A374C56B0E92 22 Medium
7B419CE206 ADF358 14 Poor
21E74A8DFC903568B 23 Medium

Table.1. Security Analysis of 32 4-bit S-Boxes
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