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itoring the tangible changes for a wide range of applications are limited with the
capabilities on processing and storage. Their limited capabilities make them seek

The dense deployment of the wireless sensor and their vulnerability to the
unknown attacks, alterations make them incur difficulties in the process of the
conveyance causing the modifications or the loss of the content. So, the paper
proposes an optimized localization of the nodes along with the identification of
the trusted nodes and minimum distance path to the cloud, allowing the target to
have anytime and anywhere access of the content. The performance of the cloud
infrastructure-supported wireless sensor network is analyzed using the network
simulator 2 on the terms of the forwarding latency, packet loss rate, route failure,
storage, reliability, and the network longevity to ensure the capacities of the cloud
infrastructure-supported wireless sensor networks.
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1 | INTRODUCTION

The tremendous developments of the wireless sensor networks (WSNs) have paved way for its utilization in wider and
larger applications that involve the accumulation and tracking of a huge amount of data," and the usage and adopting of
the cloud computing are becoming progressively important, making the cloud an essential component of the future inter-
network.” The WSN composed of tiny sensors deployed in a random manner are very popular in gathering the information
related to an object, its physical changes, its position, attributes, etc. The monitoring capabilities of these wireless sensors
has made it a prominent component in gathering information for a wide range of applications® and also in the areas that
are beyond reach. Their low cost and easy installation make them progressively attract the users in employing the WSNs in
application that range from the small scale to the large scale. Despite their capabilities, the WSNs are built with the low
processing, battery, and storage capacities; this brings them difficulties in processing and storing of the huge amount of con-
tent gathered in case of the applications that produce large amount of information. The big data gathered based on the tan-
gible environmental changes from the industries or any other application needs an alternative with the substantial storage
and the processing capabilities. So, the WSNs in most of the large-scale application prefer the on-demand cloud
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infrastructures that help in the storing, computing, and conveying of the information, eg, in health-care service,* in intelli-
gent road transportation,’ in water quality monitoring,' in the industries of hydraulic fracturing,® agriculture,” real-time
continuous monitoring8 of humidity, air pressure, pollution, temperature, natural, and manmade disasters, the WSNs con-
centrate only on the monitoring and conveys the content gathered to the cloud infrastructure service providers. The cloud
service providers who enable a rented service on the software, platform, and the infrastructure are capable of storing an
enormous amount of information by the transparent and the ubiquitous sharing of the infrastructure.’ So, the WSN could
extend its network longevity and reduce the energy consumption by directing the processing of the content and their stor-
age towards the cloud that is quite well at providing the infrastructure as service on pay per use. Apart from the challenges
due to the processing and the storing capacities, the WSNs incur challenges in the coverage and the routing due to their
nature of deployment and loss of data during the information conveyance due to the attacks, like black hole, Sybil attack,
warm hole attack, modification, and selective forwarding, resulting in the alteration of the information, route failures, and
delay in the conveyance and forwarding of the data increasing the packet losses. The information gathered from the WSNs
become altered or lost due to the above-mentioned reasons before reaching the cloud storage. So, there is a necessity for
storage expansion and the data analysis for the WSNs to limit its energy usage along with the protection against vulnerabil-
ities and better coverage in the routing of the information.

So, the paper proposes an optimized deployment of the WSN that helps in improving the network coverage of the
wireless sensors along with the protected routing enumerating the trust of nodes and finding the shortest path to the
cloud storage, reducing the energy consumption of the nodes that are involved in the storing and the processing, all-
owing an anytime access of the information from anywhere by the target.

The paper details the related works in Section 2, the proposed work on finding the optimal solution for the deploying
of the nodes along with the identification of the trusted nodes and the shortest routing path in Section 3, the analysis of
the performance of the cloud infrastructure supported WSNs in Section 4, and the conclusion in Section 5

1.1 | Problem formulation

The WSNs that are capable of monitoring the changes in the physical environment lack in storage due to the low stor-
age capacities. This paves way for a storage requisition to the cloud that rents the storage as the service. So, the wireless
sensors take only the responsibility of the monitoring and forwarding of the monitored content to the cloud so that the
contents can be viewed at any time they have been requested for. The sensors’ dense deployment and the susceptibility
of being attacked or altered causes damages to the monitored content from reaching the cloud. Moreover, the energy
availability of the nodes also takes an important part in the process of the routing. So, the paper addresses the deploy-
ment of the nodes considering the distance of the nodes (D,,4.s) to the cloud providing a maximum coverage of the net-
work and further proceeds with the routing identifying the nodes based on the trust (T,) and the energy availability
(Er,) and enumerating the shortest path enumerating the data points (nodes) close to the cloud storage. So, the objec-
tives of the paper is for the following:

1. Localize the nodes enumerating the minimum distance to the targets.
Identify the trust of the nodes.

3. Proceed with the routing evaluating the shortest path (evaluating the distance from the node to the destination and
the energy availability).

Accordingly, the node arrangement and the routing difficulties are formulated as a G (V, E), where “V” is the set of
nodes {iy,i,....... . i} and E are the edges for the vertices. The two nodes existing are said to be linked if their distance is
enumerated to be lesser than the maximum coverage (Maxc) such that (i,i,) are linked when the D,,pq.5(i1, i2) < Maxc
and the linked nodes are described to be the neighbors. The trust (T,) of the nodes are evaluated, gathering the certain
constraints such as the probability rate of the successful transmission (STp,.;) and the probability of the failure rate
(FTp,0p), the rate of the received content (Rg), and the consistency and inconsistency of the transmitted and the received
packets (Cp,) and (IC},), and further, the routing is proceeded identifying the (D,oq4es) and the available energy (Er,) of
the nodes and evaluating the shortest distance between the nodes.

2 | RELATED WORKS

Botta et al® present the survey on the integration of the cloud and the internetwork of things, with the up-to-date
information of the cloud and Internet of Things (IoT) integration along with the challenges and the future scope for
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the same. Stergiou et al® present the survey on the integration of the cloud and the IoT along with the secure connec-
tion extension between them by surveying the possible security challenges and presenting the remedies for them. In
Doshi et al,* the WSNs in the real-time data monitoring is proffered in this paper to reduce the delay in tracking by
extending the network capability of the data point, causing a continuous monitoring. In Akyildiz et al,'® the WSN
that is the combination of the MEMS, wireless-communication, and the digital electronics is surveyed based on its
tasks, applications, communication architectures, and network protocols along with the discussion for the realization
of the sensor networks. In Elhoseny et al,* the paper proposes the processing of the large amount of information flow
through the IoT to the cloud by employing virtual machines and selection of the proper virtual machines based on
the GA, PSO, and PPSO to reduce the waiting time and improve the processing speed for the health care industry. In
Aznoli et al,’* the paper presents the survey on the deployment strategies of the cloud along with the challenges
incurred in it and the guidelines for the future study. In Bitam et al,” the paper details the employment of the cloud
services for the intelligent transport system to avoid the unnecessary, fatalities, and disasters on the road side to
enhance safety on the road transportation by developing of the cloud for the vehicular network. In Ojha et al,” the
paper gives comprehensive reviews of the application of the WSN over the agriculture and the farming application
and presents the complete case study in exploring the prevailing solutions from the literature under various catego-
ries. In Butun et al,® the paper presents the survey on the intrusion detection techniques for the WSNs and the
MANETs along with merits, demerits, and the information of the IDS that could be applied in the WSNs. In Saleh
et al,'* the paper address the energy problem of the WSNs using the NN-SRAM method to reduce the total amount of
energy in the transmission and the storage. In Van et al,° the paper presents the cloud-based services for detecting,
localizing, and quantifying the leaks in the methane in the natural gas. In Wang et al,'® the paper engages the private
cloud in the process of the streaming data analytics for fault detection and tracking of the large-scale information
gathered by continuous monitoring using the WSN for the IoT. In Guanochanga et al,® the secure low-cost pollution
monitoring of the air is implemented using the three-layer architecture that consists of raspberry pie, Arduino, and
the MQTTP for the processing of the data and transmitting, respectively. Wang et al** proffer a fog-based hierarchical
structure that employs the WSN in monitoring and performing the data analytics in the fog layer, preventing the
energy consumption and detection of the malicious nodes and recovering the misjudged nodes within an acceptable
delay. In Rath et al,” the paper presents the web-based application software that relies on the cloud server and the
data centers for the monitoring of the available resources and allocation of the resources for the wireless mobile net-
work that are subjected to dynamic changes. In Satyanarayanan et al,'® the symbiotic exploration of the relationship
between the edge and the augmented cognition for the low latency access to the powerful infrastructure access by the
light weight wearable resources. In Bao et al,” the paper proffers a highly trust-based hierarchical routing protocol
to deal with the selfish and the malicious sensor nodes. The trust information derived from the communication and
the social network-based is used in evaluating the trust of the nodes. In Wang et al,'® the cloud storage based on the
fog computing is presented in the paper to ensure the integrity, availability, and the reliability of the personal data
stored in the cloud to ensure the safety of the data by retrieving from both the cloud and the fog eluding the mali-
cious alteration of the data and the cyber threats. In Wang et al,'® the wireless sensors that are deployed in the nature
being prone to a direct attack mislead the information to the unauthorized targets, so the paper reviews the literature
available on the secured localization of the nodes along with the problems involved in it. In Savas et al,** the paper
details the integration of the cloud with the WSNs to extend the capacities of the WSNs and further surveys the trust
management of the service addressing the security challenges and enhancing the security of the system. In Chen
et al,>! the paper presents the trust evaluation of the nodes in the MANET to improve the security provision with
minimum energy consumption.

3 | PROPOSED WORK

The paper proposes the optimal localization to enhance the network coverage, by enumerating the nodes with the mini-
mum distance from the destination, and proceeds with the identification of the trust of the nodes and estimation of the
shortest path using the proactive routing protocols. The localization of the nodes enables in having the shortest route at
ease as the localization is done using the distance between the nodes. The flow chart below explains the process in the
proposed work. Figure 1 below gives the steps involved in the phases of the proposed work. The information stored in
the cloud are reserved permanently allowing an anytime access by the users.
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FIGURE 1 Flow of the
proposed work
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3.1 | Localization of the nodes for enhanced coverage

The coverage, connection, and the accuracy of the network depends on the effective localization of the nodes, as the
dense deployment often show inadequacy in achieving the above-mentioned connectivity, accuracy, and coverage due
to the distancing between the nodes and the destination or their unavailability within the communication circle of the
destination. So, the localization of the nodes become essential. Localization is being a difficult task, as it is to enumerate
the prevailing and the picture the future positioning of the sensors; at present, in this paper, we localize the prevailing
position of the nodes to locate the nodes nearby the destination to have maximum coverage. Here, the paper employs
the ant colony optimization in the localization of the nodes using the foraging behavior of the ant. The ant estimating
the shortest route based on the random walk to its food source from the nest is used in the section to identify the nodes
within the circle of the target.

The area to be covered is expected to be a two-dimensional plane, with the total area divided into a smaller grids of
area 1*1, the area possess a dense deployment of “n” number of nodes, with the coordinates defined for each node and
the smaller grid as (x,y) and (x,, yx), respectively. A middle point of each grid is picked to represent the whole grid. The
space distancing (distsp) the middle point and the node is given as shown in equation (1).

distsp = \/(x—xx)2 +(y—y)% (1)

In order to reduce the serious problem of the localization and extend a better understanding, the paper utilizes the
circular model to detail the coverage for the area to be sensed. The network coverage of the data points (nodes) to the
grid is perceived to be in a circular form. Considering the sensor node as the midpoint of the circular area, the points of
the grid that lie within the circle is assumed to be under the coverage area, and in the closest position along with the
neighbor or the destination and those that lie outside are considered to be out of the coverage range, equation (2) is
framed in this regard shows the probability (P,,,) of the grid under the coverage

1 fordistsp < radius of the circular area
Pen={ ararea, @)
0 other wise

Now, the total ratio of the network coverage (N.) could be given as the ratio of the covered area (Cov,) to the area
tracked (trac,) that is given as shown in equation (3)

NC = Covg tracg (3)

To address the problem of the localization and attain an optimal location for the data point, the foraging behavior of
the ant is used such that a maximum ratio of the area could be covered Max (N.).

3.1.1 | Ant colony optimization for optimal localization

The foraging behavior of the ant is utilized to identify the optimal location of the data point that are within the coverage
area from the destination. The process starts by the ants with the initial aim of the identification of food, so the ant
starts taking the random walk as its initial step in the identification of the food and deposits a fluid called pheromone
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in each path it takes so that the other ants could follow the path towards the food without any difficulties. Pheromone
deposited on each trail evaporates in due time. The shorter the path it takes, the longer will be the time of evaporation
as more will be the density of the pheromone as the path is more frequently used. The steps in the ant colony optimiza-
tion are as follows:

Step 1.. Initialize a random walk, based on the attractiveness and the pheromone deposit, with the probability (Prob,.

ws) given, where & and n are the control parameters influencing the =t and 1, respec-
[TAB]&*VMAB]”

;;[TAB]O(*MAB]" ’

Step 2.. Update pheromone, based on the vaporization coefficient and the deposition amount of the pheromone
as t4p = Atupg+(1 — p)rap, p is the vaporization coefficient, and Az,p is the deposition amount of the
pheromone.

Step 3.. Based on the density of the pheromone updation, the near location of the food that is within the coverage area
from the anthill is identified.

tively, Probgus =

Considering the anthill to be the destination, the ants to be the nodes, and the position of the food to be coordinates
of the nodes, the ant colony optimization is applied to the localization problem of the data-points helps in arriving at a
global optimum for the localization problem, allowing to have a maximum area coverage. The localization of the nodes
is very much essential, as the information gathered would become insignificant without the proper localization of the
senor nodes.

3.2 | Trust evaluation for the nodes and shortest path routing

The next objective is to evaluate the trust nodes and ensure the safety of the information being transmitted, the sensor
deployed in the freely without any control access are liable of being attacked by any modifications and unauthorized
devices, so to avoid this the paper employs the nodes evaluated with their trust values for the safe conveyance of the
information. The data point within the network coverage is subjected to the trust evaluation based on Chen et al** eval-
uating the direct, indirect, and the combined trust, where Tr, gives the trust value for the nodes and the NTr, gives the
nontrust values of the nodes. The direct trust of the node is based on the information got from its immediate neighbor-
ing nodes that are directly linked, based on the successful (S..,) and unsuccessful conveyance, (US.,,) the rate of the
reception (Rep,,.) along with the stableness (st,,), and the instability (InStp) of the data-packets, collected from the node
and the neighboring node. Probability of Directr,, information to be gathered from the neighboring nodes is shown in
equation (4).

Try, =7 Scon + Rep,y;, + stp
Directry, =< NTr, =) UScn + Rep,,, + InStp, (4)
(Try,NTry,) =1—(Tr, + NTr,)

whereas the indirect trust based on the ITr, and INTr, is calculated for two nodes beyond the reach is estimated using
an intermediated node, based on the successful (S.,,) and unsuccessful conveyance, (US,,,) the rate of the reception
(Repqre) along with the stableness (st,,), and the instability (InStp) of the data-packets, gathered from the node itself, its
immediate neighbor and the indirect neighbor, and the combination trust incorporates both the direct and the indirect
trust for the nodes. Equations (5) and (6) give the probability of the trust evaluation for the indirect and the combina-
tion trust (Cob,,.).

ITr, =73 Scon + Rep,y;, + 5tp
InDirectry, = { INTr, = UScon + Rep, 4, + InStp, (5)
(ITry,INTry,)=1—(Tr, + NTry,)
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Cob,, = Scon +Re + st, | *Directr,, + UScon + Re, + InStp ) *InDirectry, . 6
prate p n prate n

The average trust value (avgy,) over a number of sensors involved is given as in equation (7).

n

t
avgr, = Z estimatedtmst%, (7)

nodes =1

where the estimated,,,, is given by equation (8).
estimated; = M, + (Probn@mb,,r + Prob Nl,) *M (1rNTr) - (8)

Once the trust of the nodes are evaluated, the information conveyance begins identifying the shortest path through
in a proactive manner, dissipating the routing request from the destination to identify the nodes at the shortest distance
to the destination and the higher distance to the source and gathering the information of the trust of the nodes along
with the residual energy availability of the nodes. From the routing reply, the information carrying the details of the
nodes regarding the trust, distance, and the residual energy are gathered. The nodes with the maximum of the energy
availability and trust along with the minimum distance are gathered and proceeded with the route discovery identifying
the shortest path such that the distance to the destination is less and the energy consumption of the transmission is
also low.

So, the routing process starts with the initial identification of the path dispatching the request for the routing from
the base station (BS) towards all the neighboring nodes, the forwarding node (FN) in between updates, and the details
of the next neighboring node (NN) only if the distance of the next neighboring node satisfies equation (9) that enumer-
ates the nodes with the shortest distance from the base station.

D (EN,Source) < D(NN,source) And D (FN,BS) > D(NN, BS). (9)

Further, the routing also takes care of the energy consumption of the transmission, energy required for the transmis-
sion between the nodes. FN to NN are given as the E(FN, NN) and the energy available are given as the e(FN) and
e(NN), respectively, for the forwarding and the neighboring nodes. The nodes with the minimum energy consumption
and the maximum energy availability are identified for the transmission process eliminating the nodes consuming the
higher energy consumption. The information gathered are updated in the table with the routing information to proceed
with the information conveyance whenever there is a need. The algorithm given below in Figure 2 explains the routing
process.

So, the information gathered can be transmitted in a reliable, energy efficient, and the shortest path using the rou-
ting method. The information are transmitted to the cloud for the permanent storage using the above-mentioned
method. The routing update is done periodically to note down the energy availability and the distance of the nodes to
the base station (cloud) as the WSNs are mobile; the new information gathered regarding the nodes are updated to the
table for further conveyance.

3.3 | WSN assisted by cloud infrastructure

The information gathered by the WSNs employed for large-scale applications cannot be retained in them due to their
low storage capabilities and requires a safer place to store with whenever the need arises. So, the WSNs seek the on
demand storage services of the cloud to store the data permanently so that the data can be accessed any time and from
anywhere. This helps the WSN to be employed in any large-scale application that has a huge amount of data to be
sensed and stored; deploying too many senors for the purpose of storage also would not be economical. So, wireless sen-
sors adapting to the cloud would be a more preferable and economical. The information from the senor being conveyed
through the routing path evaluating the trusted nodes and the energy consumption and the shortest distance are trans-
mitted in a safer way to the cloud without any modifications and illegal uses. The flow chart in Figure 3 below explains
the information gathered and the steps involved in routing the sensed information to the cloud storage.



WILEY_l 72

FIGURE 2 Proposed Routing Process

FIGURE 3 Routing of information to cloud
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TABLE 1 Simulation parameters

Parameters Value

Total number of nNodes 500

Simulation time 100 seconds
Simulation aArea 1000%1000 Sq. units?
Packet sSize 1024 bytes

Packet dData rRate 1 packet per second
Initial eEnergy 100 Joules

w

€

£

g —ao— Proposed -1

5 —e—SPR

2

= —o— Proposed-2

g Proposed-3

2 —eo— Proposed-4

0
100 200 300 400 500
Total f i
otal Number of Nodes FIGURE 4 Forwarding latency

So, Figure 3 shows the possible information gathered and the transmission to the cloud based on the trustworthy,
energy efficient, and the shortest distance routing protocol that enables the safer transmission of the sensed data to the
cloud storage for any time access. So, the storage problem in the WSN is addressed by transmitting the information to
the cloud and the problem based on the security threats and the during the transmission is addressed using the highly
secured trust-based and energy-aware routing method enumerating the shortest distance; the next section presents the
result validation of the routing method of the WSN in the transmitting the sensed data to the cloud.

4 | PERFORMANCE ANALYSIS

The proposed routing method that helps in the secure transmission of the information from the WSNs to the cloud stor-
age for the permanent storage is evaluated using network simulator 2 to analyze the performance of the proffered
methods with the varying number of nodes ranging from the 100 to 500, with the simulation time 100 seconsds in an
allotted area of 1000¥1000 m* with the packet size of 1024 bytes and transmitting one packet per second and compared
with the simple proactive routing that lacks the localization and the trust evaluation. Table 1 below shows the simula-
tion parameters used in the analysis.

The proposed method achieves an optimum localization employing the ant colony optimization, enhances the net-
work coverage and the node arrangement reducing the latency in the process of transmission. This improved coverage
of the network enables the base station to identify the nodes with minimum distance and limited energy easily, thus
reducing the time consumption in the identification of the nodes and more over the proactive routing method used
holding the complete information of all the route available makes easy the conveyance process without any delay.

Figure 4 shows the simulation results of the forwarding delay of the proffered method and its comparison with the
other methods involving the simple proactive routing without the aid of the localization and the trust. The results
ensure that the proposed method has a reduced forwarding delay compared with the other methods; the simulation on
varying number of nodes and multiple iterations shows proficiency of the proposed method in terms of the forwarding
latency. Moreover, the trust evaluation enables the information to be to secure, increasing the reliableness in the trans-
mission of the information to the cloud. Employing the trusted nodes enables the transmission to be safe from hacking,
unnecessary alterations, and attacks, improving the reliability and security of the data transmission.

Figure 5 shows the simulation results of the reliableness of the proposed method and its comparison with the preva-
iling method for varying number of nodes. The results for the reliability of the system show that the proposed method
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FIGURE 5 Reliability
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shows improvement against the security threats and the unknown attacks causing alterations. So, this enables the infor-
mation stored in the cloud to be reliable, as only trusted nodes eluding the malicious nodes are employed in the routing
process. The enhanced network coverage by localization enables in reducing the delay and the path for the conveyance
with minimum distance and the minimum energy consumption, enables to have an extended network longevity,
reduced route failures, and packet loss rate. Improvement in the network longevity would enable the continuous trans-
mission, thus reducing the route failures. The reliableness of the proposed method and the reduced route failure
enables in having a negligible packet losses compared with the prevailing methods.

The simulation result in Figure 6 shows the network longevity of the proffered method along with the comparison
of the prevailing method. The obtained results show the network longevity for the varying number of nodes over multi-
ple iterations show that the proposed method enumerating the shortest distance with the path enriched minimum
energy consumption nodes, reduces the energy consumption of the network improving the longevity of the network.

Figure 7 gives the simulation result for the packet loss rate. The network routing path enriched with the trusted
nodes eluding the malicious unknown attacks, and the routing process with the limited energy utilization extending
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FIGURE 8 Cost of routing
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the network longevity limits the packet loss rate. Further, the reduction in the forwarding delay due to the shortest dis-
tance path and proper localization of the nodes paves way for the timely delivery of packets without any losses and
alterations.

Figure 8 with the analysis on the cost for the proposed method of routing and the other method, and the cost per-
centage of the proposed method shows considerable improvement than the other method as it does not employ a sepa-
rate cryptography method but provides a reliable transmission by enumerating the trust of the nodes. The cost of the
proposed method over varying number of nodes shows 35% improvement than the prevailing method that employs sim-
ple proactive routing without localization and evaluation of the trust.

The proposed method using the rented cloud storage services enables the information to have a permanent storage,
making sure the anytime and anywhere access of the information by the user. This causes the WSN to have a continu-
ous monitoring of the content in the large-scale application that has a huge flow of data so the cloud storage becomes
essential for the WSN. The extended storage services of the cloud enables the WSNs to be equipped with the additional
storage from the cloud. Though using the rented service might result with the additional cost, it would be more prefera-
ble as the information finds a permanent storage and could be accessed anytime and anywhere.

5 | CONCLUSION

The WSNs of limited storage uses the rented storage facilities of the cloud to have a permanent storage for the access of
information from any place at any time. The information that moved from the WSN to the cloud get affected due to the
issues that arise due to the improper coverage, failure of nodes, and the unknown attacks. So, the paper has addressed
the issue of coverage by improving the localization of the nodes using the any colony optimization, identifying the trust
of the nodes to enhance the protection against the attacks, and the short path with the minimum distance nodes to the
destination along with the minimum energy consumption to elude the failure of the nodes due to the lack of battery
power and extending the network longevity. The further performance analysis of the WSN routing process using the
network simulator 2 shows the efficiency of the proposed method on the grounds of forwarding latency, reliability, net-
work longevity, packet loss rate, and cost of the routing process for the WSN. Future direction of the paper would be
lead with the secure retrieval of the information from the cloud storage for further use.
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