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, Life Fellow, IEEE

s software plays an increasingly important role in our

lives, it is essential to maintain its reliability, and gener-
ally dependability. Software bugs can cause huge financial
losses and dangerous accidents; the safety risks from soft-
ware are underscored these days to even the non-technical
public by the emergence of autonomous software-based
systems. Thus, it is important to explore principled appro-
aches to reduce the harm from defects in software, prefera-
bly by removing them as early as possible, but also by fault
tolerance and by predicting their effects so as to inform miti-
gation actions.

Large sectors of academia and industry have long recog-
nized the potential of software reliability and dependabil-
ity engineering. Yet, in spite of decades of research and
methodological advances, challenging research questions
persist and new ones keep emerging, due to the complex-
ity, heterogeneity and distributed nature of software prod-
ucts, and to continuing innovation - e.g. the emerging of
machine learning techniques and of new critical applica-
tion domains. This Special Issue on Software Reliability
and Dependability Engineering was prepared to report
recent advances in areas of this vast topic including the
assessment, prediction and improvement of dependability
attributes of software products. It was also aimed at report-
ing compelling results from industrial experience and
“real-world” case studies in critical domains.

All the manuscripts received went through a rigorous
review process. Each was evaluated typically by three
reviewers and the reviews discussed among guest editors.
The reviewers’ suggestions to authors led to many improve-
ments. This process resulted, in the end, in the acceptance
of 9 very interesting papers, out of the 43 submitted. The
selected papers show the intensive use of empirical and
statistical evidence in Software Reliability Engineering
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research. Most are motivated by challenges arising from
comparatively new technologies (machine learning, service
architectures) or applications (e.g. self-driving vehicles);
others address ever-present questions, like the dependabil-
ity evolution of long-lived products.

The first two articles focus on machine learning systems.

The paper “Fault Injection for TensorFlow Applications”
starts from the premise that improving error resilience
requires detailed understanding of an application’s resil-
ience. The paper presents two high-level fault injection
frameworks for TensorFlow-based applications, TensorFI
1 and TensorFI 2, for injecting hardware and software
faults into programs. Both are flexible and portable so as
be integrated into existing TensorFlow programs. Exam-
ples application to evaluating resilience of machine
learning programs are reported, with the insight gained
for improving it.

The paper “Empirical Study of Fault Triggers in Deep Learn-
ing Frameworks” is the first comprehensive empirical study
on fault-triggering conditions in deep learning frameworks
such as TensorFlow, MXNET and PaddlePaddle. Bugs in
3,555 reports are classified, based on fault triggering condi-
tions. Analyses follow that cover: the frequency distribution
of different bug types and evolution features; correlations
between bug types and fixing time; root causes and conse-
quences of Bohrbugs and Mandelbugs. Finally, an analysis
of regression bugs was performed. The results of the study
were systematized in 12 findings and 10 implications.

The next two articles focus address cyber-physical intelli-
gence systems.

Autonomous Driving Systems (ADSs) are complex sys-
tems with strict requirements of safety and compliance. The
paper “An Incremental Approach for Understanding Collision
Avoidance of an Industrial Path Planner” presents a method to
analyze the relation between ADS configurations and the
levels of hazard in particular traffic situations. The
approach first tries to understand whether the hazard is
caused by single weights, and eventually extends the analy-
sis to sets of multiple weights. It was applied to an indus-
trial path planner, showing that different driving situations
require the use of different weights values to maintain
safety. This type of analysis can be used to re-engineer the
solution and increase its safety.

The paper “RGB cameras failures and their effects in autono-
mous driving applications” studies the failure modes of a type
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of cameras important for self-driving vehicles, their effects
and possible mitigations, using a FMEA method and resuts
from the literature. The authors built a library for generating
images taht cpould arise from camera failures, and fed them
to six object detectors for mono and stereo cameras, and to
one self-driving agent. The results add detail to our knowl-
edge of effects of these failures and underscore the need for
consider them in reliability engineering.

The next two articles focus on the localization of anoma-
lies and faults.

The paper “Locating Anomaly Clues for Atypical Anomalous
Services: An Industrial Exploration” builds on top of
ImpAPTr, a tool to identify the combination of multiple
dimensional attributes as clues about the root causes of ser-
vice anomalies. While this paper is dedicated to solve the
problems incurred by the threshold driven mechanism
therein and that of identification of a suitable threshold. A
method called ImpAPTr+ is proposed in which the con-
straint of 0.05%" threshold is removed. In comparative eval-
uation against two other typical methods, ImpAPTr+ is
found to be: (1) far more accurate than the others; (2) one of
two methods that give proper clues within seconds; (3)
more suitable for near real-time monitoring.

The anomaly detection and localization technique pro-
posed in “SwissLog: Robust Anomaly Detection and Localiza-
tion for Interleaved Unstructured Logs” works based on
anomalies manifested in sequence order changes and log
time interval. For this, the technique parses logs and recog-
nizes entities across different logs, embed them using BERT,
and perform anomaly detection with Bi-LSTM.

The next article is on software analysis for reliability.

The paper “Does OpenBSD and Firefox’s Security Improve
with Time” addresses its title’s question by studying vulner-
ability reports for these two open source software project
over many years (22 for OpenBSD). The study is based on a
framework for analysing software vulnerabilities data, a
contribution in its own right. The authors derive interesting
insights, for instance that as these products matured, they
became more secure, but not because of developers produc-
ing less vulnerable code; and that although developers’ mis-
takes are similar in both projects, Firefox vulnerabilities are
more numerous, easier to exploit, but also fixed more
quickly.

The next article addresses automated software correction.

The paper “Sorald: Automatic Patch Suggestions for Sonar-
Qube Static Analysis Violations” proposes a solution to auto-
matically suggest fixes for Java code that violates the coding
rules of the sonarqube platform. The approach is meant to
reduce developers’ effort to respond to warning, and thus
help to increase software reliability. These fixes are ready to
me merged into the code base if approved by the code’s
authors. The approach can be integrated in a software
development lifecycle, as the authors prepared a bot ready
to continuously monitor for changes in the Git repository.
When evaluated on 161 popular GitHub repositories, Sorald
was able to fix 65% of the violations that met the repair
preconditions.
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The final article of this special issue focuses on the impact
of aging on software reliability.

In “Impact of Service Function Aging on the Dependability for
MEC Service Function Chain”, a semi-Markov model is devel-
oped to investigate transient availability and steady-state
dependability of MEC-SFC services, with any number of
service functions, and capture complex time-dependent
behaviors of aging, failure, and recovery. Approximate
accuracy is evaluated by simulation; bottlenecks for MEC-
SFC systems are detected through sensitivity analysis; the
impact of event-time interval distributions on steady-state
dependability is analyzed; transient behavior of MEC-SFC
services with varying system parameters is investigated.

We wish to thank again all authors who submitted their
work for this special issue, as well as the about 100
reviewers from all over the world, who helped to evaluate
and select these 9 papers: we are very grateful to all of them
for their timely and high-quality reviews. Finally, we wish
to thank the Editor-in-Chief, Dr. Jaideep Vaidya and the
Administrator, Mr. Ashutosh Rawat of IEEE Transactions
on Dependable and Secure Computing for their constant
and valuable support.
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