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Abstract 

Digital health information systems are quickly replacing paper 
systems worldwide. This study examined scholarly work 
reflecting how ethical considerations for health information 
systems (HISs) have evolved over time, with particular interest 
in the contributions from low- and middle-income country 
(LMIC) institutions. We systematically searched four research 
databases for terms related to HISs, ethics, and LMICs; and 
identified 601 relevant articles published from 1975 through 
2019. The included publications were produced by 1,000 
authors from more than 700 institutions. However, only 30 
publications were co-authored by researchers from both an 
LMIC and a high-income country (HIC). Most publications 
pertained to data security. There is an acute need to address a 
wider array of HIS ethics topics, including those that may be 
unique to LMIC resource constraints. We recommend more 
collaborations between LMIC and HIC institutions to address 
the full range of HIS ethical concerns in LMICs. 
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Introduction 

Providing evidence for policy and program decisions and sup-

porting better health outcomes, health information systems 

(HISs) encompass all health data sources required by a country 

to plan and implement its national health strategy [1]. Although 

HISs are defined at different levels of scope by countries and 

organizations, one of the core components is information on the 

health needs of a patient, and on the health services provided. 

For generations this information was recorded on paper and 

stored in files kept by the service provider. If a patient visited 

several providers, each of them kept their own records. To mon-

itor disease trends, providers would have to transcribe infor-

mation from one piece of paper to another and then send it to a 

district or national office to be tabulated with other reported in-

formation. 

Digital HISs began to replace paper-based HISs in the 1970s, 

as commercially available electronic medical record (EMR) 

systems became available. In the 1990s, the rapid growth of the 

internet facilitated both the sharing of patient data within a net-

work of providers through electronic health records (EHRs) and 

the sharing of data summaries with health agencies (e.g., Dis-

trict Health Information System), enabling disease trend moni-

toring. However, the risks to patients in having their personal 

data shared broadly were addressed in the United States in 1996 

with the federal Health Insurance Portability and Accountabil-

ity Act (HIPAA), which regulated how data are to be legally 

shared, including the patient’s rights in what is shared. In 2014, 

the American Health Information Management Association 

published eight Information Governance Principles for 

Healthcare including accountability, transparency, integrity, 

protection, compliance, availability, retention, and disposition 

[2]. The Principles for Digital Development, endorsed by more 

than 250 organizations globally in 2016, specified nine ethical 

principles for HIS development, including designing with the 

user, designing for sustainability, addressing privacy and secu-

rity; and using open standards, open data, open source, and 

open innovation [3]. In 2019, a scoping review was conducted 

for a broader range of ethical concerns on HISs and identified 

34 principles, demonstrating that the range of concerns extends 

well beyond data security, the most commonly recognized eth-

ical concern for digital data [4]. A few of these 34 principles 

were transparent processes in designing the system, collecting 

the minimum amount of data necessary, employing a data stew-

ard, and providing access to the source community. 

While the ethical concerns were being identified, development 

agencies such as the United States Agency for International De-

velopment’s (USAID) began to invest in the creation and 

strengthening of digital HISs in low-and-middle-income coun-

tries (LMICs) [5]. As HISs are implemented in LMICs, per-

spectives from those countries are needed to identify and ad-

dress their ethical issues because they will have concerns that 

are particular to their context [6]. For example, the digital liter-

acy of their populations (the ability to collect, analyze and use 

digital data) might be less than in developed countries, which 

can affect how the managers of an HIS should most effectively 

practice transparency [7].  

To the best of our knowledge, no previous work has systemati-

cally investigated the research activities and evidence concern-

ing HIS ethics, especially in LMICs. Therefore, this study 

sought to understand how ethical considerations for HISs in the 

scholarly literature have evolved overtime, and where ethical 

thinking may need to catch up with quickly evolving technolo-

gies. We were particularly interested in the participation of 

LMIC institutions in these discussions.  

Methods 

This study took a bibliometric approach to systematically re-

trieve and identify research publications that addressed ethical 
issues associated with HISs. Particularly, we investigated the 

MEDINFO 2021: One World, One Health – Global Partnership for Digital Innovation
P. Otero et al. (Eds.)

© 2022 International Medical Informatics Association (IMIA) and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/SHTI220210

902



research output, researchers, research organizations, organiza-

tional collaborations, and research topics involved in HIS ethics 

studies from both LMICs and high-income countries (HICs). 

Literature search  

Two medical librarians (RC & MC) developed comprehensive 

search strategies for related concepts using subject headings 

and keywords, and then executed them in PubMed, Embase, 

Web of Science (WoS), and Scopus for literature published un-

til December 31, 2019. The search terms related to ethics (e.g., 

ethic, ethical, bioethics, moral, medical ethics), ethics concepts 

(e.g., transparency, justice, accountability, equity), information 

systems (e.g., health information exchange, information policy, 

data policies), electronic health records (e.g., EHR, electronic 

medical record, EMR), LMICs (e.g., developing country, less 

developed country, less developed nation, middle income na-

tion), and the name of each LMIC. We excluded terms specific 

to certain research types (e.g., clinical trial, controlled trial, 

RCT).  

Citation prioritization & screening 

The citation records of retrieved publications were downloaded, 

aggregated, and then prioritized using machine learning [8] 

with the DoCTER software [9] before they were imported to 

Covidence [10] for manual screening (Figure 1). To be in-

cluded, a publication must have explicitly, not tangentially, ad-

dressed HIS and an ethical consideration, and not focus on bio-

medical research ethics. A study was excluded if its citation rec-

ord has missing crucial data fields (i.e., title, year, or abstract) 

and its full text was not accessible with the current institutional 

journal subscription license and interlibrary loan service. JT 

and VF independently screened the title and abstract for each 

article using Covidence.  

Data extraction & analysis 

The citation records of included articles were exported from 

Covidence, and then matched back to Scopus using digital ob-

ject identifier (DOI), title, and year. Scopus has a much broader 

journal coverage compared to PubMed, Embase, and WoS [11]. 

If an included record can’t be identified in Scopus, it would be 

matched to PubMed, WoS, or Embase subsequently. The cita-

tion fields of matched records were downloaded for publication 

year, title, author name, author affiliation, source title, and ab-

stract. The downloaded citation fields from these four databases 

were then standardized using the citation format of Scopus to 

facilitate data analysis. For example, “Bevanda, M; Colakovic, 

M” from WoS was converted to “Bevanda M., Colakovic M.” 

(Scopus format). In addition, the author affiliations were con-

verted to the general level. For example, “Harvard Medical 

School” and “Harvard School of Public Health” were standard-

ized as “Harvard University.” 

Several bibliometric measures and tools were applied to the 

standardized data for analysis. Research output was measured 

by the number of publications by year, the number of publica-

tions by document types, and the number of publishing venues 

(source titles). The statistics and visualization were produced in 

Microsoft Excel. Researcher analysis focused on the total 

number of unique authors contributing to the included studies 

and the top authors who published the most. This analysis was 

conducted using Microsoft Excel and the author analysis func-

tion in VOSviewer [12]. Research organizations were inves-

tigated at two levels: (1) the number of all unique author affili-

ations, the top organizations that the authors affiliate with con-

tributing the most to the included studies, and organization col-

laboration network; (2) the number of countries that the authors 

were from. The organizational analysis function in VOSviewer 

was used for this investigation. Research landscape was ex-

plored by extracting key terms with high occurrence from the 

title/abstract and keywords/MeSH of the included studies using 

both VOSviewer and Biblioshiny [13].  

Results 

Research output 

After citation prioritization, 2,896 out of 6,914 citations pro-

duced from citation database search were determined as high 

likehood of relevance and proceeded with manual screening. 

Finally, a total of 601 publications were included in this study 

(Figure 1).   

 

Figure 1– Study Screening and Selection Diagram 

Generally, the number of relevant publications increased stead-

ily by an average of 1.2 papers per year from 1975 to 2018. 

Then in 2019 the number doubled from 52 (2018) to 110 papers 

(Figure 2).   

 

Figure 2– Publication Distribution by Year (1975-2019) 

In rank order, the publication types were peer-reviewed journal 

research articles (273, or 45%), conference abstracts (162), con-

ference reviews (60), peer-reviewed journal reviews (52), book 

chapters (33), journal commentaries (11), books (7), and jour-

nal editorials (3). The most common publication source was 

Studies in Health Technology and Informatics (45). The next 

most frequent source, International Journal of Medical Infor-
matics published a third as many (15); followed by Lecture 
Notes in Computer Science (11), and Communications in Com-
puter and Information Science (10). 
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Researcher 

The publications listed 1,000 authors from 790 unique institu-

tions in the world. Most authors appeared only once, in a single 

publication; 11 authors had three publications, and two authors 

from LMICs had four publications.  

Research organization 

Among the institutional affiliations, the most frequently named 

was Harvard University (14). Indiana University was cited as 

an institutional affiliation for 9 publications. An additional 7 

cited the Regenstrief Institute which is affiliated with Indiana 

University. The US Centers for Disease Control and Prevention 

was cited for 9 articles.  

Of the 78 author countries named, 49 countries were high in-

come, 10 were middle income, and 19 were low income. The 

country with the most authors was the United States (149 pub-

lications), followed by the United Kingdom (UK) (49), Aus-

tralia (43), and Canada (30), all of which are HICs. India was 

the middle-income country with the most publications included 

in this study (27), followed by China (18), Malaysia (15), and 

South Africa (13). The low-income countries with the most 

publications were Pakistan (6), Ghana (3), Nigeria (3), and Co-

lombia (3). 

About 23% of LMIC institutions published findings on HIS eth-

ics more than once. Of the 21 institutions in middle-income 

countries that published more than once, most were in Malaysia 

(International Islamic University: 4 publications; Universiti 

Teknologi: 4; Universiti Kebangsaan: 3; Asia Pacific Univer-

sity of Technology and Innovation: 2; and University of Ma-

laya: 2). The middle-income country with the next largest num-

ber of institutions with multiple publications was South Africa 

(University of Pretoria: 3 publications; Cape Peninsula Univer-

sity of Technology: 3; University of Cape Town: 2; and Uni-

versity of The Western Cape: 2). Two institutions in low-in-

come countries published more than once: United Nations Pop-

ulation Fund in Pakistan (2 publications) and the University of 

Ghana (2). 

The organization collaboration network (Figure 3) revealed 

that, among more than 700 identified organizations, only 218 

of them collaborated (co-authorship) while many (72%) 

worked alone. The institutions publishing the most on HIS eth-

ics were in HICs and collaborated with other HICs (Figure 3). 

 

Figure 3. Closely Collaborated Institutions 

Out of 601 publications, 30 (5%) were co-authored by institu-

tions from both LMICs and HICs (Figure 4). The majority of 

these LMIC-HIC collaborated articles (23) were produced from 

institutions in one LMIC and one or two institutions in an HIC. 

For example, the University of Sindh (Pakistan) collaborated 

with Brunel University (UK) [14]. In three instances authors 

from one or two institutions in an LMIC collaborated with au-

thors from institutions in multiple HICs. For example, Peking 

University Medical Informatics Center (China) collaborated 

with University of Washington (US), Fred Hutchinson Cancer 

Research Center (US), and University of Edinburgh (UK) [15]. 

In three cases, institutions from multiple different LMICs col-

laborated with one HIC institution [16–18]. One publication in-

volved multiple LMICs and HICs, in which co-authors were 

from African Field Epidemiology Network (AFENET) 

(Kenya), University of Witwatersrand ( South Africa), United 

Nations in Ethiopia, US Centers for Disease Control and Pre-

vention, World Health Organization, and Umeå University in 

Sweden [19]. 

 

Figure 4. Collaboration Network Between Institutions in 
LMICs (red) and HICs (green) 

Research landscape 

The most common key terms (occurring more than five times) 

pertained to electronic health record(s) (similarly, electronic 

medical records and medical records) and health information 

system(s) (along with health information, health informatics, 

hospital information systems, and health information technol-

ogy). The ethical concerns addressed by virtually all the publi-

cations were data security (with data protection and cyber secu-

rity), privacy (with data privacy), or confidentiality. The only 

ethics keyword not tied to these concepts was human rights, 

used in only one publication.  

Discussion 

Occurrences and patterns 

Overall, the number of publications explicitly addressing ethics 

in HISs was relatively small, which resonates with findings 

from two previous studies. Phillips and colleagues constructed 

a bibliometric map using index keywords from 17,655 publica-

tions (1990-2014) retrieved from Scopus about the health sys-

tems in sub-Saharan Africa [20]. Heesmink et al. took a biblio-

metric mapping approach to an overview of the field of com-

puter and information ethics (C&IE) by visualizing the key 

terms co-occurred in 1,027 publications (2003-2009) using 

VOSviewer [21]. First, neither of these two studies conducted 

systematic literature search for their topics. Phillips only 

searched Scopus while Heesmink’s study searched six journals 

and two conference proceedings. Second, neither studies 

screened search results, however, which likely would have re-

duced their included publications. Even so, in Phillips’ study, 

J. Thomas et al. / The Gap Between Technology and Ethics, Especially in LMIC Health Information Systems904



none of their identified high-density keywords, visualized clus-

ters of themes, or summarized topical foci was related to HIS 

ethics or similar concepts; Heesmink et al. referred to their in-

cluded C&IE studies as “relatively limited” and cautioned 

against over-interpretation. Compaired to them, our study cov-

ered a much longer period (1975-2019) and exaustively 

searched more citation databases. Therefore, our longer review 

period and expansive source of data further underscores the 

paucity of research on HIS ethics, which may be due in part to 

a narrower focus (e.g., not just health or information systems, 

but health information systems). It is also likely that ethics in 

HISs is a neglected topic. 

Although our results showed a general growing trend of rele-

vant studies, we can’t predict whether the recent spike in pub-

lications related to HIS ethics will continue. Presently we have 

only one data point that stands in contrast to the trend of the last 

few decades. Moreover, the COVID-19 pandemic may affect 

research productivity in 2020. Generally, the global trend in the 

number of scholarly publications in the health system research 

[20] or the biomedical and health sciences field has been expo-

nential growth [22]. 

Gaps 

Arguably more important than increasing the number of HIS 

ethics publications is the need for a greater diversity of topics 

addressed. We found few people addressed ethical concerns be-

yond security, confidentiality, and privacy. Several other ethi-

cal principles pertaining to information systems did not appear 

in our included studies at all. For example, in their bioethical 

framework for health systems, Krubner and Hyder [23] in-

cluded accountability to the public who are affected by deci-

sions based on health system data. Furthermore, the extracted 

key terms from the title and abstract of included studies made 

no mention of open standards, open-source programming, or 

open innovation that are part of the Principles for Digital De-

velopment [3].  

Heesmink et al. [21] identified three clusters of key terms for 

their included C&IE literature, which they labeled “privacy,” 

“ethics,” and “internet.”  Their ethics cluster consisted of sub-

clusters related to types of moral reasoning, ethics education, 

professionalism, and information technologies such as robotics. 

The topic gaps that we noted above were also gaps disclosed in 

their study. 

In addition to the gap of research topics, we observed another 

gap in research collaborations. The personnel in Kenya who 

were charged with creating and maintaining HISs explicitly ex-

pressed a desire to understand the ethical issues and address 

them, but they were lack of resources to do so [24]. This interest 

and lack of resources could both be addressed through collabo-

rations with better resourced countries. However, collaboration 

between LMIC institutions and those of HICs was rare (Figure 

4). We found some LMICs (i.e., Nigeria, Philippines, Egypt, 

Morocco, and Ukraine) did not collaborate with any researcher 

in HICs in spite of their shared interests in HIS ethics. Even 

researchers in India who contributed to 27 publications in this 

study only collaborated with two HICs. Through collaboration, 

the LMIC institutions can explore with others the ethical con-

cerns in their digital environments and learn about the concerns 

in more advanced systems that may soon be implemented in 

their country. Moreover, researchers from HICs can become 

more informed of the challenges and opportunities presented in 

LMICs. Collaboration between HIC and LMIC institutions is 

perhaps the fastest route to mutual learning. For example, re-

garding the principle of sustainability, almost by definition, low 

resource countries will find it challenging to upgrade their hard-

ware every few years and keep their personnel up to date on 

new software releases. If they are to avoid a dependency on do-

nors to finance the maintenance and replacement of their sys-

tems, they will need to be proactive in a dialog with technical 

experts from the donor countries that are usually HICs to ex-

press their needs and identify mitigating strategies. 

This study focused on ethical considerations for HISs reflected 

in the peer-reviewed publications. In the future, a systematic 

search of the grey literature not restricted to full sets of princi-

ples would likely reveal additional documents related to HIS 

ethics.  

Conclusions 

We found that the literature on HIS ethics is sparse and, with 

the exception of the most recent year, did not grow at a partic-

ularly fast speed. This stands in contrast to the speed at which 

HISs are being developed and implemented, not just in LMICs, 

but worldwide. The technical advances are outpacing progress 

in the recognition of ethical concerns, much less the implemen-

tation of policies and procedures to ensure the ethical collection 

and use of data for populations. Our knowledge and practices 

regarding ethics in HISs are nascent and slowly growing glob-

ally, but the implementation of digital HISs in LMICs and the 

small number of authors from LMICs addressing the ethical is-

sues is a gap that can and should be closed. 
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