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INntroduction

We recognize that working remotely comes with its own set of unique challenges. Seattle Children’s Information Technology
team wants to make your remote work experience as easy and intuitive as possible by providing you access to the tools and
applications you need to do your best work.

Please read on in this Remote Work Toolkit for self-help resources and more information on how you can best communicate,
connect and collaborate. Click on a section in the “Table of Contents” below to jump to that section. Also, you will find the
icons below in the top corner of each page. You can click on one of the icons to jump directly to that section. Live links to
more information are also included in the toolkit.
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Self-help Resources




Glossary of Common Terms

Canto: An Apple iPad mobile app that provides secure access to clinic
schedules, hospital patient lists, health summaries, test results and notes.

Citrix: Commonly used applications that are packaged and installed on a
server, which are presented to your desktop when you launch them.

DocuSign: DocuSign is an approved application at Seattle Children’s for
signing most documents electronically.

EPCS: Electronic prescribing of controlled substances.
Epic: Seattle Children’s electronic medical record system.

Haiku: An iPhone or Android mobile app that allows secure access to clinic
schedules, hospital patient lists, health summaries, test results and notes.

IT Service Desk: Frontline IT staff who respond to customer calls and
service ticket submissions.

Microsoft Forms: Microsoft Forms allows you to quickly and easily create
custom quizzes, surveys, questionnaires, registrations and more.

Microsoft OneDrive: This cloud-based app allows you to access, edit and
share your files on your personal devices or Seattle Children’s devices
whenever and wherever you are without having to log into Citrix. You can
also share files and folders with your co-workers or others outside the
organization, helping to avoid large email attachments.

Microsoft SharePoint: This tool allows you to securely share and manage
files, content and data among a group for easy and secure collaboration.
SharePoint is available through Citrix (the remote desktop portal) and as
a cloud-based app to avoid going through Citrix.

Microsoft Streams: Microsoft Stream is a video service where you can
upload, view and share videos securely. This may include meetings,
presentations, training sessions, forums and much more. Through the tool,
you can easily share comments and tag specific times in the video as
reference points.

Microsoft Teams: Microsoft Teams is a digital hub that brings conversations,
meetings, files and apps together in one place. This cloud-based app is
available without logging into Citrix.
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M*Modal: A mobile app allowing clinicians to dictate clinical encounters
and securely send the audio recording to a medical transcriptionist.

Okta Verify: An app on your smartphone or mobile device to grant you
remote access to the network. Okta Verify ensures the security of protected
patient health information (PHI).

Remote Citrix: The same Citrix but at your home. This includes the same
access to your applications and files.

ServiceNow: The electronic tool used to submit IT service requests or report
technical issues.

VDI: Stands for virtual desktop infrastructure. VDI allows you to log into
your desktop remotely or through a VDI device within a Seattle Children’s
facility.

VPN: Stands for virtual private network. VPN is a security application that
can be installed on a Seattle Children’s-owned laptop to allow secure login
to Seattle Children’s network.

Webex and Webex App: Webex is a video conferencing tool for multiple
functions. The Webex App bundles meetings, phones services and collabo-
ration tools in one application.

Webex App for Mobile and Webex App Softphone: Applications allow you
to extend your work extension to your cell phone (Webex App for Mobile)
or Seattle Children’s-provided computer (Webex App Softphone). Use
these options if you need to call patients remotely—caller ID shows your
Children’s phone number.

Wi i-Fi: A wireless networking technology that allows electronic devices to
connect to the internet.

Zscaler Secure Web Gateway: Security application replacing VPN for
logging into Seattle Children’s network remotely from a Seattle
Children’s-owned device.



Quick Reference Guide and
Troubleshooting Resources

There are a variety of things you can do to improve your remote work experience. Check
out these tips and tricks before contacting the Information Technology (IT) Service Desk
or submitting your ServiceNow request. If you still need assistance, learn how to contact
IT for help.

Check your internet speed

1. Visit www.google.com.

2. Search “internet speed test.”

3. Click the box labeled “Run Speed Test.” It should take about 30 seconds to determine
your internet speed.

4. If your internet speed is slow, please contact your internet service provider. (Please note:
Seattle Children’s requires a minimum internet speed of 5MB per second. You may need
a higher speed if you are using the internet on multiple devices in your household.)

Please note:

¢ Cable internet providers (like Comcast) share bandwidth in an area. This means your
internet speed will be slower when more people are logging on at the same time.

« DSL and fiber internet providers (like CenturyLink) have dedicated connections to your
home so you should not experience changes in speed based on the number of users
connecting at the same time.

Maximize your Wi-Fi strength
Set up your workstation close to your Wi-Fi router for a more stable connection to your
remote Citrix portal.

Ensure your network security
Learn how you can boost the security of your home Wi-Fi network to avoid attackers that
can put you and Seattle Children’s at risk.

Choose the best web browser

You can use whichever web browser works best for you. Our IT Service Desk team has
found that Safari and Chrome tend to work best on a Mac, while Chrome and Firefox work
well on a PC.

Internet speed test
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Find out if a website is working

1. Visit www.websiteplanet.com/webtools/down-or-not/.

2. Enter the website address in the search bar and click “Check.”

a. If the site you are searching for is down, you can continue checking
to see if it comes back up.

b. If the site you are searching for is up and you cannot access it, there
are a few tips that might help:

i. Clear your browser cookies or cache. (Since each type of web
browser is different, you will need to do an internet search to learn
how to clear your cookies or cache based on the type of browser
you use.)

ii. Reboot your computer or device.

iii. Reset your Wi-Fi router (if the two previous steps do not work).
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Access Seattle Children’s apps without
connecting to the Citrix portal

Visit seattlechildrens.okta.com and
log in from any web-connected
computer. You will have access to
many of Seattle Children’s applications
(apps) without needing to connect to
the remote desktop portal (Citrix).

(G seattle Childrens
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Change or reset your password remotely

If you remember your current password, you no longer have to call Seattle
Children’s IT Service Desk if you would like to change or reset your network
password.

(Please note: If you have a Seattle Children’s-owned Mac, please call the IT
Service Desk at 206-987-1111 before changing your password. You must also
call the IT Service Desk if you have forgotten your current password or it is
not currently working. A self-service tool is coming soon to reset your
forgotten password.)

To change your password:

1. Visit password.seattlechildrens.org.

2. Enter your username then select either “Send SMS” to send to your
phone or “Send Email.”

3. Enter the verification code sent to either your phone or email address.

4. Enter then reenter your new password based on the password
requirements.

5. Click “Reset Password” when finished.

If you have a Seattle Children’s-owned laptop or desktop (Windows or
Mac), continue to use your old password to unlock your laptop/desktop.
You can use your new password for everything else. Once you return to a
Seattle Children’s facility, the systems will sync with your laptop/desktop
and you will only need to use your new password.

Unlock your account

If you get locked out of your Seattle Children’s network account, follow
these instructions. (Please note: You will need to make sure your mobile
phone number and email setup is current through your Okta account.
Visit seattlechildrens.okta.com/enduser/settings to add in your phone
number and email address.)

1. Visit seattlechildrens.okta.com/signin/unlock.

2. Enter your username then select either “Send SMS” to send to your
phone or “Send Email.”

3. Enter the code sent to your phone or email address.


http://www.websiteplanet.com/webtools/down-or-not/
http://password.seattlechildrens.org
http://seattlechildrens.okta.com/enduser/settings
http://seattlechildrens.okta.com/signin/unlock
http://seattlechildrens.okta.com/

Log into virtual meetings outside the remote
desktop portal

* Microsoft Teams: For the best experience, connect to Microsoft Teams
remotely (outside Citrix). View the how-to guide to learn more about
accessing and using Microsoft Teams.

« Webex: For the best in-meeting experience with full audio and video,
launch the Webex App locally from one of these devices:

- Seattle Children’s provided computer

o Launch the natively* installed version of Outlook or the Webex App
and join the meeting.

o Launch a natively* installed browser on the laptop and browse to
seattlechildrens.webex.com, click “Sign In” and join your meeting
from the “Upcoming Meetings” list or by entering the meeting
number in the “Join a meeting” field.

- Personally owned computer

o Download the desktop Webex App from
https:/www.webex.com/downloads.html.

o Install the Webex App natively* on your computer.

o Join your meetings from this natively* installed version of the Webex
App.
- Smartphone

o Follow the instructions in the How-to Guide: Webex section of this
toolkit to install the Webex Meetings App and the Webex App on
your smartphone.

o Join your meetings from the Webex App on your smartphone.
*The term native means outside of Seattle Children’s remote access portal.

Accessing Webex through Windows 10 VDI (both onsite and remote) is
great for viewing content, but you may not have access to a microphone,
speakers or camera through this connection. If you do have access to your
local microphone, speakers and camera, the experience is substandard and
this method is not recommended.

Please note: Any version of Outlook, Webex or Internet Explorer that begins
with “Citrix” should not be used for Webex. Look for the version that does
not include the word “Citrix.”

View the how-to guide to learn more about setting up and using Webex.

Using Webex App for Mobile to make, receive and
manage phone calls and send or receive chat messages
on your personal phone

Webex App for Mobile is a smartphone application available on Android
and Apple devices if you have a Seattle Children’s email address. The
technology offers instant messaging and can display your current status
(i.e., available, on a call, in a meeting, busy). If you already have a personally
assigned Seattle Children’s phone number, the application can also function
as your Seattle Children’s phone number when receiving or making phone
calls anywhere that has access to the internet or cellular data.

1. Download Webex App for Mobile from your personal smartphone’s app
store.

2. Submit this ServiceNow form to request access to Webex App for
Mobile. (Please note: You will be asked to log into Seattle Children’s
network to access the ServiceNow site.)

3. Read instructions on how to use Webex App for Mobile.

Other resources:

« Cisco Collaboration Tools (SharePoint)

« Cisco Site: Welcome to the Webex App
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http://seattlechildrens.webex.com
https://www.webex.com/downloads.html
https://schprod.service-now.com/com.glideapp.servicecatalog_cat_item_view.do?v=1&sysparm_id=1c30fc6d136af3008498bd122244b022&sysparm_link_parent=22c912fd29d25500ec840b0bf600e193&sysparm_catalog=e0d08b13c3330100c8b837659bba8fb4&sysparm_catalog_view=catalog_default&sysparm_view=catalog_default
https://seattlechildrens.sharepoint.com/sites/IT-CiscoCA/SitePages/Webex-App-Softphone-or-Mobile-Frequently-Asked-Questions.aspx
https://help.webex.com/en-us/landing/ld-n0bl93g-WebexApp/Welcome-to-Webex-App#What%27s-new
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Use Webex App Softphone to make, receive and manage phone
calls from your computer

Webex App Softphone can be used with individually assigned, or group, numbers. It
requires the use of a Seattle Children’s-provided computer.

The Webex App for Mobile allows you to use your smartphone for your Seattle Children’s
phone services. The Webex App Softphone allows you to use the Webex App on your
Seattle Children’s provided computer (if you have one) for your phone services.

1. Submit this ServiceNow form to request access to Webex App for Mobile or Webex App
Softphone. (Please note: You will be prompted to log into Seattle Children’s network to
access ServiceNow.)

2. From your Seattle Children’s provided computer, make sure you are connected to the
network.

3. Read more about Webex App Softphone:
a. Webex App - Getting Started
b. Webex App Softphone Quick Start Guide

Check your Seattle Children’s voicemail remotely
There are two ways to check your voicemail from home.

* Use Webex App for Mobile or Webex App Softphone to check your voicemail; or

* Dial 206-987-8686; press * when Unity Connection answers; enter your extension and
press # (if prompted), then enter your PIN and press #.

Review these easy instructions for more information on checking your voicemail.

Sending a fax by email

The Concord fax system will dial a fax number and convert and deliver an email as a
regular fax to the recipient. Review these easy instructions to send a fax through your
Outlook email account.

Accessing your files from anywhere with Microsoft OneDrive

The cloud-based Microsoft OneDrive app allows you to access, edit and share your files
on your personal devices or a Seattle Children’s laptop whenever and wherever you are
without having to log into your remote desktop portal (Citrix). You can also share files and
folders with your co-workers or people outside the organization, helping to avoid large
email attachments. Review this additional information on Microsoft OneDrive.


https://schprod.service-now.com/com.glideapp.servicecatalog_cat_item_view.do?v=1&sysparm_id=1c30fc6d136af3008498bd122244b022&sysparm_link_parent=22c912fd29d25500ec840b0bf600e193&sysparm_catalog=e0d08b13c3330100c8b837659bba8fb4&sysparm_catalog_view=catalog_default&sysparm_view=catalog_default
https://seattlechildrens.sharepoint.com/:b:/r/sites/IT-CiscoCA/Shared Documents/Webex App Training Documentation/WebEx App - Getting Started.pdf?csf=1&web=1
https://seattlechildrens.sharepoint.com/:b:/r/sites/IT-CiscoCA/Shared Documents/Webex App Training Documentation/Webex App Softphone Quick Start Guide.pdf?csf=1&web=1

Who to Contact for Help

The IT Service Desk is available to Seattle Children’s staff and faculty members.

¢ Non-urgent IT issues: Non-urgent issues that do not cause a work stoppage.
An example is an email issue where the user has other ways to access email.

Instead of calling the Service Desk, please submit a ServiceNow request. ServiceNow
is an electronic tool used to submit IT service requests or report technical issues.
(Please note: You will be asked to log into Seattle Children’s network to access the
ServiceNow site.)

- If you submit a request during regular hours (Monday through Friday from
6 a.m. to 6 p.m.), someone from IT will respond to your request within two hours.

- If you submit a request after hours, you will hear from someone from IT on the
next business day.

* Urgent IT issues: Urgent issues prevent you from doing your work, like problems with
CIS, Epic or Lawson.

- Call the IT Service Desk (available 24 hours/day, seven days a week) at 206-987-1111
(or ext. 7-1M1 if working from a Seattle Children’s facility).

o Choose option 1for general IT issues;

o Choose option 2 for issues related to Epic or telehealth services.

* Non-IT issues: Please view this contact information on CHILD for other departments
that may handle your non-IT issues.

Solf Sarvica

SarviceNow has a brand new leck and feell We have transitioned the Service Catalog to our new Service Portal.

Pleasa visit the Service Fortal to view tickets, submit new requaests, access your approvals, and more.

Call 206-987-1111

IT Service Desk for urgent IT issues.
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https://schprod.service-now.com/nav_to.do?uri=%2Fcatalog_home.do%3Fsysparm_view%3Dcatalog_default
http://child.seattlechildrens.org/People_and_Places/Departments/Information_Services/Contact_IS_Service_Desk/
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Make a Remote
Phone Call

Webex App for
Mobile

L Webex App
Softphone

Ways to Check
Voicemail
Remotely

Ways to Connect
to Outlook
Remotely

Dial
206-987-8686

Webex App for
Mobile

Webex App
Softphone
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Ways to Connect
to DocuSign

(Submit ServiceNow
request form first)

Mobile
Device

Windows 10 VDI

- (Citrix)
(remoteaccess.

seattlechildrens.org)

Outlook App
|| (Citrix)

(remoteaccess.
seattlechildrens.org)

Okta App
L | (non-Citrix)

(seattlechildrens.
okta.com)

Ways to Connect
to Webex

Okta App (non-Citrix)
(seattlechildrens.
1 okta.com)
Available after you
receive email approval

— www.docusign.com

— Smartphones

Your Seattle
Children's provided
computer

Your personal
computer

seattlechildrens.
okta.com




Microsoft Collaboration Tools

Microsoft
Collaboration Tools

Microsoft Microsoft Microsoft Microsoft Microsoft
Forms OneDrive SharePoint Stream Teams
Microsoft Microsoft Microsoft Microsoft
www.office.com — OneDrive — SharePoint Stream — Teams
Mobile App Mobile App Mobile App Mobile App
W|nd0\.Ns.1OVDI W|nd0\.Ns.1OVDI Windows 10 VDI
— (Citrix) - (Citrix) www.office.com —
(remoteaccess.
(remoteaccess. (remoteaccess.

seattlechildrens.org)

Okta App
- (non-Citrix)

(seattlechildrens.
okta.com)

www.office.com or

— https://
onedrive.live.com

seattlechildrens.org)

seattlechildrens.org)

Okta App
| (non-Citrix)

(seattlechildrens.
okta.com)

L1  www.office.com

L1  www.office.com
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How to Connect




Securing Your Network Before Connecting

When working remotely, the security of your home Wi-Fi network is very
important. A poorly secured network is vulnerable to attackers and could
put you and Seattle Children’s at risk. Read Seattle Children’s policy on
working remotely.

Since home routers can vary, you may need to search online for instructions
about your specific router. (For specific instructions on your router, search
“change<router brand><Model Number>password” in a web browser).
Please remove the < > symbols before you search.

Here are standard instructions about what to do to secure your home router.

We recommend:

e Changing your administrative password on your router (this is different
from your Wi-Fi password). This is a standard security practice due to the
default password being searchable through the internet;

e Disabling remote administration to help prevent an attacker from taking
control of your router over the internet;

¢ Updating router firmware to ensure any security fixes are applied from
the vendor; and

* Configuring your Wi-Fi security settings to help prevent people from
sitting outside your home, accessing your Wi-Fi and attempting to attack
your network from the inside

Here’s how:

(Please note: These instructions may differ based on the type of router
you are using.)

1. Log onto your home router’s online settings.

a. Find the label on your router. Sometimes the label will list your
default IP address, administrator name and password.

i. Enter the default IP address in a new web browser and click
“Enter.” Your IP address will look something like: “123.456.7.8.”
Example: visit http://123.456.7.8 (the number should be your
router’s IP address in place of example).

b. If you cannot find the default IP address:
i. Go to your computer’s settings and select “Network.”

ii. Look for the “Router IP” or “Default gateway.” It will look
something like: “123.456.7.8.”

iii. Enter the default IP address in a new web browser and click “Enter.”

Please note: If you do not have your username or password and cannot
log in, you may need to call the support line of your router’s manufacturer
for assistance.

Once logged into your router’s online settings, stay on the screen to
complete the remaining steps outlined below.

2. Change the administrator password.

a. Go to the administration section and click to “Change Password”
(if not prompted to change it when logging in for the first time.
Please note: long passwords are preferred.

b. We recommend storing the credentials into a password manager
program so you can reference them, when needed, to routinely check
for updates on your router.

- If you are not already using a password manager program, simply
search on the internet for “top password manager” and find the
one that works with your system or phone to store passwords.

n
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. Disable remote administration to ensure that others from outside your

home are not able to change your settings.

a. Look for a button or section titled “Remote administration or
“Remote management.”

b. Select “Disable” or uncheck the “Enable” box.

. Update your router firmware to eliminate known cybersecurity

vulnerabilities and improve performance. If available, select “automatic
updates” so you are always current.

Please note: If you received your router from your internet service
provider, call their support line for firmware update questions. If you
purchased your router from a third party, follow the manufacturer’s
instructions on how to update your firmware.

. Configure your Wi-Fi security settings by checking SSID, encryption

method and Wi-Fi password.

a. Locate wireless setup. (Refer to your router’s instructions to learn
where to find this.)

b. Change the default SSID to the name of your choice.

c. Check the encryption level (should be WPA2 with AES security
setting selected).

d. Disable WPS or Enable WPS but disable WPS PIN Methods.
(WPS stands for Wi-Fi protected setup.)

e. Set or change your Wi-Fi password using a complex password that
will not be easy to guess (do not use your admin password).



Roadmap to Setting Up a New

Setting Up Your Mobile Phone
Use your mobile device:

» To verify your access to your remote portal with Okta Verify (see
directions below),

¢ As your work phone using your Seattle Children’s phone number (see
information on Webex App for Mobile and Webex App Softphone)

¢ To check your Seattle Children’s email address (see information on
setting up Outlook on your mobile device)

Additional information on electronic prescribing of controlled
substances (EPCS) on mobile devices:

You will need Imprivata ID on your mobile device in order to approve
electronic orders for controlled substances using a two-factor authentication
process. Once you install Intune using the steps above, Imprivata ID will
automatically be pushed to your device.

Device

13
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Citrix Workspace App Setting Up Your Personal Computer (PC or Mac)

3 Subsoribe o RS notifications of naw downloads

Citrlx Workspace App

To work remotely on your personal computer, follow these steps:

End-user adoption resources 4 1. Install Citrix

Gt your team up and runhing fast with these Gitrix Workspace App end-user
By Tvee adaption resaurces.

o Ao I R a. Visit https:/www.citrix.com/downloads/workspace-app/.

Qther Workspace ape

b. Choose the appropriate Citrix Workspace App from the list based on your device
(i.e. Windows, Mac) and click on the button to download the Citrix workspace app.

* Workspace app for Windows

+ Workspace app for Mac

~ Earlier Versions at

Worksens oo Workspace app for 03 c. Download and run the installer.
~ Betas and Tech Previews ~ Workspace app for Linux
— d. Follow the on-screen prompts until it asks you if you would like to add an account.
g3 e e. Click “Finish” to close out of the installer. The installer does not require an account
to be added.
% okta verify 8 Cancel

Please note: Make sure to check the box that says “Do not show this window automatically
at logon” and close it out.

Okta Verify 4 2. Setup Okta Verify
0 Buziness QOPEM Seattle Children’s uses Okta Verify — an app on your smartphone or mobile device — to
L & b grant you remote access to the network. Okta Verify ensures the security of protected

patient health information (PHI).

s a7 Contact the IT Service Desk at 206-987-1111 if you already have Okta Verify set up on another
— v device but need to add it to a new phone. The IT Service Desk will reset your verification.
T i st Follow these directions to set up Okta Verify. (View directions with job aids.)
_ | a. Go to the app store on your smartphone or mobile device and search
for “Okta Verify” (not “Okta Mobile”).
o e ) e : = b. Install the free “Okta Verify” app on your phone (Apple, Windows, Google,
N S ey FeEA ; : Android). (Follow the device instructions to add the app to your Apple Watch.)
,o T [ o
c. Visit http://seattlechildrens.okta.com on your personal computer or
Seattle Children’s workstation.
d. Once on the site:
o Problems scanning barcode? i. If you have a Seattle Children’s email address: Log in using your Seattle Children’s

email address as your User ID then enter your network password. (Please note:
If your email address has changed, you may need to use your original email
address as your username.)

ii. If you do not have a Seattle Children’s email address: Log in using
UserlD@seattlechildrens.org as your username then enter your network password.
(Replace the “UserID” in the address with your actual user ID when logging in.
Example: abestl@seattlechildrens.org. Please note: This is not an email address).

14
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e. Update your Okta account’s password recovery.

Complete these steps during your first log-in so you can take advantage of
self-service options if you have trouble logging on in the future. (Please note: only
one method below is necessary for password recovery.)

i. Enter a phone number and add text message verification for password recovery.
ii. Add a secondary email address for password recovery.
iii. Choose a security image.

iv. Select “Create my account.”

f. Set up Okta Verify on your computer or workstation.
i. Click on your name in the upper righthand corner.
ii. Select “Settings” in the drop-down menu.

iii. Scroll down to the “Extra Verification” section and click “Setup” next to
Okta Verify.

iv. Select your device type and click “Next.”

V. A QR code will display on your computer screen. Do not close the screen.
vi. Go to your mobile device and launch the Okta Verify app.

vii. Select “Add account” or click the “+” sign to turn the camera on.

viii.Hold your phone so the QR code on your computer fits inside the box on the
screen. Once captured, the QR code disappears.

ix. Once a screen with a six-digit code appears, your account is registered.
You can ignore the code and close the app.

3. Log into Citrix

Logging into Citrix gives you the same access to your applications and files available at
your workstation. You can either connect through the virtual desktop infrastructure (VDI)
environment and see a remote copy of the desktop at your workstation or connect to
various apps within the Citrix environment where you can access your files or files on
Seattle Children’s shared drives.

a. Visit http://remoteaccess.seattlechildrens.org on your computer or tablet device.

b. Enter your username (your Seattle Children’s email address (if you have one) or
UserlD@seattlechildrens.org) and your regular network password to log into Okta.
(View instructions in step 2 above to set up Okta Verify for the first time.)

c. After entering your username and password, you will be asked to send a push
notification to your mobile phone. Click “Send Push.”

>

Select a forgotien password question S0 you can reset
your password In case you have trouble signing In 1o your
Okia acoounL

Cueston

Who Is your favorie speaker/orator?

g = ke

Mz nzla 5igalg T
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4.

d. Your phone will launch the app automatically. Tap “Yes, it’'s me” and the remote
portal will load on your computer or device. (Tap “Accept” if your phone asks before
launching the app.)

e. You will need to download and install Citrix if this is the first time logging into Citrix
(see directions under item 7).

f. During your first time logging into Citrix, you’ll be presented with a button labeled
“Detect receiver.” Click on it.

d. When the next screen comes up, click on the link that says “Already installed.”
It will take you through to your Citrix remote access options.

h. From here:

i. Click on the “Apps” tab to access many of the most commonly used applications
(including Outlook, other Microsoft programs, web browsers, clinical applications
like Epic, Commute Tools, ETM for time sheets and schedules, ServiceNow and
much more). This is a good option if you want to access just a couple of specific apps.

ii. Or, click on the monitor icon for Windows 10 VDI under the “Desktops” tab to
open a remote session. (Please note. During the first log-in, you may be asked for
your permission. If so, approve the session.) VDI is a good option if you need
access to file shares or your whole desktop.

Access Outlook and various applications without connecting through the remote
desktop portal (Citrix).

a. Visit seattlechildrens.okta.com.

b. Enter your username (your Seattle Children’s email address (if you have one) or
UserlD@seattlechildrens.org) and your regular network password to log into Okta.
(View instructions in step 2 above to set up Okta Verify for the first time.)

c. After entering your username and password, you will be asked to send a push
notification to your mobile phone. Click “Send Push.”

d. Your phone will launch the app automatically. Tap “Yes, it’s me” and the remote
portal will load on your computer or device. (Tap “Accept” if your phone asks
before launching the app.)

e. Once logged in, you can click on several apps to use the programs without needing
to log into Citrix. This includes Outlook, Webex, Microsoft SharePoint, Microsoft
Teams, OneDrive, Wave, Citrix, ServiceNow and more. There’s also a “Password
change” app so you can change your Seattle Children’s password without having
to contact the IT Service Desk (in most cases).


http://seattlechildrens.okta.com/

SRl
screen and connected to the Internet:

Setting Up Your Seattle Children’s Laptop or Desktop

For SC@Work Office Kit Recipients: Complete the following extra steps
the first time you log in to your SC@Work computer. You’'ll be asked to set
your password. If you already have a network password (from working
onsite or using another computer), skip to the next section.

1. Set Your Password (Please note: If you already have a network password
from working onsite or using another computer, skip to step 2.)
a. If you are at a Seattle Children’s facility and connected to the
network:

i. On your Windows 10 VDI or PC, log in with your UserlD and
temporary password (provided by your manager when your
account was first set up).

ii. At the prompt, change your password by following the
on-screen instructions.

On your SC@Work computer, log in with your new password.

iii.
b. If you are on a personal device from anywhere:
i. Open a web browser and go to https://seattlechildrens.okta.com.

ii. Log in to Okta with your Seattle Children’s email address and
temporary password.

iii. At the prompt, change your password following the on-screen
instructions.

iv. On your SC@Work computer, log in with your new password.

2. Log Into Your Seattle Children's-Provided Computer. If your computer
is shipped to you directly and you are logging on for the first time while
offsite, follow these instructions.

a. Navigate to the Windows login screen and connect to the internet.
i. Turn your computer on.
ii. Press Ctrl+Alt+Del to reach the logon screen, but do not log in yet.
iii. In the lower right corner of the screen, choose the WiFi icon and
select your local WiFi account. (Please note: If your computer is
connected directly to the Internet through an ethernet cable, skip
this step.)
b. If your device has Zscaler, do the following while on the login
screen and connected to the Internet:
i. Enter your Seattle Children’s email address and password, and
select "Enter."
v. Enter your Seattle Children’s UserID and password, and press “Enter.”
b. If your device has F5 VPN, do the following while on the logon

i. Click the network icon to the left of the WiFi icon.
ii. Confirm that an SCH F5 VPN Adapter is selected (either one works).
iii. Enter your Seattle Children’s UserID and password, and press “Enter.”

iv. Follow the prompts to complete the multi-factor authentication
(this may take up to five minutes).

Remote Access Using a Seattle Children’s Computer

While working remotely, some applications will be accessible over a simple

Internet connection. However, many more applications will require addition-
al verification and security. Depending on your computer setup you will use
one of the following methods to connect.

1.

If your computer has Zscaler:

a.
b.

Search for “Zscaler” in the Windows search field and launch.

Double-click the Zscaler icon in the system tray on the lower right
edge of the screen.

On the Private Access screen do the following:

i. Click "Authenticate.”

ii. Enter your Username (email address) and password.

iii. Follow the prompts to complete multifactor authentication.

iv. You are now logged in and will be able to access Seattle Children’s
resources.

. Please note: Zscaler will remain connected for the next seven days.

Once Zscaler is running, do NOT connect to VPN.

If your computer only has VPN:

a.

Find and double-click on the Children’s F5 VPN shortcut on the
desktop.
Select “Connect” in the F5 VPN window.

c. You are now logged in and will be able to access Seattle Children’s

resources.

d. Please note: VPN will expire daily, or every time you restart.

e. You must use the Citrix browser to access Library resources (via

Okta, Remote Portal or Citrix Workspace).

3. Use the Okta Portal to access applications directly

a.
b.
c.

Visit https://seattlechildrens.okta.com.
Enter your Seattle Children’s email address and password.

Follow the prompts to complete multifactor authentication.
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4. Use Citrix Remote Portal
a. Visit http://remoteaccess.seattlechildrens.org to access Citrix.

b. From the Citrix Remote Portal double-click on Windows 10 VDI to launch a full
desktop or click on Apps to launch individual applications.
c. Wait for your desktop profile to load in a self-contained pop-up window.

d. On the Windows logon screen enter your Seattle Children’s email address and
password and follow the prompts to complete multifactor authentication.

Remote Access Using a Personal or Vendor-Provided Computer
Additional verification and security is required to access Seattle Children’s resources from a
computer that is not owned and managed by Seattle Children’s

Follow these directions for remote access:

1. Visit http://remoteaccess.seattlechildrens.org on your computer or tablet device to
access Citrix or visit seattlechildrens.okta.com to access some of your applications
remotely without going through Citrix (the remote desktop portal).

2. Enter your username [your Seattle Children’s email address (if you have one) or
UserlD@seattlechildrens.org] and your regular network password to log into Okta.
(View instructions above to set up Okta Verify for the first time.)

3. After entering your username and password, you will be asked to send a push
notification to your mobile phone. Click “Send Push.”

4. Your phone will launch the app automatically. Tap “Yes, it’s me” or “Approve” and the
remote portal will load on your computer or device. (Tap “Accept” if your phone asks
before launching the app.)

For additional help, watch “How to Log Into the Remote Portal From Your PC” (1:46) for help.

Printing From SC@Work Devices to Personal Printers

1. Submit an Exemption request from within the Seattle Children's network asking to be
able to print to a personal printer at home.

2. Once your request is approved by Security, the Service Desk can assist you with con-
necting to the printer.

Please note: To print with a wireless printer, you will need to open the document that needs
to be printed and disconnect from the VPN to print. Then, you will need to reconnect to the
VPN to continue working.

The reason for this is that wireless printers are connected to the individual's home wireless
network, but when logged into the VPN, the individual is technically connected directly to
the Seattle Children's network. Disconnecting from the VPN changes the individual back to
their home wireless network, where the computer can "see” the printer.


http://remoteaccess.seattlechildrens.org
http://seattlechildrens.okta.com/
https://youtu.be/3NKRRYiPtNw
https://schprod.service-now.com/it?id=sc_cat_item&sys_id=ba41a36413c20700984f58222244b01e

http://remoteaccess.seattlechildrens.org
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To access your Seattle Children’s voicemail outside of Seattle Children’s:
1. Dial 206-987-8686.
Press * when Unity Connection answers.

If prompted, enter your extension and press #.

A owN

Enter your PIN and press #.

Keep this Voicemail Quick Reference Card (available through CHILD) readily available to
learn how to use your voicemail more efficiently.

Checking Voicemail Through Webex App for Mobile
If using Webex App for Mobile as your work phone, open the app on your smartphone and
check your voicemail messages by tapping on "Calling” and then "Voicemail."”


http://child.seattlechildrens.org/uploadedFiles/Child/People_and_Places/Departments/Telecom/Disco_Desk_Phones/Unity%20Voice%20Mail%20Card.pdf

How to Set Up Seattle Children’s Email
on Your Mobile Device

You will need to submit a Mobile Device Consent Request Form before
setting up your Seattle Children’s email on a mobile device (whether a
personal or Seattle Children’s mobile device). Here’s how:

1.

voA W N

Log into your ServiceNow account. (Please note: You will be asked

to log into Seattle Children’s network to access the ServiceNow site.
ServiceNow is also available through the ServiceNow app when logging
in through remoteaccess.seattlechildrens.org.)

Search for the “Mobile Device Consent Request Form.”
Read the information on the page.
Enter your name (your name may be automatically populated).

Choose “Yes” or “No” when asked if you currently connect to any
personal or company-owned mobile devices to the Seattle Children’s
network.

Check the box acknowledging that you agree to the usage terms.

Click on the blue box that says “Add” to add your mobile device
(unless your mobile device is already listed in the section below).

- After clicking on the “Add” button:
* Choose your type of device from the drop-down menu.

e Choose “Personal,” “Seattle Children’s” or “Other” from the
“Owner” drop-down menu.

* Insert your phone’s manufacturer into the text box
(i.e. Apple, Android, Samsung, etc.)

e Insert the model of your phone (i.e. iPhone 11, Android 10,
Samsung Galaxy S20, etc.)

» Click “Add.”

8. Add any additional information or whether you need additional people
to have visibility to the ticket in the free-form fields at the end of the page.

9. Click “Submit.”
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Setting Up Seattle Children’s Email on Your Mobile Device
After completing your “Mobile Device Consent Request Form” through ServiceNow
(see directions above), follow these steps based on the model of your mobile device:

Android

1. Go to “Settings” on your phone’s home screen.

2. Tap “Accounts and backup.”

3. Select “Manage Accounts.”

4. Choose “Add account” at the bottom of the screen.

5. Select “Microsoft Exchange ActiveSync.”

6. Select “Add your email address.”

7. Add your Seattle Children’s email address and password and tap “Sign In.”

8. If the device does not automatically detect the server settings, enter the
following information:
a. Email address (your first.last@seattlechildrens.org)
b. Domain\username (the domain is childrens, then include \ and your username)
c. Password (your Seattle Children’s network password)
d. Exchange server (email.seattlechildrens.org)

9. Leave “Use secure connection (SSL)” checked.

10. Accept all SSL certificates.

11. Tap “Next.”

12. A “remote security administration” pop-up window will appear. Tap “OK” when asked if

13.

14.
15.

16.

you want to finish setting up the account.

To set up your sync options, select “Email, Contacts, Calendar” and any other sync
preferences you choose. If this is your primary email account, also choose “Send email
from this account by default.”

Tap “Next.”

You will receive a message saying your account is set up. You can choose a name for
your account or leave it as the default. Tap “Next.”

After connecting to your Seattle Children’s email, you will be required to set a four-digit
screen lock.



Apple iPhone

=

Go to “Settings.”

Choose “Mail.”

Tap “Add Account.” >
Choose “Microsoft Exchange.”

If you receive a prompt, choose to “Configure Manually.”

LN NI

Enter the following information: v
a. Email: Your Seattle Children’s email address
b. Server: email.seattlechildrens.org

Domain: childrens

o o

Username: Your Seattle Children’'s email address

®

Password: Your network password

-

Use SSL: Turn “on”

g. Description: You can add a name for the account
(i.e. Children’s email)

Cancel Exchange

Email

Description

Acddding an Fachange account will allew the Fichanoeg
acministratnr to remately manace your device, The

acdministratnr can addf/remowve restrictinns and remotely
RIASE WNLM clevice.

Erxchanges Device [T

7. After connecting to your Seattle Children’s email, you
will be required to set a four-digit screen lock.

11:03

( Accounts Add Account

% iCloud

Microsoft Exchange
Google
yahoo/
Aol.
[i Outlook.com

Other
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How to Make or Receive a Phone Call Outside
of a Seattle Children’s Facility

Seattle Children’s offers Webex App for Mobile and Webex App Softphone
which allow you to carry your personally assigned Children’s phone
number with you wherever you go.

Webex App for Mobile

Webex App for Mobile is a smartphone application available on Android
and Apple devices if you have a Children’s email address. The technology
offers instant messaging and can display your current status (i.e., available,
on a call, in a meeting, busy). If you already have a personally assigned
Children’s phone number, the application can also function as your Chil-
dren’s phone number when receiving or making phone calls anywhere that
has access to the internet or cellular data.

How to Request Webex App for Mobile

Request Webex App for Mobile access by submitting this Webex App for
Mobile and Webex App Softphone request form. Choose “Mobile device”
from the drop-down menu for the type of device. If you do not already have
a personally assigned Children’s phone number, we will help you get one.

What to Expect When Using Webex App for Mobile

* Outbound calls made from Webex App for Mobile will display the general
Children’s caller ID and caller name.

* Webex App for Mobile will function with any internet connection.

* If there is no WiFi available, Webex App for Mobile uses cellular data if
enabled on your smartphone.

e Call quality is subject to the signal strength of your WiFi or cellular
connection.

» Active calls may be disrupted if roaming from WiFi to cellular data.

* Webex App for Mobile should NOT be used for 911 calls. Failure to click
“OK” at the E911 notification pop-up will result in disabled phone
services.
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Webex App Softphone

Webex App Softphone allows the use of the local installation (not Citrix
or VDI) of the Webex application on your Seattle Children’s laptop or PC
to be used as your phone if you have a Seattle Children’s email address
and personally assigned Seattle Children’s phone number.

How to Request Webex App Softphone

Request Webex App Softphone access by submitting this Webex App for
Mobile or Webex App Softphone Request catalog item, choosing “Work-

station” in the drop-down menu asking what type of device. If you do not
already have a personally assigned Seattle Children’s phone number, you

will not qualify for this service.

What to Expect When Using Webex App Softphone

* A USB headset is required. Seattle Children’s Information Technology
team has tested and recommends the Plantronics Blackwire C3215
(Lawson part number 53944).

« Webex App Softphone requires an internet connection and the F5 VPN
when working remotely, for best results. (Please note: F5 VPN is only
available through your SC@Work computer.)

e Call quality is subject to the signal strength of your WiFi or internet
connection.

* Webex App Softphone should NOT be used for 911 calls. Failure to click
“OK” at the E911 notification pop-up will result in disabled phone
services.
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How to Send a Fax Through Microsoft Outlook

The Concord fax system will dial a fax number and convert and deliver an
email as a regular fax to the recipient.

Follow these easy instructions to send a fax through your Outlook email
account:

1. Log into your Seattle Children’s Outlook account.
2. Open a new email.

3. Inthe “To” field, type the fax number followed by @concordsend.com
(example: 2065555555@concordsend.com)

4. Attach the document you wish to fax. (Please note: If you are faxing
multiple documents, attachments in the email will be faxed in the
order they are attached.)

26
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5. Add a subject line and/or message in the body of the email.
(Please note: A Seattle Children’s cover page will automatically be
attached. What you write in the subject line and/or message body of
the email will appear on the cover sheet as “Subject” and “Message.”)

6. Click “Send.”

For more information, check out our training video on how to fax through
Outlook.


https://www.youtube.com/watch?v=GD_Hgj35O7c&feature=youtu.be

How to Collaborate




Collaboration Tools for Working Remotely

Seattle Children’s offers several tools to help you collaborate with other
team members while working remotely, including:

(Please note: Click on the links below to learn more about setting up and
using these tools.)

1.

28

DocuSign: DocuSign is an approved application at Seattle Children’s
for signing most documents electronically.

Microsoft Forms: Microsoft Forms allows you to quickly and easily
create custom quizzes, surveys, questionnaires, registrations and more.

Microsoft OneDrive: This cloud-based app allows you to access, edit
and share your files on your personal devices or Seattle Children’s
devices whenever and wherever you are without having to log into the
remote desktop portal (Citrix). You can also share files and folders with
your co-workers or others outside the organization, helping to avoid
large email attachments.

. Microsoft SharePoint: This tool allows you to securely share and

manage files, content and data among a group for easy and secure
collaboration. SharePoint is available through Citrix (remote desktop
portal) and as a cloud-based app to avoid going through Citrix.

SEATTLE CHILDREN’S REMOTE WORK TOOLKIT

. Microsoft Stream: Microsoft Stream is a video service where you can

upload, view and share videos securely. This may include meetings,
presentations, training sessions, forums and much more. Through the
tool, you can easily share comments and tag specific times in the
video as reference points.

. Microsoft Teams: Microsoft Teams is a digital hub that brings

conversations, meetings, files and apps together in one place.
This cloud-based app is available without logging into Citrix.

Webex: This video conferencing solution offers an easy and intuitive
interface for joining and contributing to meetings. For the best
experience, visit seattlechildrens.webex.com or download the Webex
mobile app on your smartphone, tablet or home computer to connect
to Webex with full audio and video.



http://seattlechildrens.webex.com/

How-to Guide: DocuSign

DocuSign software costs are covered by individual departments. Please verify Not approved for signing:

with leadership in your department if DocuSign is approved for your use. a. Prescriptions for controlled substances (Learn more about the clinical

apps available for the electronic prescribing of controlled substances.
DocuSign is an approved application at Seattle Children’s for signing most PP . o )

documents electronically: b. Research electronic consents that are part of a FDA and Part 11
regulated study.

Approved for signing:
DocuSign supports a variety of file types. Once a document is uploaded to

- Affiliation agreements and program letter of agreements DocuSign, it becomes a secure PDF and cannot be modified.

a
b. Budget-related documentation

Certificates of medical necessity

a o

Credentialing documentation

Donor forms (i.e. pledge forms, endowment agreements, etc.)

)

Durable medical equipment orders

g. Electronic consents (eConsents) (except research eConsents as part of
a FDA and Part 11 regulated study)

h. Financial invoices, reports, cost transfers and internal forms
i. FMLA (Family and Medical Leave Act) forms

j. Funding agreements

k. Immunization records

|. Lab requisitions

m. Legal agreements, contracts and quotes

Medical supplies and device orders

3

Paratransit forms

Prior authorizations

2 T ©

Project charters and proposals

=

Release of information requests
s. School forms

t. Standard operating procedure (SOP), operational-level agreements
(OLA) and service-level agreements (SLA)

u. Vendor contracts and related documentation
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Sign or Get Signatures

WHAT'S NEW

DocuS_»‘ign:

Please log in to your account

Email address

CONTINUE

Mo account? Sign up for free

Send an Envelope

Sign a Document

30

Add Documents

UPLOAD

USE A TEMPLATE

GET FROM CLOUD ¥

How to Begin Using DocuSign

You must request access to DocuSign by submitting a ServiceNow request in order to
send a document. (Please note: You do not have to request access in order to receive or
sign a document.)

1. Submit the ServiceNow form to request DocuSign access (can also search “DocuSign
Access Requests” on the ServiceNow site to find the form). Please note: You will be
asked to log into Seattle Children’s network to access the ServiceNow site.

a. Once you complete the request form, it will be routed to the account owner for approval.
b. Once approved, you will be added to DocuSign and receive an email notification.

2. To access DocuSign (once you receive the approval email), visit seattlechildrens.okta.com
and click on the DocuSign app. (You can also log into DocuSign by visiting DocuSign.com.)

3. Enter your Seattle Children’s email address and click “Continue.”

From the home screen after logging in, you can:

Send documents for signature:

1. Before sending documents for review and signature, it is recommended that you send
a separate email letting the recipients know that you will be sending documents by
DocuSign so they are comfortable clicking the links.

2. Click the “New” button in the top banner that reads: “Sign or Get Signatures.”
3. Select “Send an Envelope” in the drop-down menu.

4. Click “Upload a file” to upload a document from your computer or click “Get from
Cloud” to upload a document from an online location.

5. Locate the document you want to upload and click “Open.”

6. If you need to rotate a document after upload, click on the rotate icon on the far right at
the bottom of the image that you choose to upload.

SEATTLE CHILDREN’S REMOTE WORK TOOLKIT

NEPH1.pdf A

Pages: 1

NEPH1.pdf ~



https://schprod.service-now.com/it?id=sc_cat_item&sys_id=7a1742bddbc95810a080e58c1396195a
http://seattlechildrens.okta.com/

7.

In the “Add Recipients to the Envelope” section:
a. Enter the name and email address of each recipient.

b. Check the “Set signing order” box if you are sending to multiple signers and need a

specific order of their signatures. If you do not check this box, the documents will be
sent at the same time for signing.

c. When choosing recipients, you can choose from three options in a drop-down menu
on the right side: “Needs to Sign,” “In Person Signer” or “Receives a Copy.”

| Set signing order I

Name * # NEEDS TO SIGN ¥

" Email -

Name * CC RECEIVES A COPY v

¥ Email*

[ ] T= SIGNING ORDER

d. Under the “More” drop-down menu on the right side:

i. You can choose “Add access authentication,” which will create a code that is

included in the email notification to the recipient that they must use when
accessing the message.

ii. You can also “Add private message” to send a message that only the specific
recipient will receive.

e. Click on the “Add Recipient” button. You can add additional recipients.

7 NEEDS TO SIGN ¥ # NEEDS TO SIGN ¥ MORE ¥
# Needs to Sign A& Add access authentication
< In Person Signer P8 Add private message

CC Receives a Copy

Add Recipisnts ko the Envalope

/A3 T RO, OW BURITENSCINY MCEIE3 CORY (0165 COTRASTIN BTERIRA. = IMPORT BLLE LIST B o0 rROM CONTACTS E s oeces

Harme a & KEDSTONOK T HmAE T

[

< "2 AID BETIMERT :

Segrivg Criler Delagram

Sinning Creier Disnram

R L
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<4 8. DocuSign automatically adds an email subject when you upload a document. You can
edit the subject and add a message when you see the “Message to All Recipients” prompt.

Message to All Recipients

Email Subject*
[ Please Docusign: _samplet.pdf |

pr—— 9. Also on the “Message to All Recipients” page, you can choose the “Advanced Options”
Email Message drop-down menu to:

Enter Message |

Advanced Options | =at <

a. Choose “Recipient Privileges” to either allow recipients to sign on paper or allow
recipients to change signing responsibility. (Uncheck the “Allow recipients to change
FLECEReTES ClSHEICH EEpel] signing responsibility” if you do not want them to be able to forward to another
Fecipients can chance signing responsib ity . .
person for signing.)

Characters remaining: 10000

Advonced Dptions

INCcMplete envalopss explre 120 daya Ster send date

= Recplents are warned 0 day(s) before request expires b. Set “Reminders” by checking the “Send automatic reminders” box and entering the
Reciplant Privilages * Sendlers can L= either quick sanl or advanced edit number of days before sending the first reminder and the number of days between
STy reCIpeE: 1D B o5 paser remlnders.
|| Atew recipiers 1o crargs sigring ressosalblny c. Enter the number of days before the request expires and number of days to warn

signers before the request expires. (The default setting is 120 days.)

Ramindars 10. Click “Next.”
| | Ganed amtomali: rernindes

Hurnber of daye batoro cording firt romindon 2

Hurmber of deys baswssn ramndsig: 0

Expiration

Hurnber of cayz berars reques: sxolea: | 121 |

Rt will v srdwestidbeedd T azpivalian no 121 302043 | 11:59:59 PM

Hurmbier of daz 17 whikch fo wam slgrers bebors expinatian: | O
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11. You are now ready to add signing fields. The recipient’s name will be displayed in the >
recipient list. Verify that the name in the top box is the signer. (Please note: If you have Iy —

multiple signers, you will need to ensure each signer is listed in the drop-down menu.

Click on each signer separately to place signature boxes in the document. You will v Linda Hankemeier
notice different color boxes for each signer.) Linda Hankesmelor persona)
a. Find where in the document you would like to have fields added.
b. Click and drag a field from the “Standard Fields” palette and place it in the document. Edit Recipients
i. Fields include: signature, initials, date signed, name, email, company, title and Q DS Initial
other options. (Please note: Full name, title and date signed fields automatically 4 Date Signed
¢
update from the sender’s information in DocuSign.) 9
ii. You can add a text box in the document and choose whether it is a required field
or read only. If you add a text box for the second recipient, the first recipient will
not see the box on the form.
Pleues DoouSigr  Duersion Expawesce dos * AT - T Text
Recipient A S;n Checkbox
' e Signature: —
Linda Hankemeier ~ & i TS e [¥] Dropdown

Printed Name; _ Full Name
Dot Label - @ Radio

e - foeturs  TTTC
Date: Date Signed

Required Field

I© Payment ltem

|| Read Only
Jx Formula
Add Text Ea & Attachment
PP ——— B Note
Add Text - © oprone
® Decline v
12. Preview your document then click “Send.” HELP OTHER ACTIONS m
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To sign documents:
Please note: You do not need to have a DocuSign account to sign documents.
1. Click on the “Review Document” link in the email you receive from DocuSign.

2. Depending on the settings set by the sender, users may be able to assign the document
to another user to sign. Recipients can also choose to “finish later,” “print and sign”
“void” or “correct.” Make these choices in the drop-down menu under “Other Actions.”

3. Click “Start” and the document will move to the signature line. You can use the scroll
bar on the right to scroll through and read the document.

o0 g Erat=zs |1 ATERCA LTI 40114100 1A 1 ZAE RN 36

FROFESSIONA . SERVICES AGREEMENT

Form of Statemers of Werk

This &xatamars of Ware {500 "), alfehe as of tha laet dato sen ferth on tha signatune page
ol this SO IT R clate D et s ineectid o Dy sainlenca) [the SO Baclive Date), & ade
rarnuant 1, anil incessales by relemn, e amlesional S agrearant 43500 Febraary 167,
00 (he “Aprevent] batwron Seattle Children’s Sacptal (TR04Y) and Wicsat Caneuting Soup,
LLL [MWancon™). Al Capitalmed terms not defined b this SOW kanee the mzzning ascbed Tothem in the
AaTe gD,

1 Drajert Manaprer. The sarties desgrars she fellraimg parsanr s thk reguectie prejars
ranegers leach, 3 “Projec: Manager] o merage the peclormonce of Services ane dulvey of
D fverables set forth in this SOW:

4. Fill in the required information in the signature line. (Please note: Some information may
autofill like name and title if you have already been into DocuSign previously.)
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5. Click on the “Sign” indicator on the document to sign.

a. New signers will need to fill in information in the “Adopt Your Signature” prompt. >

b. You can also upload custom signatures to include credentials. (Please note: You must
be added to Seattle Children’s Okta account or log into DocuSign for application
access to upload custom signatures. You do not, however, need to have a DocuSign

account to sign documents.)

i. To upload a signature, click on the icon in the far right corner of the main

DocuSign page and select “My Preferences.”

ii. Select “Signatures.”
iii. Click “Add New.”
iv. Click “Upload.”

V. You need to upload signatures and initials then
click “Create” to save to DocuSign.

ACCOUNT

Frmnmal Iiiredicd

Bttt Pl lary PS5

T i Erpsin cnmir

l s Sk

| Frvisy & Secunly
Fedinmal Scitings
P bl
o,

e L M el

[E——— SIGMIHG AN SFMOING
Sy e (=T IR Ry 2T
L lhas o] Tempalz kabering

Douriedm S00mas

Adopt Your Signature E
Sonderspose ik, e,
" Hegonad
f— .
— .
P— p—
[' Bankrpimticl (&
IR
T ABr{as e Asrar, o i VRt 38 Akt A P aRE 4P MRSt AL
Slgnatumsl
T s
Latde CHOOSE DRAW UPLOAD
KEaling

 Aad Mew

Senders will receive an email with a copy of the fully executed document and the summary
of the signing. Senders can also click on “View Completed Document” in the email or by
clicking “Download” from the “Overview” section when logged into DocuSign.

Tor S T
Liccusign Lemo Systern <dss_denoigdotusiornets
Camgztes: Flezse Doaskgn: S0H- Cenbractlamplitz. pdf

(G Seattle childrens 1

&l zionges cang eed Fizase Dacaion SCH-Contre e pdt

Fume o 1l g,

-]
CraliC N a2 Hio
| Dagmanl PR
F | Cortificaln of Dampinion 4 F0=

CralIEA NI |

Ceznbam sl e imlznesila

To learn how to set up templates in DocuSign, please view the DocuSign how-to guide on CHILD.
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http://child.seattlechildrens.org/uploadedFiles/Child/People_and_Places/Departments/Information_Services/Help_Me_With/Remote_Access/DocuSign-TrainingDoc%20(v2020-04-13).pdf

How-to Guide: Microsoft Forms

Microsoft Forms

Easily create surveys, quizzes, and
polis.

EEEEE | BE \vicrosoft

Sign in

}: nail, phone, or Skype

[

No account? Create one!

My forms Shared with me Group forms 0 Search form titke or owner name

New Form Quastions

Untitled form

B Frawiew

Respunses

€3 Theme

1T G

cotion 1

oomon 2

| adgooton  adaOrter opan

@) o atsie sraers

@ frund

Microsoft Forms allows you to quickly and easily create custom quizzes, surveys,
guestionnaires, registrations and more. When you create a quiz or form, you can invite
others to respond to it using any web browser (including on mobile devices). As results
are submitted, you can use built-in analytics to evaluate responses. Data can be easily
exported to Microsoft Excel for additional analysis.

Accessing Microsoft Forms

<« 1. Open abrowser and visit https://office.com or https://forms.office.com.
2. Click “Get Started” or choose “Log in” in the upper right-hand corner of the website.
3. Enter your Seattle Children’s email address.
4. You can now:

a. Create a new form or quiz and access any of your forms already created.
b. Access the forms shared by others.

c. Access forms shared by your groups.

Using Microsoft Forms
Check out these links for information on using Microsoft Forms:

* Forms Help & Learning

* Forms Basics (video)

For Help With Microsoft Forms

¢ Select the “?” in the upper right corner of the Forms screen to see the available help
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topics and training.

Help function !
My forms ~ Shared withme  Group forms O Search form it or owner name
New Form
=]
=+
New Quiz



https://office.com
https://forms.office.com
https://support.microsoft.com/en-us/forms?ui=en-US&rs=en-US&ad=US
https://seattlechildrens.sharepoint.com/sites/O365CL/SitePages/Forms-Basics.aspx

How-to Guide: Microsoft OneDrive

The cloud-based Microsoft OneDrive for Business app allows you to access, edit and share
your files on your personal devices or a Seattle Children’s device whenever and wherever
you are without having to log into the remote desktop portal (Citrix). You can also share
files and folders with your co-workers or people outside the organization, helping to avoid
large email attachments. The app is fully compliant with HIPAA standards and available to
all Seattle Children’s employees.

Accessing Microsoft OneDrive

Microsoft OneDrive on the Microsoft Site
1. Visit www.office.com or https://onedrive.live.com.

2. Click the “Sign in” button.

3. Log in using your Seattle Children’s email address. (Please note: All Seattle Children’s
employees and many consultants/contractors are already licensed to use OneDrive.)

4. You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Children’s email address) and network password. (Please note: If you do not have a
Seattle Children’s email address, enter your user ID: UserID@seattlechildrens.org.
This is not an email address.)

5. Click “Sign In.”

6. You will be routed back to the Microsoft site to begin using Microsoft OneDrive.

Microsoft OneDrive’s Mobile App
1. Visit the app store on your smartphone or tablet and search “Microsoft OneDrive.”
Install the “Microsoft OneDrive” app.

Enter your Seattle Children’s email address and click the arrow to sign in.

B owon

You may be directed to Seattle Children’s Okta site to enter your username
(Seattle Children’s email address) and network password.

5. Click “Sign In.”

6. You are now ready to use the Microsoft OneDrive app.

OneDrive

[m—

BE Microsoft

Sign in

07 Microsoft | Microsoft 365 craiin msime e

Save your files and photos to
OneDrive and access them
from any device, anywhere.

Any file, anywhere, always
protected

£ nail, phone, or Skype

[

No account? Create one!

9:02

& Home

), Files, Folders

e a
Welceme 1o OneDrive Home

Fird I Lhing you're losking for and pick up where
Y Ietr off. Fast.

Got it
Recent Files See Al
Files yau'va vigwead recently will show up nare.
Shared Libraries Sea Al
@ ?‘-:"g-"-“'-’
Cises Custan Teame asics U 1o
il 2o alie anieg D il Tesr
Offline Files Saa Al

a e (@7 E

Files Shared Libra-zs
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http://www.office.com
https://onedrive.live.com

1] EEErE

4 Microsoft OneDrive Through the Remote Desktop Portal

1. Visit remoteaccess.seattlechildrens.org.

2. Click on the Windows 10 VDI icon under the “Desktops” tab.

3. Click on the start button in the lower left-hand corner and search “OneDrive.”

le Ciildren’s
ES

Yo 4. Choose “Open” to launch OneDrive.

5. Your OneDrive account will show when you open up a new window to access files.
You can now add files to your OneDrive from the Seattle Children’s network. These

oo S files will then be available through the mobile app or by visiting www.office.com or

«contzin and bounce back from events

that accur. We are prablem-salvers who https://oﬂed rive.live.com.

learn from our mistakes.

Microsoft OneDrive on Okta Site (Outside the Remote Desktop Portal)

1. Visit seattlechildrens.okta.com.

2. Log in using your username (Seattle Children’s email address) and network password.
(Please note: If you do not have a Seattle Children’s email address, enter your user ID:
UserlD@seattlechildrens.org. This is not an email address.)

@ Seattle Childrens 3 C||Ck ”Sign il"l."
4. You may be directed to confirm your account through Okta Verify on your mobile device.
P <4 5. Click on the OneDrive app.
9 EM e \&/ w 6. Choose your account (if auto-populated) or add a new account. If you add a new
o account, enter your Seattle Children’s email address and click “Next.”
cirax fiams Akoha
40 F— e T 7. You are ready to begin using Microsoft OneDrive.

SEATTLEGHILDREAVS REFIOTE WOR@E@® LKF o

W [ ——

[RR——
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http://remoteaccess.seattlechildrens.org/
http://www.office.com
https://onedrive.live.com
http://seattlechildrens.okta.com/

Using Microsoft OneDrive

How to Share a File or Folder

1.

When you have a file open, choose “Share” in the upper right corner of the ribbon.
Or, select your file or folder (without opening them) and click on the “Share” tab.

If you are working on your desktop and the file has not been saved to OneDrive or
SharePoint, select a location where you want to upload the file. OneDrive is connected
to each user’s account and can be accessed from the “Save As” menu. If you’re not at a
desktop computer, you can use the mobile app or any browser.

Select the down arrow to choose permissions for the link you will be sharing.
These options include:

a. People in your organization
b. Specific people

Select “Apply” to save the permissions.

5. Enter the email address(es) of the person(people) you want to share the file or

folder with.
Type a message.

Select “Send.” Or, you can select “Copy Link” and send the link in an email or
add it to a file.

Learn more about using Microsoft OneDrive or view our 3, 2, OneDrive! video.

For Help With Microsoft OneDrive
Select the “?” in the upper right corner of the OneDrive screen to see the available
help topics and training.

>

S sath ks -

+ tiewr [TV R R A -

Ll Wil By Fe i Shuing

Drag files here
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https://support.microsoft.com/en-us/office/upload-and-save-files-and-folders-to-onedrive-a5710114-6aeb-4bf5-a336-dffa7cc0b77a
https://seattlechildrens.sharepoint.com/sites/O365CL/SitePages/3,-2,-OneDrive.aspx

How-to Guide: Microsoft SharePoint

a4 ull = B2

1 microsaft sharepoint & Cancel

Microsoft SharePoint
Q Praductivity OPEN
& ik A
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Microsoft SharePoint allows you to securely share and manage files, content and data
among a group for easy and secure collaboration. SharePoint is available through Citrix
(remote desktop portal) and as a cloud-based app to avoid going through Citrix.

Accessing Microsoft SharePoint
Microsoft SharePoint Mobile App

1. Visit the app store on your smartphone or tablet and search
“Microsoft SharePoint.”

2. Install the “Microsoft SharePoint” app.
3. Enter your Seattle Children’s email address and click the arrow to sign in.

4. You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Children’s email address) and network password. (Please note: If you do not have a
Seattle Children’s email address, enter your user |ID: UserID@seattlechildrens.org.
This is not an email address.)

5. Click “Sign In.”

6. You are now ready to use the Microsoft SharePoint app.

Microsoft SharePoint Through the Remote Desktop Portal

-

Visit remoteaccess.seattlechildrens.org.
Click on the Windows 10 VDI icon under the “Desktops” tab.

Click on the start button in the lower left-hand corner and search “SharePoint.”

INIETREY

Choose “Open” to launch SharePoint.


http://remoteaccess.seattlechildrens.org/

Microsoft SharePoint on Okta Site @ sertogrtdren
(Outside the Remote Desktop Portal)

[ +

1. Visit seattlechildrens.okta.com.

2. Log in using your username (Seattle Children’s email address) and network password. > Q = = ["" - 3 \‘j. Y [ 3
(Please note: If you do not have a Seattle Children’s email address, enter your user ID: s B e :
UserID@seattlechildrens.org. This is not an email address.) e

3. Click “Signin.”

4. You may be directed to confirm your account through Okta Verify on your mobile
device.

———

5. Click on the SharePoint app. e

6. Choose your account (if auto-populated) or add a new account. If you add a new
account, enter your Seattle Children’s email address and click “Next.”

7. You are ready to begin using Microsoft SharePoint.

Microsoft SharePoint on the Microsoft Site
1. Visit https://seattlechildrens.sharepoint.com.

2. Click the “Sign in” button.

3. Log in using your Seattle Children’s email address. (Please note: All Seattle Children’s
employees and many consultants/contractors are already licensed to use SharePoint.)

4. You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Children’s email address) and network password. (Please note: If you do not have a
Seattle Children’s email address, enter your user |ID: User/ID@seattlechildrens.org.
This is not an email address.)

5. Click “Sign In.”

6. You will be routed back to the Microsoft site to begin using Microsoft SharePoint.

Using Microsoft SharePoint

To request a new SharePoint site, open a ServiceNow ticket. You can also request help with
designing/deploying a SharePoint Online site from ServiceNow. (Please note: You will be
asked to log into Seattle Children’s network to access the ServiceNow site.)

Learn more about how to use SharePoint.

For Help With Microsoft SharePoint
Select the “?” in the upper right corner of the SharePoint screen to see the available help
topics and training.
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http://seattlechildrens.okta.com/
https://seattlechildrens.sharepoint.com
https://schprod.service-now.com/it?id=sc_cat_item&sys_id=c8720d82d1ab9100ec84bd899a98e7c2
https://support.microsoft.com/en-us/sharepoint

How-to Guide: Microsoft Stream

Microsoft Stream is a video service where you can upload, view and share videos securely. This
may include meetings, presentations, training sessions, forums and much more. Through the
tool, you can easily share comments and tag specific times in the video as reference points.

Accessing Microsoft Stream

Microsoft Stream on the Microsoft Site
1. Visit https:/web.microsoftstream.com.

2. Click the “Sign in” button.

3. Login using your Seattle Children’s email address. (Please note: All Seattle Children’s
employees and many consultants/contractors are already licensed to use Stream.)

N3z | - 4. You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Q microsoft stream @ Cancel Children’s email address) and network password. (Please note: If you do not have a
Seattle Children’s email address, enter your user ID: User/ID@seattlechildrens.org.
Microsott Stream This is not an email address.)
» Tra — My content 5. Click “Sign In.”
Watchiist Offline My videos 6. You will be routed back to the Microsoft site to begin using Microsoft Stream.
Recordings
4 Microsoft Stream Mobile App
1. Visit the app store on your smartphone or tablet and search “Microsoft Stream.”
2. Install and open the “Microsoft Stream” app.
. 3. Enter your Seattle Children’s email address and click the “Sign in” button.
eveLovER ‘ " 4. You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Mierosoft Corparation . Children’s email address) and network password. (Please note: If you do not have a
a Seattle Children’s email address, enter your user ID: UserID@seattlechildrens.org.
This is not an email address.)
You don't have any uploaded videos . PP "
a Tap + to add your first wideo 5 C“Ck Slgn ln'
A A 6. You are now ready to use the Microsoft Stream app.
_y f TR C
Using Microsoft Stream
- o For Help With Microsoft Stream
oo sevings Select the “?” in the upper right corner of the Stream screen (or under “Settings” in the
mobile app) to see the available help topics and training.
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How-to Guide: Microsoft Teams

Microsoft Teams is a digital hub that brings conversations, meetings, files and apps together [Ey——
in one place. The program is available through Citrix’s remote desktop portal and through a
cloud-based app available without logging into Citrix.

Wosk

o B B8 o & ® )
Accessing Microsoft Teams e | [ ame omm ] [ e a
Microsoft Teams Through the App D m Vﬁ " o
1. Visit seattlechildrens.okta.com and select the “Teams” tile. > e
[P praotpoint

2. Enter your Seattle Children’s email address.

3. You will then have the option to download the app on your computer (PC or Mac) or >
open Microsoft Teams with the web app.

Microsoft Teams

4. You will be asked to enter your credentials to authenticate in Okta.

5. Once you are set up, launch the Teams app and you will be connected to all of your
assigned Teams (if you are already part of a Team). You can use the app to chat with a
person or communicate to an entire team at once. You can also share documents and A
collaborate within Teams.

2]

°
®
®
.
°

Download the Teams desktop app
and stay better connected.

You can also access by downloading the “Microsoft Teams” app in the app store on your
smartphone or tablet; installing and opening the app; and entering your Seattle Children’s
email address to sign in. You may be asked to enter your credentials to authenticate in Okta.

Microsoft Teams Through the Remote Desktop Portal

1. Log on to remoteaccess.seattlechildrens.org.

2. Open Windows 10 VDI in the “Desktops” tab. P

3. Click on the Microsoft start menu and search for the Microsoft Teams application. o
4. Enter your Seattle Children’s email address and click “Sign in” to begin. W- -

43
SEATTLE CHILDREN’S REMOTE WORK TOOLKIT


http://seattlechildrens.okta.com/
http://remoteaccess.seattlechildrens.org/

Chat Y @ o Entername, emai gouportag “

New chat

Join a team

[ L]
s
L 1)

Join a team with a code

Type anew

Bt kntercode

Help function
~
P

44
SEATTLE CHILDREN’S REMOTE WORK TOOLKIT

Microsoft Teams on the Microsoft Site

Visit https://teams.microsoft.com.

Click the “Sign in” button.

3. Login using your Seattle Children’s email address. (Please note: All Seattle Children’s

employees and many consultants/contractors are already licensed to use Microsoft Teams.)

You may be directed to Seattle Children’s Okta site to enter your username (Seattle
Children’s email address) and network password. (Please note: If you do not have a
Seattle Children’s email address, enter your user |ID: User/ID@seattlechildrens.org.
This is not an email address.)

5. Click “Signin.”

6.

You will be routed back to the Microsoft site to begin using Microsoft Teams.

Using Microsoft Teams

Starting a new Microsoft Team

1.

Submit a ServiceNow request (click “Service Catalog” then choose “Productivity &
Collaboration” and choose “I Need a New Team Site” in ServiceNow) and include the
name of the Team and the name or names of the owner(s) of the Team. (Please note:
You will be asked to log into Seattle Children’s network to access the ServiceNow site.)

a. Please note: The owner has full control to manage the Team, including adding and
removing members. (Review the “Go-to guide for team owners” in the training
section on Teams for more information.)

LLearn more about Microsoft Teams by visiting the links below:

Collaboration with Teams (video)

Downloading and Installing the Teams Desktop App

Meetings in Teams

Teams Basics (video)

What is Microsoft Teams? (video)

For Help With Microsoft Teams
Select the “?” on the Teams screen to see the available help topics and training.


https://teams.microsoft.com
https://schprod.service-now.com/nav_to.do?uri=%2Fcom.glideapp.servicecatalog_cat_item_view.do%3Fv%3D1%26sysparm_id%3Da6940cab13d657408498bd122244b04e%26sysparm_link_parent%3Dd35a1e8ad8054500c9624e49acd190ff%26sysparm_catalog%3De0d08b13c3330100c8b837659bba8fb4%26sysparm_catalog_view%3Dcatalog_default%26sysparm_view%3Dcatalog_default
https://seattlechildrens.sharepoint.com/CT
https://seattlechildrens-my.sharepoint.com/:w:/r/personal/william_bowen_seattlechildrens_org/_layouts/15/guestaccess.aspx?e=4%3AqXIYfy&at=9&share=ESw24DNkle1AtXIeGa1FDxYBAr3PDHtR2oIf710YG8MPHQ
https://seattlechildrens.sharepoint.com/:w:/r/sites/BMA-EUEP-EUEP/_layouts/15/guestaccess.aspx?e=4%3Aw6NGpj&at=9&share=EWbFRXFfmAVFjhm-yI_6sPMBi3is_K2c98MSFevwEBnZXQ
https://seattlechildrens.sharepoint.com/TB
https://support.microsoft.com/en-us/office/video-what-is-microsoft-teams-422bf3aa-9ae8-46f1-83a2-e65720e1a34d

How-to Guide: Webex

Webex is a video conferencing solution that offers an easy and intuitive interface for joining
and contributing to meetings.

Webex allows you to quickly and easily host or participate in a virtual meeting or confer-
ence call. During the meeting, you can video conference (computer camera or video
teleconferencing capability required), share presentations or your desktop, make annota-
tions, type chat messages or just have a multi-line call.

Scheduling Meetings in Webex
Scheduling a Webex Meeting Through Outlook

1. To schedule a regular Webex meeting, open an Outlook meeting invite and select the
"Add Webex Meeting" tile.

2. To schedule a meeting with your Personal Room, first select the "Webex Preferences”
tile and change "Default meeting type” to "Use my Personal Room link,"” then click "Add
Webex Meeting.”

For both meeting types, details are added immediately.
A link to join the meeting appears in the Location field of the invite.

A meeting room can be added and will also appear in the Location field.

o 0 oA ow

Add participants and details, then click "Send.”
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Scheduling Meetings for Others
You can schedule a meeting for someone else if that person has given you permission
by making you a delegate to BOTH their Webex account and their Outlook calendar:

» Assigning a Webex Delegate (Please note: This must be done by the person
giving permission.)

- Browse to seattlechildrens.webex.com.

Choose “Login” or “Sign in” in the upper right corner.

Choose “Preferences” then “Scheduling Options.”

In the “Scheduling Permissions” field, enter the email address of the person you want
to schedule meetings on your behalf.

» Assigning an Outlook Delegate (Please note: This must be done by the person giving
permission.)

- From your Outlook Calendar, choose the “File” tab.

Click on the “Account Settings” icon and choose “Delegate Access.”

From the Delegates window, click “Add.” Find the person you want to give access
to and click “OK.”

At the Delegates Permissions window, click “OK” and “OK” again at the next window.

To schedule on behalf of the person that has assigned you as a delegate in both Webex
and Outlook:

e Open the calendar of the person you are scheduling for.
» Create a meeting from their calendar.
e Click “Add Webex Meeting” or “Personal Room” from the Outlook ribbon.

* Invite your attendees, fill out your subject and/or agenda and click “Send.”
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http://seattlechildrens.webex.com/
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